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Introduction
This document delineates the security policies, guidelines and standards that apply to caEHR within the caBIG context. These security policies are based on Federal laws and regulations related to privacy and information technologies, as well as requirements and guidelines imposed by other entities. The controlling bodies for these policies and regulations include, the Certification Commission for Healthcare Information Technology (CCHIT), the NCI Community Cancer Centers Program (NCCCP), the American Society of Clinical Oncology (ASCO), and the HL7 Ambulatory EHR Profile. 

The purpose of the policies and the accompanying guideline and standards found in this document is the protection of Personally Identifiable Information (PII), Protected Health Information (PHI), and protection of intellectual property and the provision of any other security requirements related to confidentiality, integrity, availability and accountability of the information transferred through the caBIG grid using caEHR tools. The security policies in this document are also provided as recommendations for those using caEHR as a stand-alone tool. 

I.
Background 

The genesis of the cancer Electronic Health Record (caEHR) project was the need; expressed by member sites of the National Cancer Institute (NCI)’s National Community Cancer Centers Program (NCCCP) for an electronic health record (EHR) tailored to meet the unique needs of outpatient oncology practices.  Existing solutions in use at such organizations, where EHRs are in use at all (fewer than 3% of outpatient oncology practices have them at all), tend to be generic ambulatory EHRs, which come as large, expensive packages, most components of which oncologists do not need and for which they cannot afford.  NCI’s Center for Biomedical Informatics and Information Technology (CBIIT), in the form of its cancer Biomedical Informatics Grid (caBIG®) program, was asked by the NCCCP program to study the problem and develop a solution available for deployment in NCCCP and other, similar, sites1.

This document conveys the policies, guidelines and standard procedures for caEHR users from a caBIG perspective as well as for those using the caEHR tool as a standalone product.  The document divides policies into three categories; management, operational and technical policies. Policies are further divided into their corresponding services such as authentication, authorization, confidentiality, integrity and availability. 
II.
Authorities
A.
FEDERAL Government

1.
National Institute of Standards and Technology (NIST)
NIST is a non-regulatory Federal agency within the U.S. Department of Commerce.  NIST's mission is to promote U.S. innovation and industrial competitiveness by advancing measurement science, standards, and technology in ways that enhance economic security and improve our quality of life.

NIST Special Publications (SP) in the 800 series present documents of general interest to the computer security community. This Special Publication 800 series reports on NIST’s Information Technology Laboratory’s (ITL) research, guidelines, and outreach efforts in computer security, and its collaborative activities with industry, government, and academic organizations.

Federal Information Processing Standards (FIPS) Publications are issued by NIST after approval by the Secretary of Commerce pursuant to Section 5131 of the Information Technology Reform Act of 1996 (Public Law 104-106) and the Federal Information Security Management Act of 2002 (Public Law 107-347.  With the passage of the Federal Information Security Management Act of 2002, there is no longer a statutory provision to allow for agencies to waive mandatory FIPS.
 

NIST publications, many of which are required for federal agencies, can serve as voluntary guidelines and best practices for state, local, and tribal governments and the private sector, and may provide enough depth and breadth to help organizations of many sizes select the type of implementation that best fits their unique circumstances.

2.
Executive Office of the President: Office of Management and Budget (OMB)
OMB's predominant mission is to assist the President in overseeing the preparation of the Federal budget and to supervise its administration in Executive Branch agencies. In helping to formulate the President's spending plans, OMB evaluates the effectiveness of agency programs, policies, and procedures, assesses competing funding demands among agencies, and sets funding priorities. OMB ensures that agency reports, rules, testimony, and proposed legislation are consistent with the President's Budget and with Administration policies. 

In addition, OMB oversees and coordinates the Administration's procurement, financial management, information, and regulatory policies. In each of these areas, OMB's role is to help improve administrative management, to develop better performance measures and coordinating mechanisms, and to reduce any unnecessary burdens on the public.
 
3.
The Health Insurance Portability and Accountability Act (HIPAA)

Some federal agencies, in addition to being subject to the Federal Information Security Management Act of 2002 (FISMA), are also subject to similar requirements of the Health Insurance Portability and Accountability Act of 1996 (HIPAA) Security Rule (the Security Rule 45 parts 160, 162, 164) , if the agency is a covered entity as defined by the rules implementing HIPAA. 

The HIPAA Security Rule specifically focuses on the safeguarding of electronic protected health information (EPHI). Although FISMA applies to all federal agencies and all information types, only a subset of agencies are subject to the HIPAA Security Rule based on their functions and use of EPHI. All HIPAA covered entities, which include some federal agencies, must comply with the Security Rule, which specifically focuses on protecting the confidentiality, integrity, and availability of EPHI, as defined in the Security Rule. The EPHI that a covered entity creates, receives, maintains, or transmits must be protected against reasonably anticipated threats, hazards, and impermissible uses and/or disclosures. In general, the requirements, standards, and implementation specifications of the Security Rule apply to the following covered entities: 

· Covered Healthcare Providers—Any provider of medical or other health services, or supplies, who transmits any health information in electronic form in connection with a transaction for which the Department of Health and Human Services (DHHS) has adopted a standard. 

· Health Plans—any individual or group plan that provides, or pays the cost of, medical care, including certain specifically listed governmental programs (e.g., a health insurance issuer and the Medicare and Medicaid programs). 

· Healthcare Clearinghouses—A public or private entity that processes another entity’s healthcare transactions from a standard format to a nonstandard format, or vice versa. 

· Medicare Prescription Drug Card Sponsors –A nongovernmental entity that offered an endorsed discount drug program under the Medicare Modernization Act. This fourth category of “covered entity” remained in effect until the drug card program ended in 2006. 

NIST security standards and guidelines (e.g., NIST special publication 800-66, An Introductory Resource Guide for Implementing the HIPAA Security Rule), which can be used to support the requirements of both HIPAA and FISMA, may be used by organizations to help provide a structured, yet flexible framework for selecting, specifying, employing, and evaluating the security controls in information systems. 

1.
International Organization for Standardization (ISO)
When the large majority of products or services in a particular industry sector conform to International Standards, a state of industry-wide standardization exists. The stakeholders concerned agree on specifications and criteria to be applied consistently in the classification of materials, in the manufacture and supply of products, in testing and analysis, in terminology and in the provision of services. In this way, International Standards provide a reference framework, or a common technological language, between organizations and their customers. This facilitates trade and the transfer of technology or information.
  
2.
European Union – 
Placeholder for possible EU Directive Standards

Overview
I.
Document Organization
The policies in this document are part of the overall CBIIT Enterprise Security Program and apply to caBIG® applications as well as any other NCI-CBIIT system with the need to protect PII, PHI, Electronic Health Record and data in general when applicable.
Many of the policies in this document apply specifically to an Electronic Health Record System and they will be noticed as such, others applied to government systems compliance or agency specific compliance. 
 Procedures & Guidelines, are the foundation documents for caBIG®’s IT Security and Privacy Program. These documents implement applicable laws, regulations, and policies at HHS, NIH and NCI and provide a basis for the information security and privacy policies established across caBIG®’s user population. All the policies listed in this document are accompanied by recommendations for procedures and technology that might be use for policy implementation. 
The National Institute for Standards and Technology (NIST) delineates security controls into the three primary categories of management, operational, and technical, which also structure the organization of the caBIG® IT Security and Privacy Program Policy document.

· Section 3, Management Policies, focuses on the management of information and the management of risk for a system. They are techniques and concerns that are normally addressed by management.

· Section 4, Operational Policies, addresses security and privacy methods focusing on mechanisms primarily implemented and executed by people (as opposed to systems). These controls are put in place to improve the security and privacy of a particular system (or group of systems). They often require technical or specialized expertise and often rely upon management activities as well as technical controls.

· Section 5, Technical Policies, focuses on security controls that the computer system executes. The controls can provide automated protection for unauthorized access or misuse; facilitate detection of security violations, and support security and privacy requirements for applications and data.

Management Policies

OVERVIEW

The following security policies applied to any system hosted by CBIIT or deployed on caBIG/caGRID infrastructure. These policies also serve as guidelines for data owners and users of caBIG applications as stand-alone tools.
SCOPE

The following requirements apply to all CBIIT applications and caBIG services unless otherwise noted.

PURPOSE

The following requirements comply with applicable Federal, caBIG® program requirements for management controls.



	ID
	Criteria
	Source/Ref
	Scope
	Implementation

	M01
	The application has been certified through an information security and privacy performance measurement program that evaluates the effectiveness of information security and privacy policies, procedures, and controls, that is readily available and includes measures of implementation, efficiency, effectiveness, and impact .
	Public Law 107-347, FISMA, NIST 800-55, Public Law 103-63 OMB-GPR, NIST SP 800-37
	Application/System
	SDLC C&A


	ID
	Criteria
	Source/Ref
	Scope/Type
	Implementation

	M02
	The system has been certified through a risk assessment process including vulnerability scan, threats identification and mitigation.
	OMB Circular 11, FISPS 199, FISPS 200, NIST800-53 A, NIST 800-39, NIST 800-30
	Application, System/Management
	SDLC C&A/AppScan

	
	
	
	
	


Operational Policies

OVERVIEW

The CBIIT/caBIG® program and its caGrid infrastructure implements operational controls that enable compliance with Federal, and CBIIT Enterprise Security program principles, requirements and standards.  These policies are intended to enable secured access at various levels of sensitivity and identity assurance for providers of data and analytic services and for users of those services via caGrid.

SCOPE

The following requirements apply to all caGrid services unless otherwise noted.

PURPOSE

The following requirements comply with applicable Federal, departmental and caBIG® requirements for operational controls, primarily implemented and executed by people, (as opposed to systems). 
	ID
	Criteria
	Source/Ref
	Scope/Type
	Implementation

	O01
	The system shall support removal of a user's privilege without deleting the user from the system. The purpose of the criteria is to provide the ability to remove a user's privilege, but maintain a history of the user in the system
	CCHIT S4
	System, application
	EHRs

	
	
	
	
	


Technical Policies

OVERVIEW

The caBIG® requires compliance to all technical controls to facilitate compliance with federal, departmental and CBIIT/caBIG® requirements and standards and the maintenance of adequate security over CBIIT Information Resources.

SCOPE

The following requirements apply to all caBIG® Information Resources.

PURPOSE

The following requirements comply with applicable federal, departmental and caBIG® requirements for technical controls primarily implemented and executed the Information Systems.



	ID
	Criteria
	Source/Ref
	Scope/Type
	Implementation

	T01
	The system provides means to ensure that before collecting, using, or disclosing an individual’s personally identifiable information (PII) or Protected health information (PHI), ensure the individual has expressly or implicitly consented to the terms and conditions in the notification communication unless this requirement is precluded by provisions of applicable laws and regulations.
	OMB 03-22, FISMA public law 107-347, NIST 800-53 Rev. 2, d) Public Law 93-579, Privacy Act of 1974, HIPAA Public Law 104-191
	System/Application with PII or PHI data
	interface

	T02
	The system shall allow certain role clinicians to mark a patient’s specific information as blinded, prohibiting access to all other users.
	CCHIT S34
	System/Confidentiality
	CCHIT compliance

	T03
	The system shall support access to blinded information if necessary for managing an emergency condition. Note: This is commonly known as a "break the glass" function. This does not provide increased access rights for the user.
	CCHIT S35, HIPAA 164.312(a)(2)(ii), HL7-FP1.1 IN1.9
	
System/Confidentiality
	Interface/HIPAA

	T04
	The "break glass" function must be capable of requiring the clinician requesting access to blinded information to document and record the reason(s) for requesting access
	CCHIT S36, HIPAA 164.312(a)(2)(ii), HL7-FP1.1 IN1.9
	System/Confidentiality
	Interface

	T05
	When storing PHI data on any physical media, the system shall support use of standards based encrypted format using triple-DES (3DES), and the Advanced Encryption Standard (AES)
	FIPS 140-2, CC SFR: FCS_COP, OMB m-06-16, CCHIT S32
	System/Data protection
	Encrypted data at rest

	T06
	The system provides elements that will facilitate the implementation of the identification and authentication policy consistent with: (i) FIPS 201 and Special Publications 800-73, 800-76, and 800-78; and (ii) other applicable laws, Executive Orders, directives, policies, regulations, standards, and guidance.
	FISP 201, NIST 700-73, NIST 800-53 A, NIST 800-78, FISP 199, FISP 201-1, FISP 140-1, 140-2. FISMA 107-347, OMB-04-04, HL7-FP-IN1.1, CCPT St. Joseph Hospital Technical Requirements (Access Control), CCPT St. Joseph Hospital Technical Requirements (Entity Identity), HITSP/C19 – Entity Identity Assertion
	System, application/Authentication
	GAARD

	T07
	The system provides for; Principal Identification and Authentication, Data Origin Authentication, Integrity, Confidentiality, Accountability, Non-repudiation (of origin and receipt). The system SHALL conform to function IN.1.2 (Entity

Authorization).
	Standard Guidelines for EDI-HL7 Secure Communication; HL7 Secure Transactions

Special Interest Group

HL7 EHR TC S.2
	System, application/Authentication
	GAARD

	T08
	The system shall authenticate the user before any access to PHI resources is allowed, including when not connected to the network
	NIST SP 800-53 IA-2, HIPAA 164.312(d), CCHIT S12, Joseph Hospital Technical Requirements (Authentication Security)
	System/Authentication
	GAARD

	T09
	The information system enforces a limit of six consecutive invalid access attempts by a user during a 30 minute time period. The information system automatically locks the account for 1 hour when the maximum number of unsuccessful attempts is exceeded.
	NIST 800-53 AC-7, NIH Password policy of 2005, CCHIT S15, HIPAA: 164.312(a)(1), ISO 17799: 9.3.1.e, 9.5.2.e
	System/Authentication
	EHRs

	T10
	IF the system uses access privilege rules, THEN the system MAY SHALL provide the ability to update the access privilege rules.
	HL7-FP1.1 IN6.18
	System/Authentication
	HL7 compliance

	T11
	IF the system uses access privilege rules, THEN the system MAY SHALL provide the ability to customize the access privilege rules and their components.
	HL7-FP1.1 IN6.19
	System/Authentication
	HL7 compliance

	T12
	IF the system uses access privilege rules THEN the system SHALL provide the ability to destroy the access privilege rules. Per retention period as designated by organizational policy and jurisdictional law.
	HL7-FP1.1 IN6.20
	System/Authentication
	HL7 compliance

	T13
	The system SHALL conform to IN.1.9 (Patient Privacy and

Confidentiality) and provide de-identified views of data in accordance with scope of practice, organizational policy and jurisdictional law.
	HL7 HER System Functional Model S.1.5 (IN 1.9 Patient Privacy and Confidentiality
	System/Privacy
	GAARD

	T14
	The system SHOULD conform to IN.2.4 (Extraction of

Health Record Information), Conformance Criteria #3 (The system SHOULD provide the ability to de-identify

extracted information).
	HL7 HER System Functional Model S.1.5 (IN 2.4 Patient Privacy and Confidentiality
	System/Privacy
	EHRs

	T15
	The system shall provide the ability to access demographic information needed for clinician ordering, verification and medication administration. When the SSN is documented within the EHRS the first 5 digits should be blind and only the last 4 digits available to use for patient identification
	CCPT St. Joseph Hospital Technical Requirements (Patient Identity)
	System/Privacy
	EHRs

	T16
	When passwords are used, the system shall provide an administrative function that resets passwords
	ISO 17799: 9.2.3.b, (9.3.1.f); HIPAA: 164.312(d), CCHIT S16.1
	System/password control
	EHRs

	T17
	When passwords are used, user accounts that have been reset by an administrator shall require the user to change the password at next successful logon.
	ISO 17799: 9.2.3.b, (9.3.1.f); HIPAA: 164.312(d)
	System/password control
	EHRs

	T18
	The system shall support case-insensitive usernames that contain typeable alpha-numeric characters in support of ISO646/ECMA-6(aka US ASCII).
	CCHIT S18
	System/password control
	EHRs

	T19
	When passwords are used, the system shall allow an authenticated user to change their password consistent with password strength (CCHIT S13)
	CCHIT S20
	System/password control
	EHRs

	T20
	When passwords are used, the system shall prevent the reuse of password previously used passwords within a specific (configurable) timeframe or a certain number of the most recently used passwords
	CCHIT S22, NIH Password Policy, HIPAA 164.312(d), ISO 17799 9.5.4.f
	System/password control
	EHRs

	T21
	Users must choose passwords that have at least eight characters and; 

Choose a password with a combination of at least three of the following types of characters:

capital letters

lower case letters

numeric characters

special characters (!@#$%^&*()_+|~-=\`{}[]:”;’<>?,./)


	CCHIT S13, NIST 800-53 AI-2 ISO 17799: 9.3.1.d, HIPAA: 164, NIH Password Policy
	System/password control
	EHRs

	T22
	When passwords are used, the system shall not transport passwords in plain text.
	NIST-SP800-53 SC-12, HIPAA: 164.312(e)(1), CCHIT S25
	System/password control
	EHRs

	T23
	The information system limits the number of concurrent sessions for any user to one session.
	NIST 800-53 AC-10
	System/Access Control
	EHRs/GAARD

	T24
	The information system prevents further access to the system by initiating a session lock after 15 minutes of inactivity, and the session lock remains in effect until the user reestablishes access using appropriate identification and authentication procedures
	NIST 800-53 AC-11, HIPAA:164.312(a)(1)
	System/Access Control
	EHRs

	T25
	The information system automatically terminates a remote session after 30 minutes of inactivity.
	NIST 800-53 AC-12
	System/Access Control
	EHRs

	T26
	When passwords are used, the system shall not display passwords while being entered.
	ISO 17799 9.2.3, HIPAA 164.312(a)(1), CCHIT S26
	System/password control
	EHRs

	T27
	System provides limited feedback information to the user during the authentication
	NIST-SP800-53 IA-6 Authentication Feedback, HIPAA 164.312(d)
	System, application/Authentication
	EHRs

	T28
	The system shall support two-factor authentication in alignment with NIST-800-63 Level 3 Authentication
	CC SFR: FIA_UAU; NIST-SP800-53, IA-2/AC-19, OMB M-06-16
	System, application/Authentication
	GAARD

	T29
	The information system enforces assigned authentication for controlling access to the system in accordance with applicable policy. The system SHALL conform to function IN.1.1 (Entity Authentication).
	NIST 800-53 AC-3, CCHIT S3, HIPAA 164.312(a)(1), HL7 HER TC S.2, HL7-FP-IN1.2, IN1.3
	System/Authentication
	GAARD

	T30
	Prevent unauthorized and unintended information transfer via shared system resources to help control resources; including encrypted representations of information produced by the actions of a prior user/role from being available to any current user/role after that resource has been released back to the information system.
	NIST 800-53, FISP 200, FISP 199, FISP 140-1, FISP 140-2, FISMA 107-347, HL7-FP 1.1 IN1.10
	System, application/Authorization
	GAARD

	T31
	The system shall have the capacity to allow authorized entities read-only access to EHRS according to agreed upon uses and only as part of an identified audit subject to appropriate authorization, and access control functionality. Such access controls shall also support the applicable release of information protocols, local audit policies, and minimum necessary criteria, another contractual arrangements and laws and require “auditor” be a supported class of user.
	CCPT St. Joseph Hospital Technical Requirements
	System, application/Authorization
	RBAC

	T32
	IF the system is used to enter or modify data in the health record, THEN the system SHALL conform to function IN.1.8 (Information Attestation), to show authorship and responsibility for the data.
	HL7_EHR-BHFP DC1-7
	System/Audit
	EHRs

	T33
	The system shall be able to detect security-relevant events that it mediates and generate audit records for them. At a minimum the events shall include: start/stop, user login/logout, session timeout, account lockout, patient record created/viewed/updated/deleted, scheduling, query, order, node-authentication failure, signature created/validated, PHI export (e.g. print), PHI import, and security administration events. Note: The system is only responsible for auditing security events that it mediates. A mediated event is an event that the system has some active role in allowing or causing to happen or has opportunity to detect. The system is not expected to create audit logs entries for security

Events that it does not mediate.
	NIST 800-53 AU-2, HIPAA 164.312(b)
	System/Audit
	EHRs

	T34
	The information system generates audit records for the following events: addition, modification, and/or deletion of information.
	NIST 800-53 AU-2, HL7-FP1.1 IN2.2
	System/Audit
	EHRs

	T35
	The system shall support logging to a common audit engine using the schema and transports specified in the Audit Log specification for IHE Audit Trails and Node Authentication (ATNA) profile
	NIST-800-92/SP 800-92
	System/Audit
	UDP SysLog, Secure syslog

	T36
	The information system produces audit records that contain sufficient information to establish what events occurred, the sources of the events, and the outcomes of the events.  Including 1) date and time of the event, 2) the component of the system (e.g. software components, hardware component), 2) where the event occurred, 3) type of event
	NIST 800-53 AU-3, AU-10 NON-Repudiation, HIPAA: 164.312(b), HL7EHR TC S.2.2 (Report Generation), HL7 HER-BHFP DC1.4, IN1.5, CCPT St. Joseph Hospital Technical Requirements (Security)
	System/Audit
	EHRs

	T37
	The system SHALL provide audit capabilities indicating the author of a change in accordance with users’ scope of practice, organizational policy, or jurisdictional law.
	NIST 800-53 AU-2, HL7-FP1.1 IN2.2
	System/Audit
	EHRs

	T38
	The system shall require documentation of the audit support functionality in the vendor provided user guides and other support documentation including how identify and retrospectively reconstruct all data elements in the audit log including date, time.
	CCPT St. Joseph Hospital Technical Requirements (Data Integrity)
	System/Audit
	EHRs

	T39
	The system SHALL NOT provide the capability to alter the time stamp of an existing event.
	HL7-FP1.1 IN2.2.18a
	System/Audit
	EHRs

	T40
	The information system alerts appropriate organizational officials in the event of an audit processing failure and takes the following additional actions: shut down information system, overwrite oldest audit records, or temporarily stop generating audit records.
	NIST 800-53 AU-5, HL7-FP1.1 IN2.3,IN2.2
	System/Audit
	EHRs

	T41
	Time synchronization using NTP/SNTP
	NIST SP-800-53 AU-8, CCHIT S8.1
	System/Audit
	EHRs

	T42
	The information system provides time stamps for use in audit record generation. Time stamp format complies with UTC based on ISO 8601
	NIST 800-53 AU-8, CCHIT S8.2, Joseph Hospital Technical Requirements (Audit Security)
	System/Audit
	EHRs

	T43
	The information system protects audit information and audit tools from unauthorized access, modification, and deletion.
	NIST 800-53 AU-9, CCHIT S9, HL7 FP 1.1 IN2.2.26, Joseph Hospital Technical Requirements (Audit Security)
	System/Audit
	EHRs

	T44
	The system shall allow an authorized administrator to enable of disable auditing for groups of related events to properly collect evidence of compliance with implementation-specific policies.
	HIPAA 164.312(b), CCPT St. Joseph Hospital Technical Requirements (Traceability)
	System/Audit
	EHRs

	T45
	The information system provides the capability to determine whether a given individual took a particular action.
	NIST 800-53 AU-10
	System/Audit
	EHRs

	T46
	IF the system uses diagnostic support rules, THEN the system SHALL conform to  IN.2.2 (Auditable Records) to audit all changes to the diagnostic support rules.
	HL7-FP1.1 IN6.11
	System/Audit
	EHRs

	T47
	IF the system uses diagnostic support rules, THEN the system SHALL provide the ability to destroy the diagnostic support rules per retention period as designated by organizational policy and jurisdictional law.
	HL7-FP1.1 IN6.11a
	System/Audit
	EHRs

	T48
	The system shall provide the ability to destroy, deactivate, or archive EHRs data/records in a systematic way in accordance to industry standard (according to HER system owner’s policies and after legally prescribed retention
	CCPT St. Joseph Hospital Technical Requirements (Access Control), HL7 FP1.1 IN2.1
	System/Audit
	EHRs

	T49
	The system will provide the capability to produce a business version of a clinical document which indicates a date/time/user stamp for each entry. The method used in the creation of the entry. Retain data/time/user stamp of original data entry person when data entered "on behalf" of another author.
	CCPT St. Joseph Hospital Technical Requirements (Data Integrity)
	System/Audit
	EHRs

	T50
	The system SHALL provide the ability to store and retrieve health record data and clinical documents for the legally prescribed time.
	HL7-FP1.1 IN2.1
	System/Availability
	EHRs

	T51
	The system SHALL provide the ability to retain inbound data or documents (related to health records) as originally received (unaltered, inclusive of the method in which they were received) for the legally organizationally prescribed time in accordance with users’ scope of practice, organizational policy, or jurisdictional law.
	HL7-FP1.1 IN2.1
	System/Availability
	EHRs

	T52
	The system shall be able to generate a backup copy of the application data, security credentials, and log/audit files
	HIPAA:164.310(d)(1), CC SFR:FDP_ROL, FTP_RCV; Alberta 7.3.16(security), CCHIT R1
	System/Availability
	EHRs

	T53
	The system restore functionality shall result in a fully operational and secure state. This state shall include the restoration of the application data, security credentials, and log/audit files to their previous state
	HIPAA: 164.310(d)(1), NIST-SP80053 AU-2 Auditable Events, CC SFR: FAU_GEN; Canadian: Alberta 7.3.18.9 Security, CCHIT R2
	System/Availability
	EHRs

	T54
	If the system claims to be available 24/7 then the system shall have ability to run a backup concurrently with the operation of the application
	HIPAA: 164.310(d)(1), CC SFR: FDP_ROL, Alberta 7.4.2.5 (technical+D1), CCHIT R3
	System/Availability
	EHRs

	T55
	The information system checks information inputs for accuracy, completeness, and validity.
	NIST 800-53 SI-10
	System, Application/Data Integrity
	EHRs

	T56
	The information system protects the confidentiality of transmitted information.
	NIST 800-53 SC-9
	System, Application/Confidentiality/Privacy
	GAARD

	T57
	The system SHALL provide the ability to maintain varying levels of confidentiality in accordance with users’ scope of practice, organizational policy, HIPAA Privacy Rules or jurisdictional law.
	HL7-FP1.1 IN1.9
	System, Application/Confidentiality/Privacy
	GAARD

	T58
	 The system SHALL provide the ability to mask parts of the electronic health record (e.g., medications, conditions, sensitive documents) from disclosure according to scope of practice, organizational policy or jurisdictional law.
	HL7-FP1.1 IN1.9
	System, Application/Confidentiality/Privacy
	EHRs

	T59
	The information system enforces the most restrictive set of rights/privileges or accesses needed by users (or processes acting on behalf of users) for the performance of specified tasks.
	NIST 800-53 AC-6, HIPAA 164.312(a)(1), ISO 17799:9.1.1.2.b, CCHIT S1, CCPT St. Joseph Hospital Technical Requirements (Access Control)
	System/Access Control
	GAARD/EHRs

	T60
	The information system restricts the capability to input information to the information system to authorized personnel.
	NIST 800-53 SI-9
	System, Application/Authorization
	RBAC/GAARD

	T61
	If role-based access control (RBAC)  is supported, the system must be capable of operating within an RBAC infrastructure conforming with ANSI INCTS 359-2004, American National Standard for Information Technology – Role Based Access Control
	CCPT St. Joseph Hospital Technical Requirements (Access Control)
	System/Authorization
	RBAC/GAARD

	T62
	The system provides the ability for authorized administrators to assign restrictions or privileges to users/groups
	NIST 800-53 AC-5, HIPAA:164.312, CCHIT S2
	System, application/Authorization
	RBAC

	T63
	The information system enforces separation of duties through assigned access authorizations.
	NIST 800-53 AC-5, HL7-FP-IN1.3
	System, application
	RBAC

	T64
	Employ cryptographic mechanisms to prevent unauthorized disclosure of information during transmission unless otherwise protected by alternative physical measures
	NIST 800-53, FISP 200, FISP 199, FISP 140-1, FISP 140-2, FISMA 107-347. HL7EHR_BHFP DC-1.5; DC-1 IN1.6, HIPAA 164.312(e)(1), CCHIT S24
	System, application/Data protection
	Data encryption in transfer
GAARD, use of triple-DES, (3DES) or AES and open protocols such as TLS, SSL, IPSec, XML encryptions, or S/MIME or their successors.

	T65
	The Secured Communication Channel Transaction provides the mechanism to ensure the authenticity, integrity, and confidentiality of the transactions, and the mutual trust between communicating parties.
	NIST 800-53, FISP 200, FISP 199, FISP 140-1, FISP 140-2, FISMA 107-347. HL7EHR_BHFP DC-1.5; DC-1 IN1.6, CCPT St. Joseph Hospital Technical Requirements (Secure Communication)
	System/Communication
	Secure open protocols such as SSL, TSL, etc.

	T67
	The information system provides mechanisms to protect the authenticity of communications sessions. For systems providing access to PHI data through a web brower interface (ei.e. HTML over HTTP), shall include the capability to encrypt the data communicated over the network via secured protocols such as SSL (HTML over HTTPS). System shall support protection of integrity of all PHI data delivered over the network using technologies such as SHAL1 hashing, and open protocols such as TLS, SSL, IPSec, XML digital signature, or S.MIME or their successors
	NIST 800-53 SC-23, CC SFR: AGD_ADM, CC SFR:FTP_RCV, CCHIT S29
	System/Communication
	GAARDS

	T68
	Establish a trusted communications path between the user and the security functions of the system
	NIST 800-53, FISP 200, FISP 199, FISP 140-1, FISP 140-2, FISMA 107-347
	System/Communication
	Secure open protocols such as SSL, TSL, etc.

	T69
	The information system terminates a network connection at the end of a session or after [organization-defined time period] of inactivity.
	NIST 800-53 SC-10
	System/Communication
	GAARD

	T70
	When cryptography is required and employed within the information system, the organization establishes and manages cryptographic keys using automated mechanisms with supporting procedures or manual procedures.
	NIST 800-53 SC-12
	System/Communication
	GAARD

	T71
	The information system implements malicious code protection.
	NIST-800-53  SI-3
	System, application/Integrity
	Test against code insertion, sqlp, scripts, etc

	T72
	The information system employs tools and techniques to monitor events on the information system, detect attacks, and provide identification of unauthorized use of the system.
	NIST-800-53  SI-4
	System/Monitoring
	System logs, etc.

	T73
	The information system identifies and handles error conditions in an expeditious manner without providing information that could be exploited by adversaries.
	NIST 800-53 SI-11
	System/Integrity
	SDLC C&A appScan

	T74
	The system shall include documentation available to the customer that provides guidelines for configuration and use of the EHRS security controls necessary to support secure and reliable operation of the system, including but not limited to: creation, modification, and activation of user accounts, management of roles, reset of passwords, configuration of password constrains, and audit logs
	CCHIT S23
	System/Documentation
	

	T75
	The system shall include documentation that itemizes the services (e.g. PHP, web services) and network

protocols/ports (e.g. HL-7, HTTP, FTP) that are necessary

for proper operation and servicing of the system, including justification of the need for that service and protocol. This information may be used by the healthcare facility to properly configure their network defenses (firewalls and routers).
	CC SFR: AGD_ADM;

SP 800-53 AC-5 CM-6; SP 800-70; HIPAA 164.312(a)(1), CCHIT R7
	System/Documentation
	EHRs

	T76
	The system shall include documentation available to the customer stating whether or not there are known issues or conflicts with security services in at least the following service areas: antivirus, intrusion detection, malware eradication, host-based firewall and the resolution of that conflict (e.g. most systems should note that full virus scanning should be done outside of peak usage times and should exclude the databases.).
	Canadian: Alberta 7.3.17 (Security);

CC SFR: FPT_TST

CC SFR: AGD_ADM;

SP800-53 SI-3 MALICIOUS CODE PROTECTION
	System/Documentation
	EHRs

	T77
	The system shall include documentation that explains system error or performance messages to users and administrators, with the actions required.
	CCHIT R11, CC SFR: AGD-ADM
	System/Documentation
	CCHIT compliance

	T78
	The system shall include documentation that describes the patch (hot-fix) handling process the vendor will use for EHR, operating system and underlying tools (e.g. a specific web site for notification of new patches, an approved patch list, special instructions for installation, and post-installation test).
	CCHIT R10, CC SFR: AGD-ADM
	System/Documentation
	EHRs/CCHIT compliance

	T79
	The system shall include documentation of product

capacities (e.g. number of users, number of transactions per second, number of records, network load, etc.) and the baseline representative configurations assumed for these capacities (e.g. number or type of processors, server/workstation configuration and network capacity, etc).
	CC SFR: AGD_ADM;

SP800-53 CM-2, CCHIT R12
	System/Documentation
	CCHIT compliance/Internal C&A requirement for hosted applications. Inherited from caGRID

	T80
	The system shall include documentation that describes the steps needed to confirm that the system installation was properly completed and that the system is operational.
	CCHIT R9, CC SFR: AGD-ADM
	System/Documentation
	EHRs

	T81
	The system shall include documented procedures for product installation, start-up and/or connection.
	CC SFR: ADO_IGS
	System/Documentation
	CCHIT compliance

	T82
	The system shall include documentation of the minimal privileges necessary for each service and protocol necessary to provide EHR functionality and/or serviceability.
	SP800-53 AC-5, CCHIT R16
	System/Documentation
	NIH hosted systems C&A

	T83
	Diagrammatic representation of the information model is available in electronic format

Data ownership-Storage- Ownership-Security-

Risk management – risk identification; qualitative/quantitative analysis; response planning

Privacy and Security safeguards in place Disaster Recovery plan in place
	ASCO Oncology EHR Core Functional Elements, Public Law 107-347, FISMA , NIST 800-55, Public Law 103-63 OMB-GPR, NIST SP 800-37
	
	

	T84
	The system shall be configurable to prevent corruption or loss of data already accepted into the system in the event of a system failure (e.g. integrating with a UPS, etc.).
	CCHIT R17, CC SFR: FPT_RCV, HIPAA:164.310(d)(1)
	System/Integrity
	HIPAA/CCHIT compliance

	T85
	The software used to install and update the system, independent of the mode or method of conveyance, shall be certified free of malevolent software (“malware”). Vendor may self-certify compliance with this standard through procedures that make use of commercial malware scanning software.
	CC SFR: ADO_DEL, CCHIT R14
	System/Integrity
	CCHIT compliance

	T86
	The system, prior to a user login, shall display a (configurable) notice warning (e.g. "The system should only be accessed by authorized users")
	NIH security policies and regulations (2007), CC 2.1 L.4 access banners (FTA_TAB); cc 3.0 FIA_TIN.1 Advisory warning message, CCHIT S33, CCPT St. Joseph Hospital Technical Requirements (Security Warning Notice)
	Applies to E.H.R Systems and NIH hosted applications
	Interface
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Appendix B
Baseline security requirements for NIH HOSTED SYSTEMS
	Security Requirements
	Source/ Directive

	The cryptographic modules  (including key lengths, algorithms, certificate classes, token types, key management techniques, etc.) used by the System shall be compliant with NIST FIPS 140-2 or equivalent.
	NIST SP 800-53, Final, Appendix F, February 2005

	 The System shall employ cryptography to protect sensitive data on portable and mobile devices.
	NIST SP 800-53, Final, Appendix F, February 2005

	For user accounts, the System shall not exceed six (6) consecutive failed authentication attempts within a 30 minute period of time or the session will be locked.  Following lockout, accounts shall be reactivated after 15 minutes.
	NIST SP 800-53, Final, Appendix F, February 2005

	The system shall provide feedback to a user during an attempted authentication and that feedback does not compromise the authentication mechanism.
	NIST SP 800-53, Final, Appendix F, February 2005

	For password-based authentication, the system shall protect passwords from unauthorized disclosure and modification when stored and transmitted. 
	NIST SP 800-53, Final, Appendix F, February 2005

	For password-based authentication, the system shall prohibit passwords from being displayed in clear text when entered.
	NIST SP 800-53, Final, Appendix F, February 2005

	For password-based authentication, the system shall enforce password minimum and maximum lifetime restrictions.
	NIST SP 800-53, Final, Appendix F, February 2005

	For password-based authentication, the system shall prohibits password reuse for a specified number of generations.
	NIST SP 800-53, Final, Appendix F, February 2005

	For PKI-based authentication, the system shall [1] validate certificates by constructing a certification path to an accepted trust anchor; [2] establish user control of the corresponding private key; and [3] map the authenticated identity to the user account.
	NIST SP 800-53, Final, Appendix F, February 2005

	For authentication to a cryptographic module, the system shall employ authentication methods that meet the requirements of FIPS140-2 or equivalent.
	NIST SP 800-53, Final, Appendix F, February 2005

	The system shall provide the functionality to verify the identity of each user.  
	NIST SP 800-53, Final, Appendix F, February 2005

	The system shall provide the functionality to receive authorization to issue a user identifier from an appropriate organization official.  
	NIST SP 800-53, Final, Appendix F, February 2005

	The system shall provide the functionality to ensure that the user identifier is issued to the intended party.  
	NIST SP 800-53, Final, Appendix F, February 2005

	The system shall provide the functionality to archive user identifiers.
	NIST SP 800-53, Final, Appendix F, February 2005

	The System shall require users to be re-authenticated every time a user initiates a new session 
	NIST SP 800-53, Final, Appendix F, February 2005

	The System shall never authenticate an entity based solely on its username or account name. The entity should always present an authentication credential.
	NIST SP 800-53, Final, Appendix F, February 2005

	When the System authenticates an entity based on a role or group authentication credential submitted by that entity it shall first ensure that the entity [1] actually belongs to the role/group associated with the credential; [2] has already been individually authenticated by a trusted authentication service. 
	NIST SP 800-53, Final, Appendix F, February 2005

	The System shall ensure that a user (represented by a process) is uniquely identified and authenticated before: [1] allowing the user to interact with system resources; [2] authorizing the user to perform a privileged role. 
	NIST SP 800-53, Final, Appendix F, February 2005

	Where passwords are used for authentication, the password must at a minimum conform to the NIH Policy on Passwords 
	"IT Security Requirements", NIH, July 2003

	The system shall employ automated mechanisms with supporting procedures or manual procedures for cryptographic key establishment and key management.
	NIST SP 800-53, Final, Appendix F, February 2005

	If cryptography is employed within the system, the system shall perform all cryptographic operations (including key generation) using FIPS 140-2 or equivalent validated cryptographic modules operating in approved modes of operation.
	NIST SP 800-53, Final, Appendix F, February 2005

	Before shutting down, the System shall delete/erase all temporary objects it created during its execution except for cache created for authentication.
	NIST SP 800-53, Final, Appendix F, February 2005

	The System should clear its caches and other temporary memory stores frequently except for cache created for authentication.
	NIST SP 800-53, Final, Appendix F, February 2005

	The system shall include cryptographic mechanisms to prevent unauthorized disclosure of information during transmission unless protected by alternative physical measures (e.g., protective distribution systems).  
	NIST SP 800-53, Final, Appendix F, February 2005

	The system shall include cryptographic mechanisms to ensure recognition of changes to information during transmission unless otherwise protected by alternative physical measures (e.g., protective distribution systems).
	NIST SP 800-53, Final, Appendix F, February 2005

	System components shall not transmit critical security parameters (including passwords) in clear text (unencrypted) form. 
	NIST SP 800-53, Final, Appendix F, February 2005

	In the case of passwords, the System shall not echo the password in clear text to a user’s browser, graphical user interface, or command line display, either as the user types the password, or at any other time. 
	NIST SP 800-53, Final, Appendix F, February 2005

	All critical security parameters forwarded from one System component to another to enable onward authentication shall be transmitted reliably.   
	NIST SP 800-53, Final, Appendix F, February 2005

	The System shall use a trusted path for exchange of authentication data. 
	NIST SP 800-53, Final, Appendix F, February 2005

	The System shall use a trusted path (i.e., encrypted link) for the exchange of critical security parameters (CSPs) between the component sending the authentication data and the component receiving the authentication data. 
	NIST SP 800-53, Final, Appendix F, February 2005

	The System shall used keyed hash functions for applications of message authentication codes (MAC). 
	“The Keyed-Hash Message Authentication Code (HMAC)”, FIPS 198, March 2002

	The system shall employ secure hash algorithms using SHA-256 or better when configurable in COTS products.
	“Secure Hash Standard (SHS)”, FIPS 180-2, August 2002

	The system shall implement either a unilateral or mutual authentication protocol for entity authentication that uses public key cryptography algorithms for generating and verifying digital signatures.
	“Entity Authentication Using Public Key Cryptography”, FIPS 196, February 1997


Appendix H
contact list
Placeholder.  To contain names and contact information (phone and/ email) of individuals holding the Titles referenced throughout the document.  This list may be updated periodically.  



















































































































� http://www.nist.gov/public_affairs/general2.htm


� http://csrc.nist.gov/publications/PubsSPs.html


� http://csrc.nist.gov/publications/PubsFIPS.html


� http://www.whitehouse.gov/omb/organization/role.html


� http://www.hhs.gov/ocr/privacy/hipaa/understanding/index.html


� http://www.iso.org/iso/about/discover-iso_what-international-standardization-means.htm


�	Explanations from NIST SP 800-26, Security Self-Assessment Guide for Information Technology Systems, November 2001.
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