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caGrid 1.0 – Release – Vision and Scope Document
(Fill one for each Feature or Component or Task)

Feature or Component Name or Task:  Security
Date Created:   September 1, 2006


	Primary Developer:
	Ohio State University (OSU)

	Secondary Developer: (if applicable)
	Semantic Bits

	Adopter/User: (if applicable)
	


1. Problem Statement:

i. Project/Feature Background:  Given the sensitivity of the data, security is a key aspect of the caGrid infrastructure.
ii. Users/Adopters: caGrid infrastructure and caGrid users.
2. Vision of solution

i. Vision Statement:  Provide security infrastructure for caGrid 1.0
ii. List of Features (In-Scope):
a. User Account Provisioning and Management
i. Dorian: Grid Service for provisioning and managing caGrid user accounts.  Enables integration of existing credential providers, such that existing user accounts can be federated to the grid. (OSU)
ii. Authentication Service: Provides a uniform grid service interface and toolkit for federating existing credential providers to the grid. (Semantic Bits)
b. Certificate Provisioning Capabilities
i. GridCA: Command line tool for creating and signing grid service container certificates.  (OSU)
c. Grid Trust Service
i. Grid Trust Service (GTS): A WSRF compliant grid service framework for the creation, management, and provisioning of a federated grid trust fabric.    Establishing trust in the grid is essentially a problem of determining whether or not to trust a given certificate authority.  Through its service interface, the GTS provides the ability to register and manage certificate authorities.  Grid entities establish trust by leveraging the GTS to discover trusted certificate authorities. is acceptable to the consumer.   The GTS can also perform validation for a client, allowing a client to submit a certificate and trust requirements in exchange for a validation decision.   (OSU)
ii. Sync GTS: Client toolkit for synchronizing with the trust fabric. (OSU)
d. Authorization
i. Grid Grouper:  Grid Service for creating and managing groups of grid users.   Membership to groups can be used in making authorization decisions. (OSU)
ii. Common Security Module (CSM) Grid Integration : Support in CSM to create authorization policy based on groups maintained in Grid Grouper (Semantic Bits / Ekarga)
e. Introduce Security
i. A security plugin will be created for Introduce for configuring communication security on grid services.
ii. Introduce services will be created with security metadata, such that Introduce clients can negotiate how to communicate with deployed Introduce services.
iii. List of Features that will NOT be developed (Out of Scope):
a. Grid CA Grid Enablement:  At the caGrid 1.0 release, Grid CA will provide the software to facilitate signing certificates, but will not provide grid service access to this, or a CA management process or policy.  GridCA is only the software needed to create and sign certificates, it is not the “Certificate Authority” for the grid.
b. Auditing (Post caGrid 1.0 Focus)
c. Grid User Attributes / User Directory Services (Post caGrid 1.0 Focus)
iv. Project/Solution Deliverables
a. Dorian
b. Dorian Admin UI

c. Authentication Service
d. Grid Trust Service 
e. Grid Trust Service Admin UI

f. SyncGTS
g. Grid Grouper
h. Grid Grouper Admin UI

i. Grid Grouper Introduce Extensions

j. Grid CA Command Line Tools
k. Introduce Security Extensions

3. Assumptions / Dependency (external)

i. Assumptions:
a. The installer will install and configure Globus for a secure grid  environment.

b. The installer will install all security components: Dorian, Grid Identity Provider, Grid Trust Service, Sync GTS, Introduce, and Grid Grouper.
ii. Dependency:

a. Installer Team – For Installation and configuration of security components.
b. Policy Team – For providing deployment policy for caGrid security components.

c. CSM team integration with Grid Grouper

d. Completion of the Authentication Service by the Semantic Bits Team.
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