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1. Introduction

The purpose of this document is to collect, analyze, and define high-level needs and features of the NCICB Common Security Framework.  It focuses on the capabilities needed by the stakeholders and the target users, and why these needs exist. The details of how the framework fulfills these needs are detailed in the use-case and supplementary specifications.

2. Positioning

2.1 Problem Statement

Project teams within NCICB are implementing diverse solutions to handle common security requirements (e.g., authentication, authorization, messaging).  In fact, NCICB applications face many of the same security requirements; however, project teams are implementing different solutions.  Without common security solution, inter-application functionality, single sign-on, and HIPPA compliance will be very difficult to achieve.  User management is becoming an increasingly challenging due to the many different data repositories and a lack of a common user-provisioning tool.  Adding to the complexity is the need to interoperate with diverse software platforms.  Applications that were developed in other software programming languages must be able to utilize the security service.  

A successful solution will improve the infrastructure for Cancer research including clinical trials by providing ability for software to interoperate.  The key benefits of this objective include:

· Single Sign-on for user authentication

· Provide users and applications the ability to access protected resources

· Protect the confidentiality of any patient information for HL7 compliance

· Interoperability among diverse software platforms

· Reduce the burden on the external community to maintain multiple sets of credentials

· HIPAA compliance

2.2 Product Position Statement

The objective of the NCICB Common Security Framework is to provide a common security service architecture that will support the expanding security requirements of NCICB.  The framework will provide solutions for the most common security requirements.  More specifically, the framework will address inter-application integration and messaging (a rapidly growing priority), data and user provisioning, and single sign-on.  

The intent of the product is to enable NCICB applications to operate in a HIPAA-compliant manner without stifling the appropriate use of patient data for research purposes.  The resulting framework will provide NCICB a common application security infrastructure that leverages open standards and best practices. 

3. Stakeholder and User Descriptions

3.1 Stakeholder Summary

	Name
	Description
	Responsibilities

	Peter Covitz
	NCICB Application Infrastructure
	Oversees NCICB Application Infrastructure

	Sue Dubman
	NCICB Application Development
	Oversees NCICB Application Development


User Summary

	Project Lead
	Description
	Responsibilities

	Sumeet Muju
	Project Lead
	caArray

	Niket Parikh
	Project Lead
	CIAF

	Tracy Safran 
	Project Lead
	caLIMS

	Asoka Devadas
	Project Lead
	Systems

	Johnita Beasley
	Project Lead
	caMOD, caImage

	Ram Bhattaru
	Project Lead
	caIntegrator, Rembrandt, Ispy

	Shaji Kakkodi
	Project Lead
	CaDSR, CDE Admin tool

	Sichen Liu
	Project Lead
	HTB,HL7

	Jin-soo Choi
	Project Lead
	C3PR,ATV

	Charles Griffin
	Project Lead
	caMatch


3.2 User Environment

· User Interface

A) Web interface

B) Client interface (Oracle forms and reports)

· Application Server

A) JBOSS

B) Oracle 9iAS

C) Tomcat web container

· Persistence

A) EJB

B) Hibernate

C) Oracle database

D) JDBC

· Web Server

          A) Apache web server

· Operating system

A) Windows 2000,NT,XP

B) Unix (Sun Solaris)

· Portable ANSI-SQL compliant relational schemas

3.3 Summary of Key Stakeholder or User Needs

The following subsections provide an analysis of key problems with the existing security solution as perceived by the stakeholder and users.

3.3.1 Reasons for the problem 

· Security implementations differ among NCICB applications

· Lack of NCICB wide security standards

· User credentials are stored in multiple data repositories across the NCICB

· Users must maintain multiple sets of credentials for access to applications

· No common user provisioning tool exists

· Lack of WS-Security policy for web services

· Lack of security policy and API’s to enforce HIPPA compliance

3.3.2 Current solution

Preliminary architectural designs for the common security service have been initiated.  The common security service will leverage both LDAP and RDBMS for storing user and organizational data.  A preliminary common database model has been designed to support a user authorization.  However, a significant amount of work remains to fulfill the core functional requirements of the system.

3.3.3 Proposed Solutions

The NCICB Common security service will utilize open source software tools/components and open standards.  The open standards and specifications listed below represent the foundation for the ultimate solution: 

· Public key Infrastructure (PKI)

· Secure Socket Layer (SSL)

· Digital Certificate

· Security Assertion Markup Language (SAML)

· Extensible Access Control Markup Language (XACML)

· Digital Signature

· Certification Authorities (CA)

· Web Service Security (WS-Security)

· Java Authentication and Authorization Service (JAAS)

· Java Generic Security Services (Java GSS)

· Kerberos

4. Product Overview

This section provides a high level view of the NCICB Common Security Framework capabilities and interfaces to other applications.  

4.1 Product Perspective

This proposed architecture uses open standards and best practices available in the software industry.  The following diagram provides a logical view of the security service architecture.  The major components of the architecture include: authentication, authorization, single sign-on and message security. 

Figure 1. Conceptual Diagram
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4.2 Security Service and Security Module

The security service architecture will initially be exposed as a pluggable Java module. To achieve interoperability in future phases, the architecture will evolve into an enterprise service.  This approach allows the common security module to be exposed as a web service.  Web services provide a platform independent implementation of the common security solution.  An XML Authorization scheme definition will define the data structure for transferring credentials among applications.  

5. Product Features

The product features describes the high-level capabilities of the system in greater detail. Each feature is an externally desired service that will most likely interface with another system and not an individual user.  The capabilities of the application security framework are outlined in the following sections.

5.1 Authentication (Req. 1)
Authentication refers to the validation and verification of a user’s credentials.

· Reliably and securely determine access to an application

· System to system authentication

5.2 Authorization (Req. 2)
Authorization grants access to various protection elements (methods, objects and data).

· Protect privileged resources from unauthorized users

· Associate user roles with distinctly defined privileges

· Ability to set access control for datasets

5.3 Single Sign-On (Req. 29)
Single sign-on allows the seamless transfer of authentication credentials for user to system communication.

· Allows a user to navigate the trusted domain with a single ID

· Seamless transfer of authorization credentials from one system to another.

· Honoring of authentication and authorization among distributed applications

5.4 Message-Level Security (Req. 24)
Message-level security provides secure messaging between applications.

· Encryption of private data elements

· Independent transport mechanism

· Support for workflow and messaging between applications

· Secure the messages between user to system

· Secure the messages between system to system

5.5 Web Based User Provisioning (Req. 3)
· Web enabled application

· Access to multiple user repositories

5.6 HIPPA Compliance (Req. 19)
· Data that can identify a user must be protected

· Applications must be able to share confidential data 

5.7 eAuthentication (Req. 23)
· Federated identity

· External credential providers

5.8 Interoperability

The security service architecture must provide the ability to interoperate with multiple software platforms.

6. Other Product Requirements

6.1 Availability

The system up time will be structured so that it is available on a 24x7 basis.  The goal of the framework is to achieve 95% availability during a 2 hour cycle.

6.2 Performance and Scalability

The performance of the system must not impact the workflow of the applications utilizing the common security framework.  A consensus among the NCICB application teams is that the phase one data model must be normalized to ensure the framework can deliver the appropriate performance and scalability.  The ability to support a large volume of both user credentials and authorization data is critical to the success of the framework.

6.3 Flexibility and Extendibility

The system design should support a plug and play architecture so that interchanging implementation of system components does not require modifying source code.  The security architecture will be exposed as both a pluggable module and a web service.

6.4 Commitment to Open Standards

All of the solutions that are being evaluated are primarily based on open standards, widely adopted practices, and open source software.  

6.5 HIPAA Compliance (Req. 19)
The primary requirement here is to ensure that proper processes and mechanisms are in place to perform and segregate de-identified data. The public domain will be surveyed along with a review of available processes and de-identification procedures. Based on this review, recommendations for implementation will be provided.  Once NCICB management reviews and accepts the recommendations, a pilot implementation of these processes made available.  The C3PR project contains information about patients and is a building block in the caBIG software architecture.  The caMATCH will store patient provided information and must be HIPAA compliant.  Patient information from caMATCH may be transferred to the C3PR or the clinical trial systems when the patient is accepted on a trial.  Analysis of the data from caMATCH and the clinical systems require de-identification of the data.  Storing the sensitive information on C3PR and providing a de-identification service can achieve HIPAA compliance while the clinical data can be used in derivative research.  The lessons learned from the pilot implementation will be rolled into the final implementation that will be made available to all of NCICB applications. 
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