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3.2 Test Summary
1. Introduction
This document summarizes the results of the tests performed on the Common Security Module (CSM).  To make these results more meaningful, this document also includes some reference information, testing methodology, and test definitions.  It is recommended to have the reference documents and GForge bugs/feature requests available while examining this document.  All documents referenced here are available in CVS.
2. Scope
Since there are many detailed documents regarding the tests performed on the CSM system, this document will only provide summary information.  It is not intended to report on ALL of the defects found or tests run, but to give highlights of the testing process and significant milestones.  To prevent unnecessarily lengthy lists of bugs/feature requests, this document will only discuss the bugs/feature requests relevant to the 3.2 release.  Relevant bugs/feature requests include: bugs that effect major functionality, official release notes, and new features added to CSM for the 3.2 release.  Bugs/feature requests that were not addressed in the 3.2 release can be found in GForge as a “Future Release” candidate.  
In addition, since Unit Testing is a task for the development team and does not involve test cases, it will not be covered in this document.  

3. Documents and Test Definitions

3.1 Document References

The documents listed below and the bugs/feature requests in GForge are the source of all of the statistics quoted in this document.  These documents, and other supplemental documents, can be found in CVS under the CSM project.

· Test Cases_CSM_3.2.xls – Lists all tests performed on CSM.  This document, along with the CSM_Traceability_Matrix.xls, make up the CSM traceability matrix.  

· Traceability Matrix_CSM_3.2.xls – Lists all of the documented requirements and the corresponding test cases

· UPT Regression Tests.xls  - This document supplements the CSM_test_case_3.2.xls.  It provides a detailed regression test of the entire UPT application and also indicates which of those tests are used in a Brush Test.
3.2 Testing Definitions
Since there is some ambiguity in the exact meaning or implementation of these QA terms, the following terms are defined as they relate to the CSM project.  

· Unit Testing - Controlled evaluation in the development step to ensure that one component of program code performs as defined in the specification.  CSM Unit Tests were largely done with the file TestClient.java.  This file was modified to accomplish the desired low-level, independent unit tests.

· Integration Testing – Controlled evaluation performed to ensure that a collection of programmed units work together to produce expected results as defined in the functional requirements. CSM modified testing scripts to incorporate a series of related or dependant method calls.  

· Systems Testing – Controlled evaluation of an application in the context of a system to ensure that the application works within the system environment.  CSM’s system tests were executed by manually testing the UPT.  

4. Testing Methodology Summary

The CSM team implemented a testing methodology that quickly and efficiently ensured quality throughout the system.  At each stage of the development life cycle, the CSM team systematically executed all of the test cases.  When a bug was found, it was immediately posted into GForge and fixed by the developers.  Once fixed, a new build of CSM was made and the bug fix was reviewed by QA to ensure the test case passed successfully.  Each bug in GForge that was fixed includes information about how it was fixed and what test cases were executed to verify the fix.  
5. Test Team and Environment
5.1 Project Team

The following team members participated in testing for the Common Security Module:

· Charles Griffin 
– Project Manager 
· Kunal Modi 
– Team Lead
· Vijay Parmar
– Senior Engineer 

· Steve Hunter  
– QA Resource

5.2 Test Environment
Below is a summary of the testing environments used for this release.  Some of the test cases required a mix of the configurations listed below.  These test cases (and all other CSM 3.2 test cases) can be found in CVS in the Test Cases_CSM_3.2.xls document.  
· Local Configuration
· OS: Development tier - Solaris (Unix), Local Machines – Windows 2000/XP

· Application Server:  JBoss 4.0.4
· Database: MySQL

· Java Technologies:  Hibernate 3.0.5, Log4j 1.2.8

· Web Browser:  IE 5.0+, Mozilla 1.0

· QA Server 
· OS: Solaris (Unix)

· Application Server:  JBoss 4.0.4
· Database: MySQL

· Java Technologies:  Hibernate 3.0.5, Log4j 1.2.8

· Web Browser:  IE 5.0+, Mozilla 1.0

· Staging Server
· OS: Solaris (Unix)

· Application Server:  JBoss 4.0.4
· Database: MySQL

· Java Technologies:  Hibernate 3.0.5, Log4j 1.2.8

· Web Browser:  IE 5.0+, Mozilla 1.0

· Production Phase

· OS: Windows 2000

· Application Server:  JBoss 4.0.4
· Database: MySQL

· Java Technologies:  Hibernate 3.0.5, Log4j 1.2.8

· Web Browser:  IE 5.0+, Mozilla 1.0

6. Test Execution Summary
The sections below summarize the test cases that were executed on the CSM and CLM application.  Though many test cases were done on multiple environments, the majority of the test cases were executed on a local configuration.  This approach allowed the CSM team to change configurations without disrupting other tools by constantly restarting JBoss.  To ensure continued compatibility with the non-primary testing environment, cursory tests were done on each of the non-primary environments.  
The statistics below refer only to the defects that were recorded in the test case document for the given test environment.  Some defects were excluded from this document because they were either invalid, unimportant, duplicate, etc.  For a comprehensive list of defects, refer to GForge (http://gforge.nci.nih.gov/).
6.1 Test Summary by Environment
This summary report is organized by test environment.  The information presented in this section combines all of the various types of test cases executed within a given phase.  
6.1.1 Local Configuration

Testing Methodology 
– Integration, System

Test Executors 

– Steve Hunter (QA)

# of Test Cases Defined
– 101
# of Test Cases Executed
– 101
# of Test Cases Passed
– 97
# of Test Cases Failed
– 4  (end result after fixes)
# of Bugs Found

– 23
# of Bugs Fixed 

– 19
# of Bugs Open

– 4 (Published in Release Notes)
6.1.2 QA Server
Testing Methodology 
– Integration, System
Test Executors 

– Steve Hunter (QA)
# of Test Cases Defined
– 24 
# of Test Cases Executed
– 24
# of Test Cases Passed
– 24
# of Test Cases Failed
– 0
# of Bugs Posted 

– 0 
# of Bugs Fixed 

– 0
# of Bugs Open

– 0
6.1.3 Staging Server
Testing Methodology 
– Sanity/Brush Test
Test Executors 

– Steve Hunter (QA)
# of Test Cases Defined
– 1 (Brush Test)
# of Test Cases Executed
– 1
# of Test Cases Passed
– 1
# of Test Cases Failed
– 1
# of Bugs Posted

– 1 (#3793 – see GForge or release notes)
# of Bugs Fixed 

– 0
# of Bugs Open

– 0 
6.1.4 Production Server
Testing Methodology 
– Sanity/Brush Test 

Test Executors 

– Steve Hunter (QA)
Test Date Range 

– 03/16/2006
# of Test Cases Defined
– 1 (Brush Test)
# of Test Cases Executed
– 1
# of Test Cases Passed
– 1

# of Test Cases Failed
– 0

# of Bugs Posted 

– 0
# of Bugs Fixed 

– 0
# of Bugs Open

– 0
6.2 Test Cases Not Executed

A number of test cases were not executed due to the change in scope that invalidated all tests involving the local/global user.  Other test cases were determined to be very low priority and were not executed due to time constraints. These invalid test cases are listed below.  

	Test Case ID
	Short Description
	Purpose
	Reason Not Executed

	3.2.8
	Supporting Open LDAP as credential provider
	Confirm allowed characters
	Low Priority

	3.2.12
	Supporting Open LDAP as credential provider
	Confirm username change functions
	Scope change that made username un-editable

	3.2.13
	Supporting Open LDAP as credential provider
	Confirm removal of user as admin to application does not allow login
	The assignation of administrators was to be modified soon after this item was completed

	3.2.24
	Linking a User to an Application Context
	Ensure newly created user is flagged with creating application
	CSM team changed the way they intended to implement this scope item

	3.2.25
	Linking a User to an Application Context
	Ensure global user search with no criteria works
	Removal of Global/Local user concept from scope

	3.2.26
	Linking a User to an Application Context
	Ensure global user search with criteria works
	Removal of Global/Local user concept from scope

	3.2.27
	Linking a User to an Application Context
	Ensure local search with no criteria works
	Removal of Global/Local user concept from scope

	3.2.28
	Linking a User to an Application Context
	Ensure local search with criteria works
	Removal of Global/Local user concept from scope

	3.2.29
	Linking a User to an Application Context
	Ensure detached user responds correctly to local/global searching
	Removal of Global/Local user concept from scope

	3.2.30
	Linking a User to an Application Context
	Ensure Detach User detaches from current application
	Removal of Global/Local user concept from scope

	3.2.63
	Associating Users to a Group
	Ensure page printability
	Removed from scope

	3.2.75
	Associating Users to a Group
	Ensure global user search with no criteria works
	Removal of Global/Local user concept from scope

	3.2.76
	Associating Users to a Group
	Ensure global user search with criteria works
	Removal of Global/Local user concept from scope

	3.2.77
	Associating Users to a Group
	Ensure local search with no criteria works
	Removal of Global/Local user concept from scope

	3.2.78
	Associating Users to a Group
	Ensure local search with criteria works
	Removal of Global/Local user concept from scope

	3.2.79
	Associating Users to a Group
	Ensure detached user responds correctly to local/global searching
	Removal of Global/Local user concept from scope


7. Bug/Feature Request Summary
This section summarizes the bugs/feature requests for CSM and CLM version 3.2.  Each bug/feature request listed below has a GForge reference ID and a short description.  The items are grouped by priority.  As requested by NCICB, some of the items listed below are scope items posted into GForge.  Details of these bugs, scope items, and feature requests can be found in the CSM GForge project at http://gforge.nci.nih.gov/.
7.1 GForge Grand Totals

Below is a summary of all of the items assigned to version 3.2 in the GForge bug tracker.  This includes scope items, defects of any status, feature requests, etc.  For the most current status of these items, refer to http://gforge.nci.nih.gov/.
7.1.1 Common Security Module (CSM)

Total # of items assigned to v3.2:
120
· Fixed


78
· Release Note Candidate
11

· Invalid


10

· Cannot Reproduce
7

· Other


14 (includes deferred, open, duplicate, as designed, etc.)

7.1.2 Common Logging Module (CLM)

Total # of items assigned to v3.2:

17

· Fixed



12

· Release Note Candidate

4

· Invalid



1

7.2 Bugs, Feature Requests, and Scope Items Fixed

7.2.1 Common Security Module (CSM) – Total Closed Fixed = 78
Priority 5 – Total = 29:
· #343 - No way to see what users are in a given group
· #363 - Complete useAuthPolicyCaching (scope item)
· #995 - Make LDAP able to connect to other LDAP servers besides NCI e-dir. (scope item)
· #1033 - Automate creation of a UPT-usable application (scope item)
· #2176 - deAssignProtectionElement() fails
· #2191 - Code fix required on RemoveUserRoleFromProtectionGroup()
· #2196 - transient deletes do not remove records from the database
· #2205 - Cannot load/login to UPT with compilation in JDK1.4
· #2223 - 4.3  Migration to Hibernate 3.1.13 (GF# 1415)
· #2667 - Error on attempt to associate a PE to a PG
· #2669 - Cannot delete a Group that has an associated Role
· #2678 - Cannot assign Administrators to an application
· #2797 - Cannot search on PE Type
· #2800 - Enter key should invoke Search
· #2802 - Text on PE search needs updating for PE Type
· #2892 - use trim() before saving to database
· #2915 - Update of user causes removal of login name
· #2976 - Re-word error message when can't find ApplicationSecurityConfig.xml file
· #2979 - Change parsing error to not references specific file name
· #2980 - Invalid tag does not throw parsing error
· #2988 - The JUnit test - GridAuthenticationTest.java failed when compiled on jdk 1.4
· #3002 - User needs indication that User Login Name is not editable
· #3104 - Adding users to groups needs to have search before displaying all users
· #3311 - removeGroupRoleFromProtectionGroup() is not implemented
· #3391 - CSM SDK - Cannot follow links two layers deep in Happy.jsp
· #3405 - Cannot view user with encrypted password
· #3441 - Error on assigning PGs or Groups to a user
· #3470 - Error on assigning PGs or Groups to a user
· #3474 - Crash on view of associated PEs when PEs are from a parent PG
Priority 4 – Total = 10:

· #2798 - Text on PE association dialog needs updating for PE Type

· #2799 - UPT has inconsistant behavior when no search criteria is provided

· #2905 - Enter key doesn't submit

· #2941 - Duplicate error message requires seperation of phrases

· #2944 - Back button on the Associated Roles page not functioning

· #2965 - Incorrect credentials in csmupt.hibernate.xml result in unclear error

· #3005 - Mis-leading error message when provide invalid database credentials

· #3099 - Incorrect log message when user attempts to login with invalid credentials

· #3157 - Does not require user to fill out all database related fields

· #3424 - Back button not going anywhere

Priority 3 – Total = 31:

· #187 - Missing module name in Welcome Statement

· #188 - Users cannot begin typing when page first loads

· #253 - Error Message needs reformating when incorrect password is given

· #268 - Error message - change &amp;quot;and&amp;quot; to &amp;quot;or&amp;quot;

· #275 - Default &amp;lt;Enter&amp;gt; action is incorrect in all search pages

· #313 - Alphabatize Available Users 

· #345- Separate the list of multiple elements with a comma

· #367 - Change Error Message - No Session or No Privilege to be more specific

· #368 - Change message for when CSM not configured properly

· #410 - Allow for hashing of passwords

· #505 - Declarative_flag always = No

· #785 - Can view all roles &amp;amp;amp;amp; protection elements regardless of application permissions

· #788 - Failure when searching a large user and protection element base

· #808 - Incorrect error message in application service

· #922 - User Details - Associated PG & Role page - needs title change and name of user and correcting of #incomplete sentence

· #941 - Cannot deassign children PGs

· #2529 - The display of assigned and available groups should be application specific.

· #2531 - Removing the ApplicationSecurityConfig.xml file. (Scope ID - 4.12)

· #2532 - Load from Datasource based on the application name (Scope ID - 4.12)

· #2533 - Update the cfg files and database scripts to be more user friendly (Scope ID - 4.12)

· #2534 - Remove the cached loading of the other application contexts (Scope ID - 4.12)

· #2535 - Ensure backward compatibility to work with older settings (Scope ID - 4.12)

· #2867 - Convert radio buttons to checkboxes for associations

· #2868 - Remove &quot;Protection Element already exists&quot; messagebox

· #2930 - PE Attribute should allow 100 characters, not 50

· #2931 - Searching does not trim leading spaces

· #2932 - System does not trim leading spaces on CREATE or Update

· #2943 - Back button does not function on Assign PG and Roles page

· #3004 - PE Name and PE Object ID should be unique individually

· #3209 - Display the trimmed values immediately

· #3214 - Assigned Admins need alphabetizing

Priority 2 – Total = 6:

· #239 - Remove the word “Context” from error message
· #266 - Error messages for duplicate “Group Name” needs clarification
· #2541 - Mistake in Javadoc for authorizationManagerGroup.checkPermissionForGroup()
· #3146 - Warn user when no checkbox is selected
· #3169 - Alphabetize the list of a users Associated PE and Privileges
· #3187 - Initial focus for viewing a Users details is incorrect
Priority 1 – Total = 2:

· #3145 - Alphabetize the Associated PG and Roles page
· #3193 - Trim spaces before and after various application fields
7.2.2 Common Logging Module (CLM) – Total Closed Fixed = 12
NOTE: There are only priority 5 and priority 3 items.  
Priority 5 – Total = 10:
· #228 - Make Object ID it's own label space in log message

· #3082 - Query and Logout menu items are visible at time of login

· #3083 - After login, go directly to Query page

· #3084 - Error message for invalid login

· #3086 - Use Date logic from previous version

· #3090 - Allows invalid values in the (records per a page) field

· #3097 - Log messages are sorted incorrectly (oldest to newest)

· #3101 - Reset button does not reset if search has been submitted

· #3103 -  Not displaying object details or object ID

· #3117 -  Cannot search on Object ID

Priority 3 – Total = 2:

· #500 - Add a Log Out link
· #3087 - Log Level/Type resets after search is submitted
7.3 Official Release Notes
7.3.1 Common Security Module (CSM)
· The getSubject method of Authentication Manager has not been implemented.

· If ApplicationSecurityConfig.xml is not used then any locked out users remain locked out until the container is rebooted 

· Incorrect initial focus on the user search and create pages to second field on the page.

7.3.2 Common Logging Module (CLM)
· The logging of previous state during update is dependent on Hibernate's flushing mechanism. Hence in certain scenarios the previous state for attributes would not appear.

· The CLM APIs currently log only the attribute of the parent object being modified or created. It cannot log the changes to the child objects or to the association between child objects and the parent object.

8. Conclusion

As this document indicates, every aspect of CSM and all of the 3.2 changes have been thoroughly tested.  The testing methodology soundly covers all aspects of the CSM project and guided our team to the production of a solid product.  The few bugs that remain unfixed were determined to involve too much risk to the integrity of the program, and they were therefore added to the CSM 3.2 release notes.  Because of the thoroughness of the testing done, the CSM team does not foresee any major issues appearing in the 3.2 release.  We look forward to similar success in future releases of CSM.
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