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Query Optimization and Enhancements
1. Introduction

The Common Security Module APIs provides extensive querying and provisioning functionality. The API query evaluation indicated performance enhancements can be made to improve performance and security of API. This document details the performance enhancements made to the Common Security Module API. 
2. Detail Design

2.1 Problem Scenario

Enhancements need to be made to the Common Security Module for queries. Currently certain queries are having performance impact which needs to be addressed.   

2.2 Requirements

2.3 Assumptions

N/A.

2.4 Dependencies

· JDBC 
2.5 Known Issues or Future Considerations

Future considerations include support for additional database from the already supported Oracle and MySQL databases. The queries should not be customized specific to a particular database and use JDBC. 
2.6 Proposed Solution

As mentioned in the Problem Statement, performance is one of the key issues. As part of optimization and enhancement the queries used in CSM API will be optimized and query-binding, use of prepared statements, will be used wherever possible. Optimization will also include addition of ‘Where’ clauses wherever possible particularly by using ‘application_id’ to limit table scans. 

2.6.1 New/Modified Classes

	New (*) or Modified (#)
	Package Name
	Class/Interface Name
	Method Name
	Description 

	
	gov.nih.nci.security.dao
	Queries
	
	This class is a helper class which provides Queries in PreparedStatement format for optimised querying.

	
	gov.nih.nci.security.dao
	AuthorizationDAOImpl
	
	This Class is used for persistence to the appropriate application. The

 Class will persist to and retrive the data from the database.

	
	
	
	
	


* The description should be javadoc for the class if  a new class or javadoc  for a method for method level changes. 
2.6.2 Database Objects

N/A

3. Unit Testing 

3.1 JUnit Test Cases

Instruction:  List and provide a description of the new, modified, or existing JUnit Test Case classes that will be utilized to unit test the enhancement.  
	New (*) or Modified (#)
	Package Name
	Class/Interface Name
	Method Name
	Description 

	*
	test.gov.nih.nci.security
	UserProvisionManagerImpl
	
	Junit Test Case to test scenarios with CSM API. This test case covers all the scenarios relating to user provisioning.


* The description should be javadoc for the class if  a new class or javadoc  for a method for method level changes.

3.2 Test Case Scenarios

Instruction:  Describe scenarios other than JUnit Tests that are used to unit test the enhancement resulting from this design.


The existing test.gov.nih.nci.security.UserProvisioningManagerImpl.java JUnit Test case has shown performance improvement. Prior to the query optimization and enhancement the JUnit Test case took approx 10 mins and with the improvements it takes approx 5 mins. This observation indicates 100% performance improvement.  The Test Case creates, retrieves, updates, adds/remove associations and deletes Users,Groups,Roles, Privileges, ProtectionElements and ProtectionGroups.
4. Configuration/Deployment Considerations

4.1 Property/Configuration Files

Instruction:  List all property files and configuration files that will be changed as a result of this design in the table below, including launch HTML or changes to web forms config files.
	New (*) or Modified (#)
	File Location
	File Name
	Description of Change

	
	
	
	 


4.2 Deployment Considerations

N/A
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