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 Scope/Vision for 3.2.0.1 and 4.0 Release

1. Introduction

The purpose of this document is to collect, analyze, and define high-level needs and features of the NCICB Common Security Module (CSM) Release v3.2.0.1 and Release 4.0.  It focuses on the functionalities proposed by the CSM stakeholders and target users in order to make it a better product.  The use-case and supplementary specifications document will detail how the framework will fulfill these needs.

2. Positioning

2.1 Problem Statement

The 3.2.0.1 release of the CSM is proposed to be a follow up release to the December 2006 3.2 release.  This release will address integration issues with the CSM and the caGRID products with the primary focus on seamless integration between the CSM and the caGRID and caCORE SDK products.

The CSM 4.0 release will include major architectural changes and introduce new features to the CSM.  One of the high priorities of the CSM 4.0 release will be to address scalability issues in the area of instance level security, 21 CFR Part 11 readiness, and aligning with other government security initiatives.  Due to depth of infrastructure changes and the amount of new features that will be introduced in release 4.0, the 4.0 release will not be required to be backwards compatible with the 3.2 and 3.2.0.1 releases. 

The 3.2.0.1 release will be made available at the end of the first iteration of the construction phase of the project to provide users with high priority fixes and features.  Beta versions of the 4.0 release will be available at the end of various iterations during the construction phase.

3. Stakeholder and User Descriptions

3.1 Stakeholder Summary

	Name
	Description
	Responsibilities

	Avinash Shanbhag
	Director, Core Infrastructure Engineering
	Oversees NCICB caCORE Software Engineering

	Denise Warzel
	Associate Director
Core Infrastructure, caCORE Product Line Manager

	Oversees NCICB caCORE Product Line 

	Bristol Meyers Squibb(BMS) Anzen Project
	Project contributors who contribute code and suggestions during interviews
	

	cGEMS Project
	Power users who provided feedback during user interviews
	

	Rembrandt Project
	Power users who provided feedback during user interviews
	

	iSPY Project
	Power users who provided feedback during user interviews
	

	caDSR Project
	Power users who provided feedback during user interviews
	

	caGRID Project
	Power users who provided feedback during user interviews
	

	SPORES, caMOD
	Power users who provided feedback during user interviews
	

	BRN/caArray
	Power users who provided feedback during user interviews
	

	caCORE SDK
	Integrated with CSM to for security enablement
	

	CSM Users
	Users who provided feature requests and suggestions via GFORGE
	


3.2 Technical Environment

· Client Interface

· Internet Explorer 6.0 and above

· Mozilla v1.5.0.3 and above

· Application Server

· Apache Tomcat 5.5.9

· Jboss 4.0.5

· Database Server

· MySQL 5.0
· Oracle 9i

· Operating system

· Windows 2000, XP

· Unix (Sun Solaris)

· Portable ANSI-SQL compliant relational schemas

· Java 1.5(CSM version 4.0 only)

3.3 Summary of Key Stakeholder or User Needs

The following subsections provide an analysis of key requirements to address for the security solution as perceived by the stakeholder and users.   

3.3.1 CSM 3.2.0.1 Requirements (Iteration 1)
3.3.1.1 caGrid Integration 

· Perform enhancements to allow caCORE and caGRID integration with CSM  to utilize the new configuration procedure and exception handling capabilities introduced in the CSM 3.2 release.

· Perform enhancements to the CSM/SDK integration which currently forces the caGrid/SDK Integration project to use snychornization when security is turned on.

3.3.1.2 Usability and Performance

· Enhance the CSM Application Developer's Guide Update to provide clarity for CSM configuration
· Complete development of an automated CSM Regression test

3.3.2 CSM 4.0 Requirements  (Iteration 2 – Completion)
The following sub 3.3.2.* sections list requirements grouped by the Construction phase iteration in which they will be addressed.  This section should be modified during the course of the project as additional iterations are planned and/or existing planned requirements are reprioritized by NCICB management.  It is expected that changes to the scope should also be reflected in the project task plan.
3.3.2.1 Certification

· 21 CFR Part 11 Readiness

3.3.2.2 Performance (Iteration 2)
· Instance Level Security

· Instance Level Security for objects with Cross Dependent Security

· Optimize CSM API queries

· Enhance the AuthenticationManager to correctly use the user provided lockout parameters

· UPT Defect Fixes

3.3.2.3 Support for Digital Certificates (Iteration 2)
· Expand the CSM Authentication framework to support digital certificates as credentials
3.3.2.4 Broaden and Upgrade Technology Stack (Iteration 2)
· Define 6 month to 1 year roadmap for the CSM Project

· Support Postgres Database

· Upgrade to NCICB Technology Stack for release 4.0.

· Assist a development partner to bring their modified version of CSM up to version 3.2 to enable co-development.

3.3.2.5 Usability (Iteration 2)

· Enhance the AuthenticationManager to correctly use the user provided lockout parameters
· Merge the User Provisioning Manager & Authorization Manager Interfaces
· UPT Defect Fixes
· Gforge #3338

· Gforge #3422

· Gforge #3208
3.3.3 Current Solution

The current 3.2 release of the CSM was released in December of 2006.  The 3.2 version can be downloaded at the CSM download site.  The CSM 3.2 version will be supported by the CSM development team during the version 3.2.0.1 and 4.0 development lifecycle.  
3.3.4 Proposed Solutions

Section 4 describes the requirements that will be incorporated within the scope of the 3.2.0.1 and 4.0 releases.  The 3.2.0.1 and 4.0 development project will be performed utilizing portions of the Unified Process with a focus on iterative development and releasing dot or beta versions of the software prior to the final release to meet high priority customer needs.
During the duration of the 4.0 development lifecycle the requirements of future construction iterations will be evaluated near the end of the current iteration under development.  The CSM project manager along with the NCICB Product Manager will review already proposed requirements listed in Section five (5) of this document along with the requirements listed in the “Bugs”, “Feature Requests”, and “External Change Request” Trackers made to the CSM project via the CSM Gforge Web Site (http://gforge.nci.nih.gov/tracker/?group_id=12), the NCICB Core product listservs, or face to face meetings with projects planning to use or already using the CSM.  If an iteration’s requirements change as a result of the review mentioned above, the following is expected to occur:

1) This scope document will be updated to reflect the correct scope for the iteration being modified.

2) The “Release Development Items” tracker in Gforge will be updated to reflect the correct scope for the iteration being modified.

3) The task plan must be adjusted to reflect the resources and time needed to perform the work for the updated requirements.
Release Functional Requirements

The following section describes in detail all the functional requirements, which are proposed for the coming release:

3.4 CSM Release 3.2.0.1 [Iteration 1]
3.4.1 caGrid Integration 

3.4.1.1 [GF#4556]Perform enhancements to the CSM/SDK integration which currently forces the caGrid/SDK Integration project to use snychornization when security is turned on 
When the SDK has CSM Security enabled, the Client Session object is designed as a singleton which is causing issue in the parallel usage of it. When a grid service utilizes CSM Security enabled SDK APIS, it has to inject synchronous block around the call to make it work correctly. The CSM Security enabled APIs must be re-architected to enable grid services to use it without introducing the synchronize block.

3.4.1.2 [GF#4555]Perform enhancements to allow caCORE and caGRID integration with CSM  to utilize the new configuration procedure and exception handling capabilities introduced in the CSM 3.2 release 
The CSM/caGrid Integration currently uses a beta release of CSM v3.2. Furthermore,  caGRID does not leverage the new integration and installation procedure or the enhanced  exception handling capabilities provided by CSM v3.2.  Modifications must be made to take advantage of these new features provided by CSM v3.2.
3.4.2 Usability and Performance

3.4.2.1 [GF#4557]Enhance the CSM Application Developer's Guide Update to provide clarity for CSM configuration 
The current CSM v3.2 User Guide has both the old configuration procedure and the new configuration procedure intermingled within each other. This is really confusing to the user. The User Guide document must be updated to have separate sections for the new and old configurations.

3.4.2.2 [GF#4558]Complete development of an automated CSM Regression test 
The CSM team will continue working on a Regression Junit. This Junit will be a self sufficient test case which would run across entire Authorization Interface & would incorporate the existing Authentication Junits as well. Also this Junit will be incorporated as part of the Ant Hill Nightly Build Scheduling

3.5 CSM Release 4.0 [Iteration 2]

3.5.1 Performance and Support for Digital Certificates

3.5.1.1 [GF#4559]Direct Instance Level Security 
There is a requirement to secure individual instances of an object. There is no pattern as in which instances should be secured. Also there is no dependency on other objects for security. The security of a particular instance of the data is self dependant. Eg. from these 10000 patient objects user has access to a particular 200 patients.
Additionally, the solution must be able to filter large datasets at the database level.  In CSM v3.2, dataset filtering occurs in the java domain after a large dataset is returned from the database.  Enhancements must be made to CSM to allow for filtering to be done at the database level efficiently.  

3.5.1.2 [GF#4561]Instance Level Security for objects with Cross Dependent Security 
Additionally there is also a requirement where the security of a particular instance of data is dependant on some other object.  An example scenario is as follows: list all the lab result for the patients that belong to the studies on which the Primary Investigator has access. In this scenario, the actual filtering of the lab result occurs based on the study associated and on which the user has access.

3.5.1.3 [GF#4562]Expand the CSM Authentication framework to support digital certificates as credentials   
There is a requirement to expand the CSM Authentication Framework to be extended to support digital certificates as credentials.
3.5.1.4 [GF#4563]Improve and automate the installation of CSM and UPT 
Currently the configuration for CSM is via installation steps that require a user to manually change configuration file enteries. To ease the configuration effort for users and reduce the amount of technical support needed from the CSM technical team, enhancements must be made to semi-automate the CSM configuration process.
3.5.1.5 [GF#4564]Optimize CSM API queries 
An analysis was performed on the SQL queries that are performed in the CSM APIs that resulted in various recommendations that would improve performance.  Enhancements to the CSM APIs must be made based on the performance improvement recommendations.
3.5.1.6 [GF#4565]Enhance the AuthenticationManager to correctly use the user provided lockout parameters 
The AuthenticationManager is required to be modified to correctly accept the lockout parameters passed by the user rather than overriding them with the default values.  This is a defect in CSM v3.2.

3.5.1.7 [GF#4567]UPT Defect Fixes

The following known UPT defects must be fixed:

1. The back button on Associated Roles page should go back to the Associated PG and 

Role page[Gforge #3338].

2. Fix the error message when the result is truncated to a pre defined number
[Gforge #3422].

3. Provide Test Database Feature to the inputted database parameters for the new application[Gforge #3208].

3.5.2 Broaden and Upgrade Technology Stack

3.5.2.1 [GF#4569]Upgrade Technology Stack

The CSM Team will upgrade the CSM APIs and Tools as per NCICB’s latest tech stack. This might require modifications to the code base. Also there will a full round of thorough regression testing required to make sure that the existing functionalities operates on the new technology stack.
3.5.2.2 [GF#4570]Define 6 month to 1 year roadmap for the CSM Project 
CSM Team will investigate the security domain and evaluate various emerging technologies and frameworks. Also the team will focus on regulatory requirement as well as various upcoming HHS, NIH and NCI’s security policies. Based on this the team will prepare a roadmap for the overall security framework at NCICB.

3.5.2.3 [GF#4571]Support Postgres Database 
Enhance CSM to support Postgres database. This requires the port of the existing database scripts to Postgres.
3.5.2.4 [GF#4572]Assist a development partner to bring their modified version of CSM up to version 3.2 to enable co-development. 
Currently BMS has developed all their changes and enhancement to the CSM product based on the release 3.0. After that there have been many major and minor relase for CSM from NCICB. In order to initiate the co-development as well as to be able to absorb subsequent CSM releases from NCICB side, BMS needs to upgrade to use the current CSM Version. Since the integration is performed at the code level, BMS will need assistance from the CSM team to understand the changes and help BMS merge their enhancements into the CSM v3.2 branch for BMS.

3.5.3 Usability 

3.5.3.1 [GF#4575]Merge the User Provisioning Manager & Authorization Manager Interfaces 
Currently the Authorization Manager provides only a limited set of operations, where as UPM provides the super set of operations. This causes confusion and requires user's to obtain two managers. To prevent this, enhancements must be made to merge the functionality and expose all via a single interface (i.e. AuthorizationManager).
4. Release Non-Functional Requirements
4.1 General Support Activities 
· The CSM team will reserve 25% of 1 FTE to provide support, integration help and training to the user community. 

5. Potential Requirements
The following section describes items that have been identified as requirements for the CSM that may be addressed in the CSM 4.0 release.  
For readability, the potential requirements will be provided in the “feature request” and “Suggestions” trackers on the CSM Gforge web site.
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