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1. Design Guideline for electronic signatures

This section provides guidelines for designing a system where electronic signatures are required.   This is a limited discussion on a complex subject, so only a few practical implementation guidelines are presented.
Goal: Provide guidance in implementing the most common form of electronic signatures in an interactive system.  The target system is not classified as highly secure or risky.  The guidelines in this document will meet the requirements for most administrative and scientific systems including systems reporting to FDA for CFR2 part 11 compliance
1.1. Definitions and requirements
Definition of electronic signature:
A computer data compilation of any symbol or series of symbols executed, adopted, or authorized by an individual to be the legally binding equivalent of the individual handwritten signature.

Signature requirements:

a) Unique: assigned to one individual, not re-used, not re-assigned

b) Verified: Organizations shall verify the identity of an individual before sanctioning their electronic signature.

c) Certified to the Agency: 

Agency has to submit a letter specifying the intent to sue electronic signatures as legally binding (for FDA reporting)

Provide additional certification or testimony: specific electronic signature, if requested by FDA

The following are guidelines of a typical implementation of a system that will meet most requirements for electronic signatures.  Some agencies may have stricter interpretation of the standards.  Many of the guidelines are procedural in nature.  If the procedures are not in place the signatures of that system may not be certifiable to external agencies.

· User name and password are sufficient for basic identification of a user.  A secondary identifier, like a PIN, may be used for security purposed but is not required.
· Account should be used only by the owner, no shared accounts

· The accounts need to be managed by a third party, no self established accounts can be used as valid accounts, unless there is a means to verify the account owner.  Procedures need to be defined for the management of accounts, recall, deletion, etc.

·  Loss management procedures need to be in place for accounts and passwords.

· Unauthorized access should be prevented.

· If an account is used by somebody other than the owner, at least 2 individuals need to collaborate to use that account.

What makes up a signature?

· Printed name of the signer

· Date and time of the execution

· Meaning of the signature

These items must be human readable and must be subject to the same controls as electronic records:

1.2. Practical implementation tips
The user name and password are adequate as means of identifying an individual.

The Account name needs to be unique and assigned to a single individual.

The identity of the user must be verified by the issuer of the account:

· A process must exist where the account issuer actually verified the identity and role/qualifications of the account requester

· Accounts and passwords should be managed according to a documented policy for the organization.

· Logins should be checked for invalid attempts (lockout after 3 attempts is typical)

· A reporting system or procedure should be in place to report the invalid attempts (report lockout after 3 invalid attempts)

The user name and time stamps must be attached to the data/documentation as it exists at the time of the signature.  A record must be kept of the data/document that was signed..

· Assigning the user name and data/time to data changed is acceptable

· If a complex set of data is to be kept (like the time of the signature), it is best to write an audit (report, record in an audit table or XML dump to a file) of the data/document the user signed.  The account and action must be in the audit data.

· It is not necessary to be able to view the old data through the same interface as the current data.  As long as the signed data is available, human readable, and meets the criteria specified previously.  Audit tables, logs and archive directories are all potential means of accomplishing this goal.

The act of signing must be explicit and recorded.  Keeping an audit of who changed data in the course of using a system does not meet all of the signature requirements.  The user must acknowledge that the document or data is being signed and in which capacity it is being signed.  A typical implementation would be to have a pop-up screen/window come up with language specifying what the user is about to agree to or simply text above a “submit” or “OK” button or widget.  Typically the user does not need to re-enter the password or account. In the case of a secondary security level, the user would have to enter a PIN or other secondary identifier at the time of the signature.

The meaning of the signature should be made clear and displayed.  Typically this would be accomplished by the text of the message at the time of the signature and by the action itself.  If the same instrument is used for both a review or an approval for example, then the meaning must be recorded explicitly.


Example:  

In a grant award system, the award screen may have only one outcome: submit the grant for award.  Only the approver can access this screen.  In this case, recording the fact the signed data comes from the award action through a status code or a specific document is sufficient.

If the same screen is used by a preparer, a reviewer and an actual approver and each action requires a sign off, then each action needs to be recorded distinctly.  The audit or document recording the action must specify the capacity of the user when the data was signed.  

d) The signature (and signed electronic record) cannot be easily altered.  The user should not have access to the signature data or the audit records, except in a read-only format.  The data should not be easily alterable.  Special procedures and audits should exist for the System Administrators - DBA who can overwrite the system protections.  However encryption, hash keys and other means to secure data may not be required if the general policies governing the system do not require it.  The amount of effort spent in securing the data must match the risks attached to a breach in the system. 

e) A human readable audit trail should be kept of an event and the data/document that was signed. It is a myth that the user interface has to present the history of the data to a user or auditor.  For example, an XML dump of a record kept outside of the database or system is sufficient as long as:

· The record can be retrieved at the request of the auditor

· The record is readable by a human without special tools


· The record is kept for the specified retention period

· The record is protected from alteration while it is stored.

Insufficient implementation techniques include: fields in a table that record the user ID, date/time stamp of the change through a database trigger.  This technique does not meet a) the intent requirement and b) the retention criteria as it will be overwritten by the next action.  However, combined with an explicit acknowledgement and audit trail that is not erased, the technique would meet the CFR 21 Part 11 requirements.

The implementation of the system when deployed must meet the recommended practices for keeping electronic records.  These measures may not be part of the design of the software itself but are part of the operational procedures, physical plant access and control, personnel management, system and network management.
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