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Scope/Vision for Interim Point Release 

1. Introduction

The purpose of this document is to collect, analyze, and define high-level needs and features of the NCICB Common Security Module Interim Release v3.0.1.  It focuses on the capabilities needed by the stakeholders and the target users, and why these needs exist. The details of how the framework fulfills these needs are detailed in the use-case and supplementary specifications.

2. Positioning

2.1 Problem Statement

After the caCORE 3.0 release bugs were reported for various components. Also various teams have provided usability and stability suggestions.  As the result, an interim point release was planned for all caCORE 3.0 components and it was versioned as 3.0.1. The main focus of this release is: 

· Stability

· Usability

· Bug Fixes

The C3PR team has already started using the CSM APIs as well as the UPT tool for the next release. They have reported minor usability issues with the UPT Tool. They have also provided suggestions regarding performance for the client side APIs. Also the Reference Implementation, which used CSM APIs, also highlighted some issues with the client side APIs. 

As a result of the feedback, enhancements and bug fixes have been planned for the CSM for the caCORE 3.0.1 interim point release.  This release will also incorporate changes required to CSM for the NCICB Open Source Initiative. 

3. Stakeholder and User Descriptions

3.1 Stakeholder Summary

	Name
	Description
	Responsibilities

	Peter Covitz
	NCICB Application Infrastructure
	Oversees NCICB Application Infrastructure

	Shanbag Krishnakant
	NCICB Application Infrastructure
	Oversees NCICB caCORE Project

	Sue Dubman
	NCICB Application Development
	Oversees NCICB Application Development


3.2 User Summary

	Project Lead
	Description
	Responsibilities

	Sumeet Muju
	Project Lead
	caArray

	Niket Parikh
	Project Lead
	CIAF

	Tracy Safran 
	Project Lead
	caLIMS

	Asoka Devadas
	Project Lead
	Systems

	Johnita Beasley
	Project Lead
	caMOD, caImage

	Ram Bhattaru
	Project Lead
	caIntegrator, Rembrandt, Ispy

	Shaji Kakkodi
	Project Lead
	CaDSR, CDE Admin tool

	Sichen Liu
	Project Lead
	HTB,HL7

	Jin-soo Choi
	Project Lead
	C3PR,ATV

	Charles Griffin
	Project Lead
	caMatch


3.3 User Environment

· User Interface

A) Web interface

B) Client interface (Oracle forms and reports)

· Application Server

A) JBOSS

B) Oracle 9iAS

C) Tomcat web container

· Persistence

A) EJB

B) Hibernate

C) Oracle database

D) JDBC

· Web Server

          A) Apache web server

· Operating system

A) Windows 2000,NT,XP

B) Unix (Sun Solaris)

· Portable ANSI-SQL compliant relational schemas

3.4 Summary of Key Stakeholder or User Needs

The following subsections provide an analysis of key problems with the existing security solution as perceived by the stakeholder and users.  Section 3.3.3 outlines the corresponding solutions CSM will implement during this phase. 

3.4.1 Problems to address 

· Lack of standard privileges

· Lack of negative privileges

· Lack of authorization policy publication and consumption

· Lack of authorization report view

· Lack of ability for UPT to display long names

3.4.2 Current solution

The current solution does not have these futures. These features could not be captured in release 3.0 for caCORE. As the RI was being implemented and C3PR was getting integrated these shortcomings started surfacing. But the current solution is flexible enough to incorporate all the required changes without any major architectural change.

3.4.3 Proposed Solutions

The following changes can be incorporated with minimum code changes:

3.4.3.1 API changes

· Enhance the APIs for standardizing privileges

· Modify the APIs to cater to negative privileges

· Modify the APIs to handle primitive data types

· Enhance the APIs to provide a reporting facility

· Modify Authorization Schema and APIs for cross database compatibility

3.4.3.2 UPT changes

· Make minor modifications to the User Interface

· Modify the tool to disable updating, deletion and creation of privileges

· Modify the association screens to be able to handle and display long names

· Provide a reporting facility that will display the Object Privilege Map for a User

· Modify UPT for cross-browser compatibility

3.4.3.3 RI changes

· Enhance the Reference Implementation to use the modified API methods

4. Release Functional Requirements

The following section describes in detail all the functional requirements which will be implemented in this release:

4.1 Enhance the APIs for standardizing privileges

In order to become compliant with JAAS and Authorization Policy there is a need to adapt a standard set of privileges. These privileges then can be used across the systems. This might require changes to the backend API and the Authorization Schema. 
4.2 Modify the APIs to cater to negative privileges

The secureObjects method of the API needs to be modified to cater to negative privileges. This method will stop the user from obtaining the attributes for a particular object on which it does not have access.

4.3 Modify the APIs to handle primitive data types

The secureObjects method of the API needs to be modified to throw an error for data objects that contain attributes of primitive data types. This method should support only objects coded to the Java Bean specifications.

4.4 Enhance the APIs to provide reporting facility

The API needs an update to provide new methods to support the reporting requirements. This method will return the object privilege map for the given user id. The object privilege map will contain all the protection elements with the corresponding privileges for a given user.

4.5 Fix the UPT for UI errors

The UPT needs to be modified to correct the following UI errors:

· In the Super Admin functionality, when the project logo is clicked in the header, it should redirect to Super Admin’s home page rather than the Admin’s home page as it is happening now.

· In the Admin functionality, the main menu is currently displayed in two rows. This should be corrected to accommodate the menu in a single row only.

4.6 Modify the UPT for Standardizing Privileges

In order to standardize the privileges, the UPT needs to be updated. Currently the UPT allows the admin to create, update and delete privileges. Once the privileges are standardized, these functionalities will be removed. The users should only view the predefined standard privileges.

4.7 Modify the UPTs Association Screens to handle long names

Currently the Associations screens can show only limited width names due to the size of the combo boxes. This screen needs to be realigned to increase the width of the combo boxes to display long names. All the associated screens require this change.

4.8 Provide a New Reporting Functionality in UPT

A new report will be added to the UPT. This report will display the list of all protection elements and the associated privileges for the selected user. This report will be provided in a manner that will be useful to the developers which are integrating the security in their applications.  It will provide the three parameters needed for the checkPermission method of the API, namely the user name, the protection element object id, attribute and privilege.

4.9 Enhance RI to incorporate latest changes to APIs

The Reference Implementation Application needs to be modified and updated to incorporate the changes made to the CSM APIs. The RI should reflect how to correctly use these newly modified or added methods of the API.

4.10 Modify UPT for cross browser compatibility

The current version of CSM’s UPT supports only IE. However as per the latest UI standards both IE as well as Mozilla browsers are required to be supported by all web applications. As the result of this UPT tool needs to be enhanced to work along with Mozilla browsers.

4.11 Modify Authorization Schema and APIs for cross-database compatibility

CSM was developed using mySQL as the open source database. However there is a requirement to make the Authorization Schema database independent to support various databases. This would require renaming all the tables to avoid clashes with possible reserved words and modifying the APIs to use the new schema.

5. Requirements for the caCORE Open Source Initiative

In addition to the functional requirements, CSM will implement the following non-functional requirements:

5.1 Preparing the Project for Open Source Initiative

As part of the NCICB Open Source Initiative the CSM project should be enhanced for open source distributed development. This will require changes to the CVS directory structure, the build procedures and code base. The CSM project should incorporate these and develop a plan for becoming open source.
5.2 Enhancing the Build Scripts for Nightly Builds

As a first step toward the open source initiative, the build script should be enhanced to run nightly from the Anthill server. This will require build script modification to remove dependency and to allow self-running on the Anthill servers. Also the build script should invoke nightly test runs on the build to make sure everything is functioning properly.
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