

Common Security Module’s User Provisioning Tool Version 3.2 Installation Qualification
UPT Release Contents

The UPT is released as a compressed web application in the form of a WAR (Web Archive) File. Along with the WAR, the release includes sample configuration files that help developers configure the UPT with their application(s).

The UPT Release contents can be found in the UPT.zip file found on the NCICB download site (http://ncicb.nci.nih.gov/download/index.jsp). The UPT Release contents include the files in Table 1.

	File/ Software
	Description

	upt.war 
	The UPT Web Application

	AuthSchemaMySQL.sql 

 
	This Structured Query Language (SQL) script is used to create an instance of the Authorization database schema which will be used for the purpose of authorization.  In the 3.0.1 and subsequent releases, this script populates the database with CSM Standard Privileges that can be used to authorize users.  The same script can be used to create instances of authorization schema for a variety of applications.

	DataPrimingMySQL.sql 


	This SQL script is used for priming data in the UPT’s authorization schema.

	mysql-ds.xml 


	This file contains information for creating a datasource. One entry is required for each database connection.  Place this file in the JBoss deploy directory.

	JBoss 4.0.4GA
	The JBoss Application Server on which the UPT Application will be installed

	MySQL 4.1.19
	The Database server on which the UPT’s Authorization Schema will be hosted


Table 1 UPT release contents
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	Create and Prime MySQL Database
	1.  Log into the database using an account id which has permission to create new databases. As you follow the deployment steps, use the files containing the name corresponding with your database. Make sure that the database you are about to create doesn’t already exist. If it does, then drop it to recreate new one.  

2.  In the AuthSchemaMySQL.sql file replace the <<database_name>> tag with the name of the UPT Authorization schema – csmupt. 

3.  Run this script on the database prompt. This should create a database with the given name.  

4.  In the DataPrimingMySQL.sql file, replace:

· The <<super_admin_login_id>> with the login id of the user who is going to act as the Super Admin for that particular installation – “luwe” Lu Wei’s Login Id. (or who is the admin)

· Also provide the first name and last name for the same by replacing <<super_admin_first_name>> with Wei and <<super_admin_last_name >> with Lu.

5. Replace the <<application_context_name>> with a test application entry - security

6. Run the script on the database prompt. This should populate the database with the initial data. 
	The CSM Authorization should be created. Verify by querying the application, user, protection_element and user_protection_element tables. They should have one record each. The database will include CSM Standard Privileges and the privilege table should have 7 entries.
	Results:

· Pass

· Fail

Date: 

___________

Initials:

___________
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	Configure Datasource
	1.  Modify the mysql-ds.xml file which contains information for creating a datasource. One entry is required for each database connection.  Edit this file to replace:  

· The <<application_context_name>> tag with the name of the authorization schema – csmupt.

· The <<database_user_id>> with the user id - ncisecurity. <<database_user_password>> with the password of the user account.

· The <<database_url>> with the URL needed to access the Authorization Schema residing on the database server - jdbc:mysql://<<stage _database_server_name>>:3306/csmupt

Shown in Figure  is an example mysql-ds.xml file.

<?xml version="1.0" encoding="UTF-8"?>

<datasources>

  <local-tx-datasource>

    <jndi-name>csmupt</jndi-name>

    <connection-url>jdbc:mysql://cbiovdev5004.nci.nih.gov:3306/csmupt</connection-url>

    <driver-class>org.gjt.mm.mysql.Driver</driver-class>

    <user-name>name</user-name>

    <password>password</password>

  </local-tx-datasource>  

</datasources>

Figure 1 Example mysql-ds.xml file

2.  Place the mysql-ds.xml file in the JBoss deploy directory - {jboss-home}/server/default/deploy/   
	The data source should be configured and there should be a mysql-ds.xml file in the JBoss’s Deploy directory with and entry for csmupt application
	Results:

· Pass

· Fail

Date: 

___________

Initials:

___________
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	Configure the JBoss JAAS Login Parameters


	In order to configure the UPT to verify against the LDAP, create an entry in the login-config.xml of JBoss as shown in Figure . This entry configures a login-module against the UPT application context. The location of this file is {jboss-home}/server/default/conf/login-config.xml.

<application-policy name = "csmupt">

  <authentication>

    <login-module code = "gov.nih.nci.security.authentication.loginmodules.LDAPLoginModule" flag = "required" >

<module-option name="ldapHost">ldaps://ncids4a.nci.nih.gov:636</module-option>

      <module-option name="ldapSearchableBase">ou=nci,o=nih</module-option>

      <module-option name="ldapUserIdLabel">cn</module-option>

    </login-module>

  </authentication>

</application-policy>

Figure 2 Example login-config.xml entry

As shown in Figure :

The application-policy is the name of the application for defining the authentication policy – in this case, csmupt. 

The login-module is the LoginModule class which is used to perform the authentication task; in this case, it is -gov.nih.nci.security.authentication.loginmodules.LDAPLoginModule. 

The flag provided is “required”. 

The module-options list the parameters which are passed to the LoginModule to perform the authentication task. In this case, they are pointing to the NCICB LDAP Server:

<module-option name="ldapHost">ldaps://ncids4a.nci.nih.gov:636</module-option>

<module-option name="ldapSearchableBase">ou=nci,o=nih</module-option>

<module-option name="ldapUserIdLabel">cn</module-option>


	There should be a login module configured with an application named csmupt. It should be configured to point to the LDAP server
	Results:

· Pass

· Fail

Date: 

___________

Initials:

___________
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	Deploy the UPT WAR 
	1.  Copy the upt.war in the deployment directory of JBoss which can be found at {jboss-home}/server/default/deploy/


	There should be a upt.war file in the {jboss-home}/server/default/deploy/
	Results:

· Pass

· Fail

Date: 

___________

Initials:

___________
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	Enabling Audit Logging


	Copy the clm.jar file in the common lib directory of the JBoss.

Configure the log4j.xml with the following entry. Replace the name of the <<SERVER_NAME>>, <<PORT>>, <<CLM_SCHEMA_NAME>> the <<DB_USER>> and <<PASSWORD>> with values obtained from the database setup step mentioned in the CLM _DeploymentGuide_NCICB document (the Database creation section of Audit Logging Deployment Service.)
<log4j:configuration xmlns:log4j='http://jakarta.apache.org/log4j/'>

    <appender name="CLM_APPENDER" class="gov.nih.nci.logging.api.appender.jdbc.JDBCAppender">

      <param name="application" value="csmupt" />

      <param name="maxBufferSize" value="1" />

      <param name="dbDriverClass" value="org.gjt.mm.mysql.Driver" />

      <param name="dbUrl" value="jdbc:mysql://<<SERVER_NAME>>:<<PORT>>/<<CLM_SCHEMA_NAME>>" />

      <param name="dbUser" value="<<DB_USER>>" />

      <param name="dbPwd" value="<<PASSWORD>>" />


  <param name="useFilter" value="true" />

      <layout class="org.apache.log4j.PatternLayout">

           <param name="ConversionPattern"

                       value=":: [%d{ISO8601}] %-5p %c{1}.%M() %x - %m%n" />

      </layout>

    </appender>

    <category name="CSM.Audit.Logging.Event.Authentication">




<level value="info" />




<appender-ref ref="CLM_APPENDER" />


</category>


<category name="CSM.Audit.Logging.Event.Authorization">



<level value="info" />



<appender-ref ref="CLM_APPENDER" />

</category>

<category name="CSM.Audit.Logging.ObjectState.Authorization">



<level value="info" />



<appender-ref ref="CLM_APPENDER" />

</category>


	There should be an entry in the log4j.xml file for CSM Audit Logging.
	Results:

· Pass

· Fail

Date: 

___________

Initials:

___________
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	Start JBoss

	1.  Once the deployment is completed, start JBoss. Check the logs to confirm there are no errors while the UPT application is deployed on the server.


	1. Once the JBoss server has completed deployment, open a browser to access the UPT. The URL will be http://<<jboss-server>>/upt, where the <<jboss-server>> is the IP or the DNS name of JBoss Server.

2.  The UPT Login Page displays. Enter the UPT Application using the “luwe” and password. Also use the UPT Application Name – csmupt.

3.  You should be able to login successfully and the UPT Application Home Page displays.
	Results:

· Pass

· Fail

Date: 

___________

Initials:

___________




Debug checklist.
- Ensure jar for MySQL Driver is available in JBoss Lib folder (mysql-connector-java-3.1.11-bin.jar).
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