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About This Document

Purpose

This document describes the Operational Qualification (OQ) protocol to be followed when validating the Common Security Module (CSM) v3.2.
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This document is intended for all team members involved in the validation of CSM.
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1 Introduction

1.1 Purpose

This document is CSM’s Operational Qualification Protocol.  It is part of the overall Validation Plan (Validation Plan_CSM_v3.2.doc) for the validation of the entire CSM system.  
This protocol will ensure that the CSM software conforms to the established requirements for completeness, accuracy, reliability and consistency of intended purpose.

1.2 Scope

1.2.1 Inclusions

This OQ protocol governs the following software:

· Common Security Module
Please see Section 3, “System Description”, for further details on this software.

1.2.2 Exclusions

Validation of systems that implement CSM’s APIs and any hardware, operating systems, RDBMS, or networks are excluded from this protocol.
Definitions

This section includes definitions of terms and/or acronyms relevant to the understanding of this protocol.  

	Term/Acronym
	Definition

	Operational Qualification (OQ)


	Documented verification that the system performs according to the requirements specifications in its as-shipped condition



	GForge Bug Tracker
	Repository for defect reports



System Description

1.3 Summary of CSM
By providing a comprehensive solution to common security objectives, the NCICB Common Security Module (CSM) helps eliminate the need for development teams to create their own security methodology. The CSM provides application developers with powerful security tools in a flexible delivery. It is flexible enough to allow application developers to integrate security with minimal coding effort. 

1.3.1 Detailed Description of CSM
CSM provides solutions for: 

· Authentication - Validating and verifying a user’s credentials to allow access to an application. CSM, working with credential providers (Lightweight Directory Access Protocol (LDAP), Relational Database Management Systems (RDBMS), etc.), confirms that a user exists and the password is valid for that application. 

· Authorization - Granting access to data, methods, and objects. CSM incorporates an Authorization schema and database so that users can only perform the operations or access the data to which they have access rights. 

· User Provisioning - Creating or modifying users and their associated access rights to your application and its data. CSM provides a web-based UPT that can easily be integrated with a single or multiple applications and authorization databases. The UPT provides functionality to create authorization data elements like Roles, Privileges, Protection Elements, Users, etc., and also provides functionality to associate them with each other. The runtime API can then use this authorization data to authorize user actions. The UPT consists of following two modes: 

· Super Admin – accessed by the UPT’s overall administrator; used to register an application and assign administrators. 

· Admin – used by application administrators to modify authorization data, such as roles, privileges, users, etc. 

Methodology

This section defines the methodology used to execute this OQ protocol.

1.4 Preparation

1.4.1 Resource Summary and Responsibilities

	Validation Team Member
	Company
	Title / Role

	Steve Hunter
	Ekagra Software Technologies Ltd.
	Quality Assurance Engineer –write and execute the test cases

	Charles Griffin
	Ekagra Software Technologies Ltd.
	Development Manager – review and approve documentation

	Ye Wu
	SAIC
	QA Manager – review and approve documentation


Responsibilities of the team will include:

Write, review, and approve:

· Qualification Protocols

· Traceability Matrix
· Validation Test Cases

· Execution Summary Reports

· Test Incident Reports

Execute:

· Qualification Protocols

Record:

Test Results
1.4.2 Test Materials

Test materials include:
· This document

· Functional Requirements (Scope_Vision_CSM_v3 2.doc)
· Design Specifications (in the Design Folder)
· Test Cases for CSM (Test Cases_CSM_3.2.xls)
Note that User Requirements and Traceability Matrices for the aforementioned validation suite are available and are referenced in Section 5 of this protocol.

1.5 Execution Procedure

This section describes the procedure that will be followed when executing this OQ protocol.  

1.5.1 Order of Execution

The test materials presented in Section 4.1.2 will be executed, and can be executed in any order. 

1.5.2 Method of Execution 

As each test case step is executed, test results will be marked using a ‘P’ or ‘F’ in the “Pass/Fail” column, indicating Pass or Fail.  The “Actual Results” column for a test case will be left blank or completed with “As Expected” unless the actual result seen during test case execution does not match that described in the “Expected Results” column.  In this case, the actual result will be written in the “Actual Results” column and recorded in the GForge defect report.  

The actual result may be:

1. An exact transcription of the result seen, 

2. A description of the variance from expected result, and/or 

3. A reference to where the actual result may be found.

NOTE:  If a test case has become obsolete due to a change in the requirements, the “Actual Results” column will be completed with “N/A”.

NOTE:  All comments and notations made in the “Actual Results” column of the step must adhere to good documentation practices.  Minor typographical errors or logic errors that are not material to proving the objective of the test may be manually corrected by the tester providing good documentation practices are followed.

If a step fails, the reason for failure will be reported in the GForge Bug Tracker.  The defect report will contain:
· Identification number
· Date of incident

· Tester name (always the same as the person submitting the defect unless noted in the description or notes field)
· Short description of incident (i.e. a summary)

· Long description of incident (i.e. Description).  Description will include the exact steps to reproduce the defect.  
The GForge ID number will then be placed in the designated field at the end of the test case.

Each test case will be signed and dated by the tester (name will be given representing that a signature is on file).  
The result (pass or fail) will be recorded at the end of each test case in the fields provided.  

Screen shots will be attached to the GForge defect if a screenshot helps describe the defect.  

Test cases will be reviewed and signed by an independent member of the validation team or company designee.

1.6 Acceptance Criteria

1.6.1 Test Case Steps

A test case step passes if the actual result seen during step execution matches that described in the “Expected Results” column.  A step fails if the actual result seen during execution does not match that described in the “Expected Results” column.
1.6.2 Test Cases

A test case can have a result of “Pass” or “Fail” as defined below: 
	Result
	Definition

	Pass
	All steps individually passed and match the expected results


	Fail
	Any step fails, not meeting those criteria to allow a conditional pass



	Deferred
	If the test case execution was deferred as a result of scope or schedule changes


Test case is successfully passed only if all steps executed and expected results achieved.

All the individual test cases are available in the Validation/ Test Case Document mentioned above in section 4.1.2.

1.6.3 Test Modules

A test module will be deemed “Pass” if all its component test cases result in a “Pass” or if a test case has failed and it is agreed and documented that either the failed functionality will not be used in production or the failure is not deemed critical enough to prevent the production use of the failed functionality.

1.6.4 Test Suite

The entire test suite will be deemed Pass if all component test modules are deemed “Pass”. 

1.6.5 Protocol

The overall protocol passes if all individual test modules have a result of “Pass”. 

1.7 Suspension and Resumption Criteria

Execution of this protocol may be suspended if a deviation is found in a Test Case step that prevents execution from proceeding (and no acceptable work around exists).

Execution of this protocol may resume if satisfactory resolution is found for the deviation causing suspension.

1.8 Results Reporting

An execution summary report is available on the “Execution Summary” tab of the Test Case document (Test Cases_CSM_3.2.xls).  It tallies the test cases (integration, system, and combined) with the following parameters:
	# test cases defined

	# test cases executed

	# test cases successful

	# test cases deferred

	% test cases executed

	% successful (of defined)

	% successful (of executed)

	% deferred (of defined)


Results for the execution of this protocol will be summarized in a test summary report.  This report will contain:

1. An overall statement evaluating the success/failure of this protocol

2. A listing of any open issues that remain as a result of deviations encountered during the execution of this protocol

2 Referenced Documents

The following CSM documents are referenced in this protocol: 
	Title
	Author

	Traceability Matrix_CSM_v3.2.xls
	Steve Hunter

	Scope_Vision_CSM_v3 2.doc
	Kunal Modi

	Test Cases_CSM_3.2.xls
	Steve Hunter

	Test Plan_CSM_v3.2.doc
	Steve Hunter
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