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Overview

By providing a comprehensive solution to common security objectives, the NCICB Common Security Module (CSM) helps eliminate the need for development teams to create their own security methodology. The CSM provides application developers with powerful security tools in a flexible delivery. It is flexible enough to allow application developers to integrate security with minimal coding effort. 

Integrated Security Solutions

CSM provides solutions for: 

· Authentication - Validating and verifying a user’s credentials to allow access to an application. CSM, working with credential providers (Lightweight Directory Access Protocol (LDAP), Relational Database Management Systems (RDBMS), etc.), confirms that a user exists and the password is valid for that application. 

· Authorization - Granting access to data, methods, and objects. CSM incorporates an Authorization schema and database so that users can only perform the operations or access the data to which they have access rights. 

· User Provisioning - Creating or modifying users and their associated access rights to your application and its data. CSM provides a web-based UPT that can easily be integrated with a single or multiple applications and authorization databases. The UPT provides functionality to create authorization data elements like Roles, Privileges, Protection Elements, Users, etc., and also provides functionality to associate them with each other. The runtime API can then use this authorization data to authorize user actions. The UPT consists of following two modes: 

· Super Admin – accessed by the UPT’s overall administrator; used to register an application and assign administrators. 

· Admin – used by application administrators to modify authorization data, such as roles, privileges, users, etc. 

What's New in 4.0
· Instance Level Security – CSM now provides a Hibernate based framework to allow database level filtering of query results based on users access rights. It also provides a new option in UPT for admins to provision these security filters for various objects. CSM also provides a Hibernate based runtime framework to intercept user queries and inject these filters resulting in a single database call which returns filtered results
· Attribute Level Security – CSM provides a Hibernate based framework which helps filter the value of attributes of any objects on which a user doesn’t have permission. It intercepts the data returning from the database and nullifies the values of attribute that are not accessible to the user.
· Support for Digital Certificate as credentials – CSM nows supports Digital Certificates as credentials. CSM provides a X509 Login Module.
· CSM Acegi Adapter – CSM now provides an adapter for Acegi Security framework to allow CSM based authentication and authorization. The CSM Acegi Adapter extends Acegi framework for application that want to use Acegi framework and integrate CSM. 
· Tech Stack Upgrade - CSM APIs have been enhanced to upgrade to NCICB Technology Stack for release 4.0. Also the source code has been made JDK 1.5 compatible. 

· Performance Enhancements – The CSM APIs has been improved by optimizing the SQL queries. 

· UPT Usability Enhancements - CSM UPT has been enhanced with the improved deployment mechanism making installation easier.  It also allows users to test database connection for an application during creation time.  CSM UPT has new screens to provision Instance level and attribute level security.
· CSM caGrid Integration - CSM API now return attributes from the credential provider to form the JAAS Subject which is passed to the caGRID component to formulate the SAML needed by Dorian. Also Group based Check Permission Methods are provided for integration with Grid Grouper 
· CSM SDK - In this release, the CSM SDK Integration now uses the new CSM Acegi Adapter to provide CSM based authentication and authorization. Also the new security features have been merged into SDK to provide both instance level and attribute level security
· Support for Postgres Database[image: image4.png]


 - CSM now supports Postgres database and provides auth scripts for the same.
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CSM Download


NCICB provides access to the CSM at our public Download Center. The distribution contains the major components of the CSM (authentication, authorization and User Provisioning), Developers Guide and Release Notes. Also the CSM features integrated in caCORE SDK can be downloaded from caCORE SDK Download website. The only required software tool not supplied is a Java Development Kit (JDK). We recommend Java 2, version 1.5.0 or higher, which can be obtained here license


. The CSM (including its source code) is distributed under an 
open-source  


. 

· Download CSM v4.0 at the NCICB Download Center
Mailing Lists


NCICB maintains the following mailing lists as discussion forums with caCORE users and developers: 

· Users' Discussion Forum 


 , for users of the caCORE Java, Web Services, and/or HTTP-XML APIs. 

· Developers' Discussion Forum 


, for developers who are extending the API, adding additional data sources, and/or enhancing the existing source code. 

Software Support

NCICB encourages you to submit questions and bug reports via NCICB Application Support . 
CSM Documentation
· CSM Guide for Application Developers   contains detailed instructions on the use of the CSM. The CSM Guide for Application Developers includes:

CSM API User Guide: contains detailed instructions on the use of Authentication and Authorization
 CSM UPT User Guide: contains detailed instructions on the use of the User Provisioning Tool of CSM.
 CSM Web Services Guide For Application Developers: contains detailed instructions on how to deploy and use the CSM Web Services
· CSM 4.0 Java Docs  contains the current CSM API specification. 
· CSM 4.0 Release Notes  contain a description of bugs fixed since the previous release, new features, and known issues in the present release. 

caBIG™-Related Documentation 

· caBIG™ Compatibility Guidelines 


 describes features required for various levels of caBIG™ systems compatibility 



	


