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The NCICB Common Security Module (CSM) provides a flexible solution for application security and access control. CSM is intended to be used as a common starting point for any development team that has security requirements, and thus helps to avoid duplication of effort and inconsistent security implementations. CSM has three main functions: Authentication to validate and verify a user's credentials; Authorization to grant or deny access to data, methods, and objects; and User Authorization Provisioning to allow an administrator to create and assign authorization roles and privileges. 

CSM offers an additional solution that works with the caCORE Software Development Kit (SDK). CSM-SDK Adapter, provides the ability to integrate CSM security, session management, and writeable APIs into SDK generated software. 
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The NCICB Common Logging Module (CLM) was chartered to provide a comprehensive solution to Audit and Logging objectives and also to prevent the duplication of the effort and time involved in developing a logging solution. CLM is flexible enough to allow application developers to integrate audit logging into almost any code design with minimal coding effort. This phase of the Common Logging Module brings the NCICB team one step closer to the goal of CFR 21 / part 11 (FDA) compliance. The CLM features include Event Logging, Object State Logging, Asynchronous Logging to database, Query API's and a web based Log Locator Tool.


