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CSM Migration Strategy
1. Introduction

Over the last couple of years, the CSM has released many versions. According to the NCI CBIIT Technology Stack deprecation policy, each technology stack has its validity that expires after a year. There have been four releases of CSM in last couple of years. Out of numerous applications that use, some have migrated to later CSM versions and some have not been able to upgrade until now. Here is a need to address this issue and provide guidelines as recommendations for existing or new applications to migrate or upgrade to latest CSM release version. 
1.1 Purpose

This document provides guidelines as recommendations for existing or new applications to migrate or upgrade to latest CSM release version. With increasing number of applications and Suites leveraging CSM, it is becoming difficult for those suites/applications to maintain compatibility while using different versions of CSM. Hence by this recommendation and guidelines, the applications and suites can upgrade/migrate to latest CSM to achieve compatibility with latest technology stacks.
1.2 Scope

This document provides the guidelines and recommendations to applications/suites to /migrate to newer NCICB technology stack and CSM versions. This document provides details regarding the existing supported versions of CSM. It provides the Migration process details for technology stack and CSM Versions. Finally a checklist style step by step guide on migrating a sample existing\new application (in a suite) to use latest CSM version will be detailed.
2. CSM Releases

The important features available in the CSM UPT Releases 

1) CSM 3.2

· Improved deployment of CSM and integration with other Applications. The new deployment is backward compatible with CSM 3.1 and before releases.  The improvement is done by removing the need for ApplicationSecurityConfig.xml file and other Hibernate CFG files.


· Exposed Core Authentication and the Authorization Services as a Web Service.

· Support for OpenLDAP as credential provider and databases such as SQL Server and MySQL 4.1.19 version.

· Added new ‘TYPE’ attribute to Protection Element to make it easy to search and manage PE.

· Passwords are encrypted before storing in database.
2) CSM 4.0

· High Performance Instance Level Security - CSM now supports instance level filtering of data by users. The User Provisioning Tool (UPT) allows administrators to create security filters for instances of domain classes and based on the access policy, the API filters results displayed for queries. The filtering of data is done at the database level with minimum overhead.

· Attribute Level Security - CSM now supports attribute level filtering of data based on user permissions.

· Tech Stack Upgrade - CSM APIs have been enhanced to upgrade to NCICB Technology Stack for release 4.0. Also the source code has been made JDK 1.5 compatible.

· UPT Usability Enhancements - CSM UPT has been enhanced with the improved deployment mechanism making installation easier. It also allows users to test database connection for an application during creation time. CSM UPT has new screens to provision Instance level and attribute level security.

· Now provision Instance Level Security by creating new security filters.

· Protection Element now has a new "Value" field to store value of object attributes.

·  Test button provided for newly entered database connection parameters to avoid errors.

· Support for Postgres Database - CSM now supports Postgres database and provides auth scripts for the same.

3) CSM 4.1

· Instance Level Security for Groups - CSM now supports users' performing instance level filtering of data for a User or Groups. The User Provision Tool (UPT) allows administrators to provision security filters for instances of domain classes and the API filters the results of the queries based on the access policy. The filtering of data is done at the database level with minimum overhead.

· Attribute Level Security Enhancements - CSM now supports attribute level filtering of data based on user or group permissions. The Common Logging Module has also been integrated with attribute level security. The introduction of Strict or Lenient behavior has enabled caCORE SDK to make full use of attribute level security features in the SDK's Writeable APIs.

· UPT Usability Enhancements - CSM UPT has been enhanced with the improved Instance Level Security provisioning, improved browser compatibility and User unlock feature. The Instance level screen now allows JARs containing hibernate-annotated domain classes.
3. Migration Process
3.1 CSM version Compatibility 
All CSM versions are backwards compatible. Essentially upgrading to newer version of CSM version doesn’t break any functionality. The new features have been added incrementally to support backwards compatibility. 

The CSM components however cannot be mismatched. In other words, it is only advised to use CSM API 3.2 with CSM UPT 3.2, and so on. The components should belong to same version to ensure compatibility. 
The CSM releases generally included a migration guide from previous version to current version. It enabled users to migrate to newer versions without having to make any changes to the application source code. The migration procedure included making incremental changes to the CSM Schema. 

3.2 Technology Stack upgrade and Version Decommissioning

According to the NCI CBIIT Software Configuration Management Initiative, the following are the primary guidelines and procedures adopted here at NCI CBIIT. Refer the NCI CBIIT Technology Stack Overview document for more details.
A) Three Stack Rotation Plan. Namely deprecated, current and future tech stack.

B) No further deployments to retired and deprecated stacks

C) Patches and emergency fixes allowed.

D) Additions to technology stack allowed after approval.

E) The next planned rotation is June 2009. That is, the deprecated stacks are decommissioned. No further support available.
3.3 Migration procedure for Applications and deployments
3.3.1 Existing Applications


The essential and primary steps that are involved in upgrading from an older version of CSM to later version of CSM are as following

1) Determine the version of CSM that is being used by the application currently. Ex: CSM 3.1

2) Determine the version of CSM that the application desired to upgrade to. Ex: CSM 4.0

3) Based on the above, the migration includes upgrading from CSM Schema 3.1 to CSM 3.2 and then upgrading CSM Schema 3.2 to CSM 4.0. 
4) Upgrade the CSM API 3.1 to CSM API 4.0 in the existing application.. Refer the release notes and guides.

5) Upgrade the CSM UPT 3.1 to CSM UPT 4.0. Refer the release notes and installation guide.

3.3.2 New Applications

For new applications, there would no issue with migration as there would be no history of CSM usage. Refer the CSM Technical Guide (for application developers) and the installation guides to install and utilize the latest version of CSM. Refer next section for more details on the latest version. 
3.4 Upgrade Recommendation and installations
The recommended upgrade policy is to keep up with the NCICB Technology Stack. The CSM team is planning a release of CSM 4.2 shortly. All applications are encourage to upgrade to the latest version of CSM 4.2.

In this version 4.2, the CSM UPT would be backwards compatible with earlier CSM versions until CSM v3.1. That is, CSM UPT v4.2 shall be able to do user provisioning on schema of CSM v3.1, CSM v3.2, CSM v4.0, CSM v4.1 and CSM v4.2. 

The CSM v3.1 and CSM 3.2 is already passed its decommissioning dates. CSM 3.2 has a planned decommissioning period of June 2009. Hence as per the NCI CBIIT Technology Stack guidelines, these two versions should be decommissioned and applications must upgrade to the latest versions.

Certain applications haven’t had a chance to upgrade to the latest versions. Due to the fact, there are three instances of CSM UPT installed on all the NCICB Tiers (DEV, QA, STAGE, and PROD). That is, there is one instance of CSM UPT 3.1, CSM UPT 3.2 and CSM UPT 4.0 each on the DEV tier. Also there are corresponding CSM Schema for each version installed on the DEV database server(s). Due to this configuration of installations, there are 16 instances of UPT installed on NCI CBIIT tiers for the various applications. 

As the CSM UPT v4.2 is available, the 3 instance of UPT per tier can be replaced with just one instance of CSM UPT 4.2. This way instead of 16 instances only 4 instance of CSM UPT 4.2 shall be necessary. It will alleviate a lot of support and resource issues on the System/Development/Application support teams.
4. Summary

· The CSM release of version 4.2 is coming out shortly.

· Recommended to upgrade to latest version of CSM.

· The CSM UPT 4.2 shall be able to do user provisioning for all schemas of previous versions until CSM v3.1.
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