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1 Introduction

caBIG employs a federated authentication model, which allows the users to sign in with their own credentials (either obtained locally using caBIG tools or from external sources such as VeriSign, SAFE, ETrust etc.).
Also, caBIG follows the federal E-Authentication Guidelines which endorses four levels of assurances for user’s identity. Hence attached with each credential sources is a level of assurance for the user identity it provides. 

A trust fabric consists of a list of trust credential providers operating at a particular level of assurance. As caBIG network continues to evolve, there will be constant changes to this trust fabric. Also there would be cases where a user will be barred from the caBIG network.
Hence a trust management service is envisioned that provides a set of interfaces to enable trust management functionality.  The functionality provided by this service includes creating and maintaining a list of trusted credential providers at different levels of assurances as well as providing a list of barred user identities. 
Business services and applications hosted on caBIG will rely on this service as the source of trusted credential providers and user revocation list.
2 Stakeholders

	Stakeholder
	Individuals / Teams Name
	Responsibility

	Executive/Business Representative
	CGT/LGT
	Approve the scope and effort and review the outcome

	SOA Architect
	Kunal Modi
	Help Develop CIMSS, PIMSS, PSMSS

	caGrid Liaison
	John Eisenschmidt
	Help facilitate interactions with the Product team and provide help with development of initial scope and story boards

	Product Team
	caGrid
	Develop CFSS, PIMSS, PSMSS

	caBIG Service Teams
	CTMS / ES Suites / LS
	Review the scope and specifications and provide feedback and business / operational expertise. Most of this feedback will be channeled via the CS or LS CAT or LGT/CGT


3 Business Area

This service is an infrastructure service which will be used by other caBIG business services and applications for the purpose of trust validation. It doesn’t address any specific business area mentioned in the Biomedical Research  BAM document.
This service provides a major building block in construction secured trust fabrics (each for different levels of assurance) across the entire caBIG network.
4 Service Description

The following functionalities will be provided by the Trust Management Service. This list will be analyzed in detail during the creation of the CIMSS and may be updated as a result of that analysis.

· Add a new trusted credential provider (either internal within caBIG network or external such as VeriSign, SAFE etc) at a particular level of assurance as mentioned in the OMB’s E-Authentication Guidelines
· Modify details such as level of assurance, etc for an existing credential provider

· Remove a credential provider from the trust fabric

· Allow the credential providers to publish a list of users whose credential has been revoked
· Allow the business service / application to retrieve

· A list of trusted credential providers for a particular level of assurance (or above)

· A list of user identities which have been revoked

· Allow federation of trust management services so as to allow unions or cascading of trust fabric.
· Also allow adding of external trust fabric from another network to allow services and application to trust credentials issued on that particular network

· Ability to maintain and provide an audit trail for all the major interactions with this service.

5 Service Scope

The scope of the service is to manage trust information only in a given network. It is not the intent of this service to authenticate a user or issue user any form of credentials, which is provided by separate Authentication services.
6 Service Interactions

It is anticipated that the service will be used by 

· Trust Fabric Administrator – who will use the service for
· Adding a new trusted credential provider to the fabric 
· Modifying an existing credential provider details such as level of trust, validity etc.
· Removing a trusted credential provider from the trust fabric

· Adding another trust fabric (either external or provided by a trust management service) 
· Credential providers to publish list of user identities which have been compromised or barred from the network

· Business applications / services to retrieve a list of trusted credential providers as well as list of barred user credentials so as to ensure proper authentication of their clients / users.
This service will use no other external services.
7 Assumptions and Risks

The functionality of this service needs to be supported by operational policy which defines how this service ensure a trust fabric at different levels of assurances..
8 Glossary

	Acronym
	Definition

	CGT
	Clinical Sciences Governance Team

	BAM
	Business Architecture Model

	caGrid
	Cancer Grid (which forms the middle ware infrastructure of caBIG)

	CIMSS
	Computationally  Independent Model Service Specification

	PIMSS
	Platform Independent Model & Service Specification

	PSMSS
	Platform Specific Model & Service Specification
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