Solution for improving performance for instance level security in CSM

This solution:

1. Incrementally adds additional tables and views to the CSM schema. The tables links ID’s of secured object instances directly to the user/group just for the purpose of instance level association. These tables would be in a non normalized format for performance purposes.
2. The CSM API will be enhanced to reflect the user/group provisioning in these tables. This feature will be configurable and available as an option. 
New Tables/Views
1. Mapping Table 
The Mapping table will be used to indicate the objects secured via instance level security and corresponding tables and views created for increasing performance on the instance level security.

Anytime there is change in the User provisioning that affects the instance level security, the CSM API shall refer this table to refresh/update these tables.
	Column Name
	Description

	ACTIVE_FLAG
	Flag to indicate that the object and corresponding tables shall be refreshed/updated when the PE table is updated. If the flag is not set then the CSM API shall not refresh the three (3) tables mentioned in this mapping table.

	MAINTAINED_FLAG
	Flag to indicate if the tables/views are already created once by the CSM API Maintain Logic. If the flag is set, the UPT does not maintain the tables/views mentioned in this record. 

	OBJECT_PACKAGE_NAME
	The Object Package Name. This column is utilized by the UPT at the time of creating Filter for an object.

	OBJECT_NAME
	Object Name or Initial for column name. This column indicates the Object name secured via the instance level security feature. It 

	ATTRIBUTE_NAME
	Attribute Name or Initial for column name. This column indicates the Attribute Name on which the objects security is based. For example, the object ‘PROJECT’ has attribute name ‘ID’. The Attribute ‘ID’ and its value is used to indicate an instance in a Protection Element.

	TABLE_NAME
	Example: CSM_PEI_<<OBJECT NAME OR INITIALS>>_<<ATRRIBUTE NAME  OR INITIALS>>

	VIEW_NAME_USER
	Example: CSM_VW_<<OBJECT NAME OR INITIALS>>_<<ATRRIBUTE NAME  OR INITIALS>>_USER

	VIEW_NAME_GROUP
	Example: CSM_VW_<<OBJECT NAME OR INITIALS>>_<<ATRRIBUTE NAME  OR INITIALS>>_GROUP

	TABLE_NAME_USER
	Example: CSM_<<OBJECT NAME OR INITIALS>>_<<ATRRIBUTE NAME  OR INITIALS>>_USER

	TABLE_NAME_GROUP
	Example: CSM_<<OBJECT NAME OR INITIALS>>_<<ATRRIBUTE NAME  OR INITIALS>>_GROUP


2. Secured Object’s PE Instance table

For every object secured via instance level security, new table(s)
CSM_PEI_<<OBJECT NAME OR INITIALS>>_<<ATRRIBUTE NAME  OR INITIALS>> would be added to the CSM Schema automatically at the time of User provisioning for Instance level security. Its sole purpose would be to store the Protection Element ID, Application ID and Attribute Value from the Protection Element table for all Protection Elements representing an instance of the concerned object. 

In current case of caArray, new tables CSM_PEI_SAMPLE_ID, CSM_PEI_PROJECT_ID and CSM_PEI_COLLABORATORGROUP_ID will be created.
The names of the Objects PE Instance table is configurable in the csm_mapping table in the column ‘tableName’
The structure of these tables would be as given below.

	Column Name
	Index / Constraint

	APPLICATION_ID
	Not Null, Indexed

	ATTRIBUTE_VALUE
	Not Null, Indexed

	PROTECTION_ELEMENT_ID
	Not Null, Indexed


3. Views and corresponding tables
Views and tables are created for the performance improvement. The views and their corresponding tables are for increasing performance and reducing the number of joins required for the filter query.
a. View : csm_vw_role_priv
create or replace view csm_vw_role_priv
as

select crp.role_id, substr(cp.privilege_name, 1, 30) privilege_name, cr.application_id

from csm_role_privilege crp, csm_privilege cp, csm_role cr

where crp.role_id = cr.role_id and crp.privilege_id = cp.privilege_id 

and cr.active_flag = 1;

b. View and table for User-based security
Nomenclature:

View:  csm_vw_<<OBJECT NAME OR INITIALS>>_<<ATRRIBUTE NAME  OR INITIALS>>_user

Table:  csm_<<OBJECT NAME OR INITIALS>>_<<ATRRIBUTE NAME  OR INITIALS>>_user

Sample:

CREATE TABLE csm_project_id_user (

  `USER_ID` bigint(20) NOT NULL,

  `PRIVILEGE_NAME` varchar(30) NOT NULL,

  `APPLICATION_ID` bigint(20) NOT NULL

  `ATTRIBUTE_VALUE` bigint(20) NOT NULL

) ENGINE=InnoDB CHARSET=latin1;

create or replace view csm_vw_project_id_user_temp

as

select pr.user_id
,u.login_name

      ,pr.role_id

      ,pe.application_id

      ,pe.attribute_value

  from csm_user_pe cu

      ,csm_pei_project_id pe

      ,csm_user_group_role_pg pr

,csm_user u
 where cu.protection_element_id = pe.protection_element_id

   and cu.user_id = pr.user_id
select pr.user_id

, u.login_name

, pr.role_id

, pe.application_id

, pe.attribute_value 

from csm_pg_pe cp
, csm_pei_project_id pe
, csm_user_group_role_pg pr
, csm_user u 

where cp.protection_element_id = pe.protection_element_id 
and and cp.protection_group_id = pr.protection_group_id 
and pr.user_id = u.user_id

create or replace view csm_vw_project_id_user

as

select pe.user_id

      ,pr.login_name

      ,pr.privilege_name

      ,pe.application_id

      ,pe.attribute_value

  from csm_vw_project_id_user_temp pe

      ,csm_ua_role_priv pr

 where pe.role_id = pr.role_id

* These two views can be combined as one
c. View and table for Group-based security
Nomenclature used in this document (Note table/views names are configurable):

View:  csm_vw_<<OBJECT NAME OR INITIALS>>_<<ATRRIBUTE NAME  OR INITIALS>>_group

Table:  csm_<<OBJECT NAME OR INITIALS>>_<<ATRRIBUTE NAME  OR INITIALS>>_group

Sample:

CREATE TABLE csm_project_id_group (

  `GROUP_ID` bigint(20) NOT NULL,

  `PRIVILEGE_NAME` varchar(30) NOT NULL,

  `APPLICATION_ID` bigint(20) NOT NULL

  `ATTRIBUTE_VALUE` bigint(20) NOT NULL

) ENGINE=InnoDB CHARSET=latin1;

create or replace view csm_vw_project_id_group_temp

as

select pr.group_id

,g.group_name
      ,pr.role_id

      ,pe.application_id

      ,pe.attribute_value

  from csm_pg_pe cp

      ,csm_pei_project_id pe

      ,csm_user_group_role_pg pr

,csm_group g
 where cp.protection_element_id = pe.protection_element_id

   and cp.protection_group_id = pr.protection_group_id
   and pr.group_id = g.group_id
create or replace view csm_vw_project_id_group

as

select pe.group_id

,pe.group_name
      ,pr.privilege_name

      ,pe.application_id

      ,pe.attribute_value

  from csm_vw_project_id_group_temp pe

      ,csm_ua_role_priv pr

 where pe.role_id = pr.role_id

* These two views can be combined as one
4. How to refresh the tables

The CSM API shall refer the mapping table to determine if refresh or update of the tables needs to be done or not. If the flag is not set, the CSM API will know that the application does not want tables to be refreshed via CSM. If the flag is set, the CSM API will update the tables whenever there are changes in the user provisioning that affects the tables.
The CSM API shall provided convenience methods in the AuthorizationManager to do the same.

A user action may be needed to refresh the tables via an API or a button.


The following is the overall logic that shall be used to refresh the tables .

LOOP for each view/table pair

· truncate <<peiTableNameObjectID>>

· Insert into <<peiTableNameObjectID>> (protection_element_id,attribute_value,application_id) select protection_element_id, attribute_value, application_id from csm_protection_element pe where pe.object_id=’<<DomainObjectPackageClassName>>’ and pe.attribute=’<<attributeName>>’ and pe.application_id=<<application_id>> and pe.attribute_value is not null
· truncate <<tableNameObjectIDUser>>

· Insert into <<tableNameObjectIDUser>> (user_id, login_name, privilege_name, attribute_value, application_id)  select distinct user_id,login_name,privilege_name,attribute_value,application_id from <<viewNameObjectIDUser>>
where attribute_value is not null
· truncate  <<tableNameObjectIDGroup>>

· Insert into <<tableNameObjectIDGroup>> (user_id, login_name, privilege_name, attribute_value, application_id)  select distinct user_id,login_name,privilege_name,attribute_value,application_id from <<viewNameObjectIDGroup>>
where attribute_value is not null














END LOOP

COMMIT all or ROLLBACK all

These tables store the information in a non normalized form. As for the protection element it stores its id (linking it to the parent table), the application id, and the name of the attribute. 

Using these views/ tables, CSM filters can directly retrieve all the ID’s to which the User/Group has access, thus improving performance.

Users can use the views or the tables. Using the views would be recommended if the performance is acceptable.

Generation of Filters

Currently, CSM assumes that the association between the protection element and the user is done the traditional way as a result while generating the instance level filter, the SQL contains multiple joins linking all the tables to obtain the instances on which the user has access

Eg. 

ID in (select p.ID from PROJECT p where p.ID in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.project.Project' and pe.attribute='id' and u.login_name=:USER_NAME and pe.application_id=:APPLICATION_ID and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='ACCESS') __caarray_filter_alias__))

In this solution, the new filters will be generated using the new views or tables. The resulting filter would looks something like this

E.g.

ID in (select p.ID from PROJECT p where p.ID in (select upei.attribute_value from csm_vw_project_id_user upei where upei.user_id=2 and upei.application_id =2 and upei.privilege_name=’ACCESS’))

Or

ID in (select p.ID from PROJECT p where p.ID in (select upei.attribute_value from csm_project_id_user upei where upei.user_id=2 and upei.application_id =2 and upei.privilege_name=’ACCESS’))
Changes to CSM APIs

The CSM API’s will be incrementally added the functionality to update above tables whenever the user provisioning is added/updated. The CSM API’s shall be configurable to make the updates to above tables as optional. In other words, the application can determine if it would like CSM to take care of updating or refreshing the derived tables whenever there are changes to the user security provisioning.

The above feature enhancement is backwards compatible with previous version of CSM API and CSM Schema. Hence there are is no change in CSM APIs for the applications that would like to leverage the improved performance of CSM Instance Level Security. 
Provisioning of the Instance Level Security in UPT

Minimal changes required

· Modify UPT to recognize the Mapping Table and use the mapping table to create the CSM Filter clause. The UPT will check if the mapping table entry for the Flag is active or inactive. If Active, only then use the mapping table create the CSM Filter using the particular View. If inactive, then use the old way of creating the filter with CSM Table joins.

Future changes

· In the Instance Level Security Screen, show the preview of what Tables and Views will be created whenever the Admin is attempts to add a filter. 

· If the table is already created (by looking at Mapping Table), then indicate the same.

· If tables are not created, then using the CSM API will, create the tables.

Interference with Existing CSM Logic 

Since there will be new associations and derived information and would be stored in separate tables, it doesn’t interfere with any of the existing functionality of CSM.

Pros
Following are the pros for the solution:

1. Since the joins in the CSM queries are removed the overall performance has significant improvement

2. There is no interference with existing logic of CSM.

3. The application using CSM API, can programmatically (and hence without using UPT) update the concerned tables using the APIs. The application need not be aware of the additional tables/views used by the CSM to achieve the performance gain. 

4. Alternatively, the Applications can add to the views/tables to gain additional performance without braking CSM API or UPT functionality.

Cons

Following are the cons for the solution:

1. Additional tables and views are created. 

2. CSM API and UPT need to be enhanced
Test Data 
The test data script is available for testing with JUnit test cases.

RESULTS based on test data
	
	caArray DEV Schema
	CSM Test Schema

	Records in Domain Obect Table 
(SampleExtract for caarray) ( Card for CSM)


	11764
	10000 records

	Csm_protection_element
	11927
	10002 records

	peiTableName
	11583
	10000 records

	TABLE_NAME_GROUP
	64450
	100000 records

	Csm_user_group_role_pg
	66101
	210000 records

	Refresh of Temp Instance Tables
	
	30secs (for  Temp_user table) 

32 secs (for  Temp_group table)

	Maintainence of Temp Instance Tables
	
	2 secs

	User Filter- Query Performance
ID in (select table_name_csm_.ID   from CARD table_name_csm_ where table_name_csm_.ID in (select upei.attribute_value from zCSM_card_ID_USER upei where upei.login_name=:USER_NAME and upei.application_id =:APPLICATION_ID and upei.privilege_name='READ'))
	
	2 sec ( user based security)



	Group  Filter- Query Performance
ID in (select table_name_csm_.ID   from CARD table_name_csm_ where table_name_csm_.ID in (select upei.attribute_value from zCSM_card_ID_GROUP upei where upei.group_name IN (:GROUP_NAMES) and upei.application_id =:APPLICATION_ID and upei.privilege_name='READ'))
	
	2-5 sec ( user based security)



	
	
	

	
	
	

	
	
	

	
	
	


	caArray Object
	MySQL Query Execution Time
	Soln 5 adapted Query Execution Time

	gov.nih.nci.caarray.domain.project.Project
	N/A
	N/A

	gov.nih.nci.caarray.domain.project.Experiment
	N/A
	N/A

	gov.nih.nci.caarray.domain.permissions.CollaboratorGroup
	N/A
	N/A

	gov.nih.nci.caarray.domain.hybridization.Hybridization
	28 sec
	0.6 sec

	gov.nih.nci.caarray.domain.project.Factor
	N/A 
	N/A

	gov.nih.nci.caarray.domain.data.AbstractArrayData
	51 sec
	1.7 sec

	gov.nih.nci.caarray.domain.sample.AbstractBioMaterial
	70 sec
	3.1 sec

	gov.nih.nci.caarray.domain.file.CaArrayFile
	45 sec
	1.1 sec


The Actual Filter Clause by caArray and the sample queries used to obtain the execution results are shown below.

1) Object: gov.nih.nci.caarray.domain.project.Project
a. Filter Clause:

ID in (select p.ID from PROJECT p where p.ID in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.project.Project' and pe.attribute='id' and u.login_name=:USER_NAME and pe.application_id=:APPLICATION_ID and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='ACCESS') __caarray_filter_alias__))
b. Sample Query - For MySQL
Select * from Project p1 where p1.ID in (select p.ID from PROJECT p where p.ID in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.project.Project' and pe.attribute='id' and u.login_name='caarrayadmin' and pe.application_id=2 and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='ACCESS') __caarray_filter_alias__))
c. Sample Query – Soln5

SELECT SQL_NO_CACHE p.ID FROM PROJECT p WHERE p.ID IN (SELECT upei.attribute_value FROM csm_pei_project_id upei WHERE upei.user_id = 2 AND upei.application_id = 2 AND upei.privilege_name = 'ACCESS')

2) Object: gov.nih.nci.caarray.domain.project.Experiment
a. Filter Clause:

ID in (select ex.ID from experiment ex inner join project p on ex.id = p.experiment where p.id in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.project.Project' and pe.attribute='id' and u.login_name=:USER_NAME and pe.application_id=:APPLICATION_ID and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='ACCESS') __caarray_filter_alias__))
b. Sample Query - For MySQL

Select * from experiment ee where ee.id IN (select ex.ID from experiment ex inner join project p on ex.id = p.experiment where p.id in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.project.Project' and pe.attribute='id' and u.login_name='caarrayadmin' and pe.application_id=2 and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='ACCESS') __caarray_filter_alias__))

c. Sample Query – Soln5

SELECT SQL_NO_CACHE  ex.ID FROM    experiment ex INNER JOIN project p ON ex.id = p.experiment WHERE p.id IN (SELECT upei.attribute_value FROM csm_pei_project_id upei WHERE upei.user_id = 2 AND upei.application_id = 2 AND upei.privilege_name = 'ACCESS')

3) Object: gov.nih.nci.caarray.domain.permissions.CollaboratorGroup
a. Filter Clause:
ID in (select cg.ID from COLLABORATOR_GROUP cg where cg.ID in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.permissions.CollaboratorGroup' and pe.attribute='id' and u.login_name=:USER_NAME and pe.application_id=:APPLICATION_ID and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='READ') __caarray_filter_alias__))
b. Sample Query - For MySQL
select cg.ID from COLLABORATOR_GROUP cg where cg.ID in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.permissions.CollaboratorGroup' and pe.attribute='id' and u.login_name='caarrayadmin' and pe.application_id=2 and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='READ') __caarray_filter_alias__)
c. Sample Query – Soln5

SELECT SQL_NO_CACHE cg.ID FROM COLLABORATOR_GROUP cg WHERE cg.ID IN (SELECT upei.attribute_value FROM csm_pei_collaboratorgroup_id upei WHERE upei.user_id = 2 AND upei.application_id = 2 AND upei.privilege_name = 'READ')

4) Object: gov.nih.nci.caarray.domain.hybridization.Hybridization
a. Filter Clause:
ID in (select h.ID from hybridization h inner join labeledextracthybridization lhe on h.id = lhe.hybridization_id inner join extractlabeledextract ele on lhe.labeledextract_id = ele.labeledextract_id inner join sampleextract se on ele.extract_id = se.extract_id inner join biomaterial s on se.sample_id = s.id where s.ID in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.sample.Sample' and pe.attribute='id' and u.login_name=:USER_NAME and pe.application_id=:APPLICATION_ID and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='READ') __caarray_filter_alias__))
b. Sample Query – For MySQL

select h.ID from hybridization h inner join labeledextracthybridization lhe on h.id = lhe.hybridization_id inner join extractlabeledextract ele on lhe.labeledextract_id = ele.labeledextract_id inner join sampleextract se on ele.extract_id = se.extract_id inner join biomaterial s on se.sample_id = s.id where s.ID in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.sample.Sample' and pe.attribute='id' and u.login_name='caarrayadmin' and pe.application_id=2 and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='READ') __caarray_filter_alias__)
c. Sample Query – For Soln5

SELECT SQL_NO_CACHE

       hy.ID

  FROM hybridization hy

 WHERE hy.ID IN
             (SELECT h.ID

                FROM             hybridization h

                              INNER JOIN
                                 labeledextracthybridization lhe

                              ON h.id = lhe.hybridization_id

                           INNER JOIN
                              extractlabeledextract ele

                           ON lhe.labeledextract_id = ele.labeledextract_id

                        INNER JOIN
                           sampleextract se

                        ON ele.extract_id = se.extract_id

                     INNER JOIN
                        biomaterial s

                     ON se.sample_id = s.id

               WHERE s.ID IN
                           (SELECT upei.attribute_value

                              FROM csm_pei_sample_id_user upei

                             WHERE     upei.user_id = 2
                              AND upei.application_id = 2
AND upei.privilege_name = 'READ'))
5) Object: gov.nih.nci.caarray.domain.project.Factor
a. Filter Clause:
ID in (select f.ID from factor f inner join experiment ex on f.experiment = ex.id left join project p on ex.id = p.experiment where p.id in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.project.Project' and pe.attribute='id' and u.login_name=:USER_NAME and pe.application_id=:APPLICATION_ID and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='READ') __caarray_filter_alias__))
b. Sample Query - For MySQL
select f.ID from factor f inner join experiment ex on f.experiment = ex.id left join project p on ex.id = p.experiment where p.id in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.project.Project' and pe.attribute='id' and u.login_name='caarrayadmin' and pe.application_id=2 and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='READ') __caarray_filter_alias__)
c. Sample Query – Soln5

select sql_no_cache ff.id from factor ff where ff.ID in (select f.ID from factor f inner join experiment ex on f.experiment = ex.id left join project p on ex.id = p.experiment where p.id in (SELECT upei.attribute_value FROM csm_pei_project_id upei WHERE upei.user_id = 2 AND upei.application_id = 2 AND upei.privilege_name = 'READ'))

6) Object: gov.nih.nci.caarray.domain.data.AbstractArrayData
a. Filter Clause:

ID in (select ad.id from arraydata ad left join rawarraydata_hybridizations radh on ad.id = radh.rawarraydata_id left join hybridization h on radh.hybridization_id = h.id left join derivedarraydata_hybridizations dadh on ad.id = dadh.derivedarraydata_id left join hybridization h2 on dadh.hybridization_id = h2.id left join labeledextracthybridization leh on h.id = leh.hybridization_id left join extractlabeledextract ele on leh.labeledextract_id = ele.labeledextract_id left join sampleextract se on ele.extract_id = se.extract_id left join biomaterial s on se.sample_id = s.id left join labeledextracthybridization leh2 on h2.id = leh2.hybridization_id left join extractlabeledextract ele2 on leh2.labeledextract_id = ele2.labeledextract_id left join sampleextract se2 on ele2.extract_id = se2.extract_id left join biomaterial s2 on se2.sample_id = s2.id where s.id is not null and s.id in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.sample.Sample' and pe.attribute='id' and u.login_name=:USER_NAME and pe.application_id=:APPLICATION_ID and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='READ') __caarray_filter_alias__) or s2.id is not null and s2.id in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.sample.Sample' and pe.attribute='id' and u.login_name=:USER_NAME and pe.application_id=:APPLICATION_ID and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='READ') __caarray_filter_alias__)

b. Sample Query - For MySQL

select ad.id from arraydata ad left join rawarraydata_hybridizations radh on ad.id = radh.rawarraydata_id left join hybridization h on radh.hybridization_id = h.id left join derivedarraydata_hybridizations dadh on ad.id = dadh.derivedarraydata_id left join hybridization h2 on dadh.hybridization_id = h2.id left join labeledextracthybridization leh on h.id = leh.hybridization_id left join extractlabeledextract ele on leh.labeledextract_id = ele.labeledextract_id left join sampleextract se on ele.extract_id = se.extract_id left join biomaterial s on se.sample_id = s.id left join labeledextracthybridization leh2 on h2.id = leh2.hybridization_id left join extractlabeledextract ele2 on leh2.labeledextract_id = ele2.labeledextract_id left join sampleextract se2 on ele2.extract_id = se2.extract_id left join biomaterial s2 on se2.sample_id = s2.id where s.id is not null and s.id in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.sample.Sample' and pe.attribute='id' and u.login_name='caarrayadmin' and pe.application_id=2 and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='READ') __caarray_filter_alias__) or s2.id is not null and s2.id in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.sample.Sample' and pe.attribute='id' and u.login_name='caarrayadmin' and pe.application_id=2 and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='READ') __caarray_filter_alias__)
c. Sample Query – Soln5

select sql_no_cache ad.id from arraydata ad left join

      rawarraydata_hybridizations radh on ad.id = radh.rawarraydata_id left

      join hybridization h on radh.hybridization_id = h.id left join

      derivedarraydata_hybridizations dadh on ad.id = dadh.derivedarraydata_id

      left join hybridization h2 on dadh.hybridization_id = h2.id left join

      labeledextracthybridization leh on h.id = leh.hybridization_id left join

      extractlabeledextract ele on leh.labeledextract_id = ele.

      labeledextract_id left join sampleextract se on ele.extract_id = se.

      extract_id left join biomaterial s on se.sample_id = s.id left join

      labeledextracthybridization leh2 on h2.id = leh2.hybridization_id left

      join extractlabeledextract ele2 on leh2.labeledextract_id = ele2.

      labeledextract_id left join sampleextract se2 on ele2.extract_id = se2.

      extract_id left join biomaterial s2 on se2.sample_id = s2.id

      where s.id is not null

      and s.id in (select upei.attribute_value 

                 from csm_pei_sample_id_user upei

                         where upei.user_id=2 

                           and upei.application_id=2 

                           and upei.privilege_name = 'READ') or s2.id is not   null

      and s2.id in (select upei.attribute_value

                 from csm_pei_sample_id_user upei

                         where upei.user_id=2

                           and upei.application_id=2

                           and upei.privilege_name = 'READ')
7) Object: gov.nih.nci.caarray.domain.sample.AbstractBioMaterial
a. Filter Clause:

ID in (select b.ID from biomaterial b left join experimentsource es on b.id = es.source_id left join experiment ex on es.experiment_id = ex.id left join project p on ex.id = p.experiment left join sampleextract se on b.id = se.extract_id left join biomaterial b2 on b2.id = se.sample_id left join extractlabeledextract ele on b.id = ele.labeledextract_id left join sampleextract se2 on ele.extract_id = se2.extract_id left join biomaterial b3 on b3.id = se2.sample_id where b.discriminator='SO' and p.id in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.project.Project' and pe.attribute='id' and u.login_name=:USER_NAME and pe.application_id=:APPLICATION_ID and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='READ') __caarray_filter_alias__) or b.discriminator = 'SA' and b.ID in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.sample.Sample' and pe.attribute='id' and u.login_name=:USER_NAME and pe.application_id=:APPLICATION_ID and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='READ') __caarray_filter_alias__) OR b2.discriminator = 'SA' and b2.ID in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.sample.Sample' and pe.attribute='id' and u.login_name=:USER_NAME and pe.application_id=:APPLICATION_ID and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='READ') __caarray_filter_alias__) OR b3.discriminator='SA' and b3.id in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.sample.Sample' and pe.attribute='id' and u.login_name=:USER_NAME and pe.application_id=:APPLICATION_ID and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='READ') __caarray_filter_alias__))
b. Sample Query - For MySQL

select b.ID from biomaterial b left join experimentsource es on b.id = es.source_id left join experiment ex on es.experiment_id = ex.id left join project p on ex.id = p.experiment left join sampleextract se on b.id = se.extract_id left join biomaterial b2 on b2.id = se.sample_id left join extractlabeledextract ele on b.id = ele.labeledextract_id left join sampleextract se2 on ele.extract_id = se2.extract_id left join biomaterial b3 on b3.id = se2.sample_id where b.discriminator='SO' and p.id in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.project.Project' and pe.attribute='id' and u.login_name='caarrayadmin' and pe.application_id=2 and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='READ') __caarray_filter_alias__) or b.discriminator = 'SA' and b.ID in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.sample.Sample' and pe.attribute='id' and u.login_name='caarrayadmin' and pe.application_id=2 and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='READ') __caarray_filter_alias__) OR b2.discriminator = 'SA' and b2.ID in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.sample.Sample' and pe.attribute='id' and u.login_name='caarrayadmin' and pe.application_id=2 and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='READ') __caarray_filter_alias__) OR b3.discriminator='SA' and b3.id in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.sample.Sample' and pe.attribute='id' and u.login_name='caarrayadmin' and pe.application_id=2 and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='READ') __caarray_filter_alias__)
c. Sample Query – Soln5

SELECT SQL_NO_CACHE bm.id FROM biomaterial bm WHERE bm.ID IN (SELECT b.ID FROM                         biomaterial b LEFT JOIN experimentsource es ON b.id = es.source_id LEFT JOIN experiment ex ON es.experiment_id = ex.id LEFT JOIN project p ON ex.id = p.experiment LEFT JOIN sampleextract se ON b.id = se.extract_id LEFT JOIN biomaterial b2 ON b2.id = se.sample_id LEFT JOIN extractlabeledextract ele ON b.id = ele.labeledextract_id LEFT JOIN sampleextract se2 ON ele.extract_id = se2.extract_id LEFT JOIN biomaterial b3 ON b3.id = se2.sample_id WHERE b.discriminator = 'SO' AND p.id IN (SELECT upei.attribute_value FROM csm_pei_project_id_user upei WHERE upei.user_id = 2 AND upei.application_id = 2 AND upei.privilege_name = 'READ') OR b.discriminator = 'SA' AND b.ID IN (SELECT upei.attribute_value FROM csm_pei_sample_id_user upei WHERE upei.user_id = 2 AND upei.application_id = 2 AND upei.privilege_name = 'READ') OR b2.discriminator = 'SA' AND b2.ID IN (SELECT upei.attribute_value FROM csm_pei_sample_id_user upei WHERE upei.user_id = 2 AND upei.application_id = 2 AND upei.privilege_name = 'READ')  OR b3.discriminator = 'SA' AND b3.id IN (SELECT upei.attribute_value FROM csm_pei_sample_id_user upei WHERE upei.user_id = 2 AND upei.application_id = 2 AND upei.privilege_name = 'READ'))

8) Object: gov.nih.nci.caarray.domain.file.CaArrayFile
a. Filter Clause:

ID in (select f.id from caarrayfile f left join arraydata ad on f.id = ad.data_file left join project p on f.project = p.id left join rawarraydata_hybridizations radh on ad.id = radh.rawarraydata_id left join hybridization h on radh.hybridization_id = h.id left join derivedarraydata_hybridizations dadh on ad.id = dadh.derivedarraydata_id left join hybridization h2 on dadh.hybridization_id = h2.id left join labeledextracthybridization leh on h.id = leh.hybridization_id left join extractlabeledextract ele on leh.labeledextract_id = ele.labeledextract_id left join sampleextract se on ele.extract_id = se.extract_id left join biomaterial s on se.sample_id = s.id left join labeledextracthybridization leh2 on h2.id = leh2.hybridization_id left join extractlabeledextract ele2 on leh2.labeledextract_id = ele2.labeledextract_id left join sampleextract se2 on ele2.extract_id = se2.extract_id left join biomaterial s2 on se2.sample_id = s2.id where s.id is not null and s.id in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.sample.Sample' and pe.attribute='id' and u.login_name=:USER_NAME and pe.application_id=:APPLICATION_ID and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='READ') __caarray_filter_alias__) or s2.id is not null and s2.id in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.sample.Sample' and pe.attribute='id' and u.login_name=:USER_NAME and pe.application_id=:APPLICATION_ID and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='READ') __caarray_filter_alias__) or (f.status = 'SUPPLEMENTAL' or f.status = 'IMPORTED' or f.status = 'IMPORTED_NOT_PARSED') and s.id is null and s2.id is null and p.id in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.project.Project' and pe.attribute='id' and u.login_name=:USER_NAME and pe.application_id=:APPLICATION_ID and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='READ') __caarray_filter_alias__) or p.id in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_user_pe upe, csm_protection_element pe, csm_user u where pe.object_id= 'gov.nih.nci.caarray.domain.project.Project' and pe.attribute='id' and u.login_name=:USER_NAME and pe.application_id=:APPLICATION_ID and upe.protection_element_id = pe.protection_element_id and upe.user_id = u.user_id) __caarray_filter_alias__) or s.id is null and s2.id is null and p.id is null)
b. Sample Query - For MySQL
select f.id from caarrayfile f left join arraydata ad on f.id = ad.data_file left join project p on f.project = p.id left join rawarraydata_hybridizations radh on ad.id = radh.rawarraydata_id left join hybridization h on radh.hybridization_id = h.id left join derivedarraydata_hybridizations dadh on ad.id = dadh.derivedarraydata_id left join hybridization h2 on dadh.hybridization_id = h2.id left join labeledextracthybridization leh on h.id = leh.hybridization_id left join extractlabeledextract ele on leh.labeledextract_id = ele.labeledextract_id left join sampleextract se on ele.extract_id = se.extract_id left join biomaterial s on se.sample_id = s.id left join labeledextracthybridization leh2 on h2.id = leh2.hybridization_id left join extractlabeledextract ele2 on leh2.labeledextract_id = ele2.labeledextract_id left join sampleextract se2 on ele2.extract_id = se2.extract_id left join biomaterial s2 on se2.sample_id = s2.id where s.id is not null and s.id in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.sample.Sample' and pe.attribute='id' and u.login_name='caarrayadmin' and pe.application_id=2 and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='READ') __caarray_filter_alias__) or s2.id is not null and s2.id in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.sample.Sample' and pe.attribute='id' and u.login_name='caarrayadmin' and pe.application_id=2 and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='READ') __caarray_filter_alias__) or (f.status = 'SUPPLEMENTAL' or f.status = 'IMPORTED' or f.status = 'IMPORTED_NOT_PARSED') and s.id is null and s2.id is null and p.id in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_protection_group pg, csm_protection_element pe, csm_pg_pe pgpe, csm_user_group_role_pg ugrpg, csm_user u, csm_role_privilege rp, csm_role r, csm_privilege p, csm_user_group ug where pe.object_id= 'gov.nih.nci.caarray.domain.project.Project' and pe.attribute='id' and u.login_name='caarrayadmin' and pe.application_id=2 and ugrpg.role_id = r.role_id and ugrpg.group_id = ug.group_id and ug.user_id = u.user_id and ugrpg.protection_group_id = pg.protection_group_id and pg.protection_group_id = pgpe.protection_group_id and pgpe.protection_element_id = pe.protection_element_id and r.role_id = rp.role_id and rp.privilege_id = p.privilege_id and p.privilege_name='READ') __caarray_filter_alias__) or p.id in (select __caarray_filter_alias__.attribute_value from (select pe.attribute_value from csm_user_pe upe, csm_protection_element pe, csm_user u where pe.object_id= 'gov.nih.nci.caarray.domain.project.Project' and pe.attribute='id' and u.login_name='caarrayadmin' and pe.application_id=2 and upe.protection_element_id = pe.protection_element_id and upe.user_id = u.user_id) __caarray_filter_alias__) or s.id is null and s2.id is null and p.id is null
c. Sample Query – Soln5

SELECT SQL_NO_CACHE cr.id   FROM caarrayfile cr  WHERE cr.ID IN (SELECT f.id FROM caarrayfile f LEFT JOIN arraydata ad ON f.id = ad.data_file LEFT JOIN project p ON f.project = p.id LEFT JOIN rawarraydata_hybridizations radh ON ad.id =  radh.rawarraydata_id LEFT JOIN hybridization h ON radh.hybridization_id = h.id LEFT JOIN derivedarraydata_hybridizations dadh ON ad.id = dadh.derivedarraydata_id  LEFT JOIN hybridization h2 ON dadh.hybridization_id = h2.id LEFT JOIN labeledextracthybridization leh ON h.id = leh.hybridization_id LEFT JOIN extractlabeledextract ele ON leh.labeledextract_id = ele.labeledextract_id LEFT JOIN sampleextract se ON ele.extract_id = se.extract_id LEFT JOIN biomaterial s ON se.sample_id = s.id LEFT JOIN labeledextracthybridization leh2 ON h2.id = leh2.hybridization_id LEFT JOIN extractlabeledextract ele2 ON leh2.labeledextract_id = ele2.labeledextract_id LEFT JOIN sampleextract se2 ON ele2.extract_id = se2.extract_id LEFT JOIN biomaterial s2 ON se2.sample_id = s2.id WHERE s.id IS NOT NULL AND s.id IN (SELECT upei.attribute_value FROM csm_pei_sample_id_user upei WHERE upei.user_id = 2 AND upei.application_id = 2 AND upei.privilege_name = 'READ') OR s2.id IS NOT NULL AND s2.id IN (SELECT upei.attribute_value FROM csm_pei_sample_id_user upei WHERE upei.user_id = 2 AND upei.application_id = 2 AND upei.privilege_name = 'READ') OR(   f.status = 'SUPPLEMENTAL' OR f.status = 'IMPORTED' OR f.status = 'IMPORTED_NOT_PARSED')  AND s.id IS NULL AND s2.id IS NULL AND p.id IN (SELECT upei.attribute_value FROM csm_pei_project_id_user upei WHERE upei.user_id = 2 AND upei.application_id = 2 AND upei.privilege_name = 'READ') OR p.id IN (SELECT __caarray_filter_alias__.attribute_value FROM (SELECT pe.attribute_value FROM csm_user_pe upe, csm_protection_element pe, csm_user u WHERE pe.object_id = 'gov.nih.nci.caarray.domain.project.Project' AND pe.attribute = 'id' AND u.login_name = 'caarrayadmin' AND pe.application_id = 2 AND upe.protection_element_id = pe.protection_element_id AND upe.user_id = u.user_id)  __caarray_filter_alias__) OR s.id IS NULL AND s2.id IS NULL AND p.id IS NULL)
