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Use Case Specification: Authenticate user

1. Summary

To authenticate the user based on the credential provided by the client application against registered credential providers.
1.1 Name

Authenticate User

1.2 Brief Description

The purpose of Authenticate User Use Case is to detail what steps the actor must take in order to achieve this.  Upon successful completion, the actor will have authenticated the user. When a user tries log in to any application, the system uses this use case to authenticate the user credentials.

1.3 Actors

	Actor Name
	Role

	System
	The  Security Module 

	Credential Provider
	Data stores containing the credential information of the users.

	Application
	The client application which uses the “System” to authenticate the user’s which are trying to log into it.


1.4 Level

User Goal

2. Flow of Events

2.1 Activity Diagram

2.2 Basic Flow

Step 1-
System: The system accepts the login credentials from the application. The system re-formats the login credentials in the particular format expected by the registered credential providers for that application. 
Step 2-
System: The system kicks off the “Validate Credentials” use case.
Step 3-
System: The system on receiving the positive response from the validate credential use case returns an authentication successful response back. This indicates to the application that the login credentials provided by the user are genuine and he can log into the application.
2.3 Alternate Flows

2.3.1 Essential Flows

There are no other valid essential flows. The Application has to provide all the login credentials in order to be authenticated against the credential provider.
2.3.2 Exceptional Flows

Step 3-
System: The system on receiving the negative response from the validate credential use case returns an authentication failure response back. This indicates to the application that the login credentials provided by the user are genuine and he can log into the application
3. Pre-conditions

General assumption: It is assumed that the servers and networks are working properly and security module is up and running. Also all the login credential providers are properly configured and are functional all the time 
The user has entered the URL of any of the client application which uses the Security Module for authentication. The user has entered his login credentials like user name and password on the login page of that application.

The application has already provided and configured the list of credential providers it intends to use for authentication

3.1 Trigger Event

The user tries to log into the application.

3.2 Login Credentials
The user should provide the minimum set of login credentials as dictated by the application into which he/she is trying to login.

4. Post-conditions

4.1 Basic Flow
A successful authentication response is returned indicating that the user is a valid user of the system.
4.2 Exception Flow

An authentication failed response is returned indicating that the user is not valid users of the system.
5. Extension Points

NA
6. Special Requirements

Performance Requirement: The procedure of passing the login credentials to the looked up against the credential providers and returning the response to the requesting system should take less than 1 second. 
Frequency of Execution: Since the system is going to be the common source for authentication across all the applications, the frequency of execution of this use case would be very high.
7. Issues

1. The minimum set of user credentials item which helps the system to identify him/her uniquely are should established.
