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1. Purpose

This document provides modification of Programmer’s Guide for Common Security Module (CSM) and User Provisioning Tool (UPT) 5.0 version. It explains programming API for user to perform CSM/UPT functionalities implemented by this version. Currently, this document covers the below features:
· NIH Password Policy
2.
NIH Password Policy 

Change Password 

CSM API 
The changePassword operation provided the user the ability to change his password. The Authentication manager API will be modified to provide this feature. This method with authenticate the user with the old password before changing the password and also validates the newpassword comply to the NIH password policy. The password expiry date is set the relevant value based on the configuration of the passwordExpiryDays property.  

The following is the JavaDoc for the method
boolean changePassword (java.lang.String userName,                                             java.lang.String password,                                             java.lang.String newPassword,

java.lang.String passwordConfirmation)                                             throws CSException, CSLoginException, CSInputException,CSConfigurationException

This method provides an ability for the user to change the password.  It validates the user password before changing the password of the user 

Parameters: 

userName - CSM User Name a User 

password - Password the user used to login or the old password

newPassword - New Password the user want to change to

passwordConfirmation - Reconfirmation. Same as the newPassword 

Returns: 

true if the user changePassword operation is successful ; false if the user is denied 

Throws: 

CSException, CSLoginException, CSInputException,CSConfigurationException 
Deactivate User

CSM API 

The user can be deactivated/activated by an Admin user. A flag in the user table will be added and will determine if the user is active. The modifyUser operation can be used to activate/deactivate the user 

The following is the JavaDoc for the method. 


public void modifyUser(User user) throws CSTransactionException;

This method provides an ability to update the user information along with activating/deactivating the users for the admin user 

Parameters: 

User -  CSM user instance 
Returns: 

true if the user changePassword operation is successful ; false if the user is denied 

Throws: 

CSException, CSLoginException, CSInputException,CSConfigurationException 

the authenticate method implementation will be modified to check for  the user being active after authenticate the credentials. The deactivated users will  throw a LoginException.

The signature of the authenticate  method will remain the same and would not be modified as below

public Subject authenticate(
String userName, 
String password)
throws CSException, CSLoginException,
CSInputException, CSConfigurationException, CSInsufficientAttributesException;
Password Validation 

The passwords for the user of CSM should comply with the NIH password policy. The CSM API will be modified to handle the requirement. A validatePassword() method with the provided to validate the unencrypted password has at least 8 character in length,  a numeric character, a upper-case letters and a special character. This can be done by a regular expression. The validatePassword() is called from the changePassword() and hence can be private modifier. The login method is updated to check the password not expired.

the signature of the method   


private boolean validatePassword(String password)
Parameters: 

password -  User unencrypted password 
Returns: 

true if the password is valid; false if the password does not comply 
Encrypt PII 

CSM API

As some the personal identifiable information like the user first name, last name is stored by the application, the information needs to be encrypted. The Application used the industry standard AES 256 bit encryption provided by the Bounty Castle for encrypting and decrypting this information. A new class AESEncryption with be added to handle the encryption and decryption. Once the class is instantiated, the below are signatures of the methods that are provided  

This method can be used to encrypt

public String encrypt(String unencryptedString) throws EncryptionException {

Parameters: 

unencryptedString -  The unencrypted string
Returns: 


AES encrypted string
This method decrypts the encrypted the sting 


public String decrypt(String encryptedString) throws EncryptionException {

Parameters: 

encryptedString -  The encrypted string
Returns: 


Decrypted string
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