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Submitter Information
(completed by user)

	Change Short Title: Grid Grouper Enablement of PODS service

	Submitter Name: George A. Komatsoulis
Submitter Phone #: 301-451-2881
	Date: 6/11/2010
	JIRA ID #: CM-1

	Business Owner: George A. Komatsoulis
Business Phone #:301-451-2881
	Organization: CBIIT
	Project: PODS

	Date Required: Driven by LOE
	Priority:          Immediate (X), High (  ), Medium (  ), Low (  )

	Reason for Change:
	Bug Fix (  ), Enhancement (X), 

Other:  

	Detailed Description of Business Problem or Business Requirements: 

Implementation of Grid Grouper based authorization in PODS service. Current PODS service allows access to records bound to the specific authentication credential that is used to insert and maintain the record. This request is to modify PODS to utilize Grid Grouper for authorization. 

July 22, 2010, Update - Additional Information as Requested:

The current authorization model is that the only credential that may access a record is the credential of the submitter. Thus, a physician that enters a record is the only person that may read or edit the record. The authorization model needs to extend to the creation of a group of individuals (for example, a doctor, group of doctors or their staff) that may access a record. Functionally, this involves the use of the CSM to query if a credential is part of a group that is allowed access to a record and any associated changes to support access to authorized records.



	

	
Impact Analysis 
(completed by project manager)

	Project WBS Element
	Effort, Schedule, Quality

Impact
	Comments

	Development (ESD)
	Assumptions on ESD LOE

1) NES will need to change to support group-based enforcement.  The external policy will be grid grouper for now, but that may be extracted behind an abstraction called "external policy service."  The NES team would be responsible for modifying their architecture to have this group ability.  NES's architecture would be vetted by appropriate groups (CATs, governance, etc.) and we could reuse that.

2) PODS will (continue to be) a client to the changed NES.  
Estimated LOE assuming work is completed post refactor work and analysis artifacts flow as indicated above.

160 hours of work Total. (3-4 Man weeks)

	CTRP has had a major feature on their backlog for a long while now, called "Organizational Access."  Same motivation as George's suggestion, the restriction on single user is too restrictive.  The idea behind org access is that the ctrp data model ITSELF should be the model for who has access.  CTRP's information model has details like "PI works at Org X" and other person also works at Org X, so why not use that information to provide access control policy.  There has been a lot of discussion in the past about whether CTRP's information model or grid group is the right path forward.  The CTRP architecture & management team has been controlling that.  I believe it would be wise to draw on that team's collective experience in this area

No matter the path, this is a significant architectural change.  It's easy to say "replace local policy with remote policy enforcement," but at the code level there's a bunch of work here.  In a quick discussion with Steve M and Igor about this, they pointed out that the policy decision about who has access to the data would need to be shared/enforced by some CTRP services upon which PODS depends (remember, PODS would STILL depend on the core services even after refactoring), so this is a complicated cross-team change.



	Analysis 
	Approximately 48 - 60 hours of work, 
Need at least 3 x 1.5 hour sessions with George to complete the requirements gathering session/validation

This activity will affect the caEHR activities by reallocating 2 resources for a total of approximately 2- 2.5 days/wk for 3 weeks.  The analysis cannot be done in isolation of other caEHR activities.  


	Enhancement Request – “GRID Grouper” – as I understand the use case, it is to enable the record steward to access all of the treating physician’s records within a treatment site for which they are responsible to record outcomes.  In order to do so, it is suggested that the GRID Credentials be modified to handle this requirement.  
Note: During the SSI activities, this was discussed with George that the record steward would need to have more than one account (GRID account) to retrieve records in a multi-provider practice.  George agreed that the constraint was that the user would be from a single provider office.
· Additional analysis needs to be conducted for this enhancement.  Documentation of the requirements needs to be generated to ensure that the Use case is fully understood.
· We need to understand how changes to NES are governed, do we need to provide the UCs to another team to ensure that if changes are made in the services that the requirements for PODS will continue to be met – i.e., how do we ensure that there is traceability to the PODS use of GRID Services?
· What are the privacy issues – are they covered in the GRID Grouper processes?   This needs to be further analyzed.


	Quality
	17 days Effort (1.5 – 2 )
	

	
	
	

	Reviewed by: CCB
	Date: 6/16/2010

	In Scope Change  (  )          Out of Scope Change  (  )

	
	
	

	
Risk Analysis 
(completed by project manager)

	Risk Identification:
	1. Enhancement may benefit larger CBIIT portfolio of NES services, however Analysis and Architectural assessments should be completed. 

2. If this enhancement is carried out prior to the re-factor of PODS dependencies on the CTRP project will continue to challenge both caEHR and CTRP teams 

	Risk Response:
	

	
	
	

	
Assumptions
(completed by project manager)

	1. The request is a necessary enhancement, but there is no specific business driver or specific delivery associated with this request.

2. Quality effort was established based on SS Project 1.



	
	
	

	
Project Sponsor or CCB Decision
(completed by project sponsor)

	CCB Rating:  Critical (  ), Major (  ), Minor (  ), New Feature (  )

	Approve (  ), Approve w/Conditions (  ), Reject (  ), Request more info (  )

	Accepted (Project Sponsor) Signature: 

	Date: 

	Implement no later than:

	JIRA Studio #:


Instructions for Submitter 
1. The top section of the form titled Submitter Information is to be completed by the user requesting the change.  Please be sure to fill out all fields, with the exception of Jira ID, which will be automatically generated upon entry in the Change Management system.  
· Change Short Title – brief title to reference the change request
· Submitter Name and Phone# - name and contact information for submitter
· Date – date change form is submitted
· Jira ID# - This will be automatically generated by the change management system.  

· Business Owner and Phone# -  name and contact information for business owner
· They would sign-off on the final LOE stating that the LOE addresses their business concerns. 

· CCB may engage them at specific stage gates throughout the process to ensure the LOE is tracking against the originally stated business needs.
· Organization – submitter’s organization (I.e. CBIIT, NCCCP site name, etc.)
· Project – caEHR or other project, I.e. CTRP
· Date Required – date when the requested change is needed by submitter/organization
· Priority – This is the rating of the submitter. Justification of this rating must be provided in the detailed description field.
· Reason for Change

· Bug Fix: A bug is when a documented and approved requirement does not function as outlined in the project documentation.

· Enhancement: An enhancement is a request for additional functionality that is not already part of the documented and approved requirements or in scope for future project delivery.

· Detailed Description of Business Problem or Business Requirements – Submitter must provide details of the business problem or provide the business requirements for the requested enhancement as well as justification for the request and priority rating supplied.    
2. Email the completed form to caEHR_PMO@list.nih.gov.  
3. The Change Control Board (CCB) will review the form, performing impact assessments and risk assessments. In some cases, the submitter may be required to attend a meeting of the CCB.  
4. The form will be returned with a Decision of one of the following:
· Approve – change request has been approved as submitted

· Approve with conditions – change request has been approved with some documented conditions

· Reject – change request has been rejected for the stated reasons

· Request more info – the change request did not contain enough information for the CCB to come to a decision;  more information is needed from the submitter and will be re-reviewed once the submitter provides the requested information
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