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1 Introduction

This test approach document describes the appropriate strategies, process, workflows and methodologies used to plan, organize, execute and manage Quality Assurance aspects of the Center for Biomedical Information and Information Technology (CBIIT) Ambulatory Oncology Electronic Health Record (caEHR) project.

1.1 Project Overview
The goal of the caEHR project is to support the Ambulatory Oncology sector, in the delivery of improved patient care through the development of consensus based health IT standards and solutions that meets this sector unique EHR needs.
1.2 System Overview
The caEHR project will develop service specifications that will be adopted in the Ambulatory Oncology sector to meet the unique EHR needs of that sector to provide improved patient care.

1.3 Document Overview
This Master QA Plan defines the overall systems quality assurance approach for caEHR.  The main focus is to provide a description of the activities related to Compliance, Verification and Validation that will be undertaken on the project to assure a high level of quality.  In addition, the plan provides information on the organizational context in which the QA activities will be performed.

1.4 Relationship to Other Documents/Plans
This document references several other internal and external documents.

The following external documents comprise the regulatory compliance requirements for the project (temporarily out of scope as of TO 10-ST1075):

· Title 21 of the Code of Federal Regulations Part 11; Electronic Records; Electronic Signatures (21 CFR Part 11)

· The Health Insurance Portability and Accountability Act (HIPAA)

· Section 508 of the Rehabilitation Act of 1973

The following NCI internal document describes the set of artifacts required to define and determine that the services conform to enterprise architecture specification and are compliant with the CBIIT Services-Aware Interoperability Framework (SAIF) Implementation Guide (IG) (note: at the time of this publication this document is under development)

This plan references the following Test Plans:

· 21 CFR Part 11 Compliance Test Plan

· HIPAA Compliance Test Plan

· Section 508 Compliance Test Plan

· SAIF IG Compliance Test Plan

· Verification Test Plan

· Validation Test Plan
1.5 Scope
1.5.1 In Scope

The caEHR Master QA Plan defines the overall systems quality assurance approach as well as various levels of testing.  The test scope includes the following:
· caEHR services as listed in Appendix A

· Verification Testing

· Requirements Testing

· Architecture Specification Testing

· Design Specification Testing

· Software Testing and Automation

· SAIF IG compliance

· Quality Assurance of deliverables

· Testing of all specifications: Requirements, Architecture, Design

· Testing of all functional requirements

· Testing of all non-functional requirements (scalability, security etc.), except performance testing which was placed out of scope by Task Order 10-ST1075
· Conformance Statement testing

· Testing of that all conformance statements are met by the implemented software

· End-to-end testing and testing of interfaces of all systems that interact with the caEHR

· Deployment-specific scenario testing

· Validation Testing

· Deployment Testing

· User Acceptance Testing (QA will provide support to the Deployment Team)

· Patient Outcomes Data Service (PODS)

· Validation of PODS application via web browser to include:

· Ability to self register in the PODS application (requires having previously obtained a set of grid credentials)
· Validation of user interface security – to include user access
· Full application functional testing (both positive and negative) via the web browser interface
· Validation of data access restrictions
· Validation of Credential Delegation Service (limited to validation of Credentials shown in GAARDS user interface - Grid Authentication and Authorization with Reliably Distributed Services: http://wiki.cagrid.org/display/gaards/Home )
· Validation of the PODS Grid Services to include:

· Testing of All PODS Grid services (create user, etc)

· Validation of Grid Security to include user access
· Validation of data access restrictions
1.5.2 Out of Scope

The following are considered out of scope for caEHR Master QA Plan and scope:

· Process Quality Assurance

· QA of business processes used in deployment.

· Overall caEHR project processes are under the authority of the Project Management Office (PMO)

· Items moved out of scope as a result of Task Order 10-ST1075:

· 21 CFR Part 11 technical requirements 

· HIPAA compliance

· 508 compliance (Section 508 of the Rehabilitation Act)

· Performance and load testing.

1.6 Quality Objective

1.6.1 Primary Objectives
There are two primary objectives: 

1) Fully validate the caEHR system and specifications to ensure that it meets specific regulatory and CBIIT organizational-level directives. 

2) Ensure that the system and specifications meet all of the functional and Non-functional requirements.

In support of these objectives, produce specific metrics such that collectively they establish quantifiable level of quality of the release. These include requirements traceability to the test case level, Test coverage of Requirements and Code, defects, issues etc.

At the end of the project development cycle, the stakeholders will have enough information to determine if the project has met all of their stated requirements. 
1.6.2 Secondary Objectives
The secondary objective related to the delivery of a quality caEHR system and specifications will be to: identify and expose all issues and associated risks, communicate all known issues to the project team, and ensure that all issues are addressed in an appropriate matter before release.  As an objective, this requires careful and methodical verification of the artifacts and testing of the application to first ensure all areas of the system and/or its components are scrutinized and, consequently, all issues (defects) found are dealt with appropriately.  

1.7 Roles and Responsibilities

1.7.1 PMO – Project Management Office

Responsible for:

· Assuring timely delivery the system/application

· Managing schedule and resources within project constraints
· Enforcing proper software development practices
· Providing adequate status reporting and project visibility to stakeholders
1.7.2 Analysis DSL/Stream

Responsible for:

· Developing Use cases and requirements in collaboration with the key stakeholders.  These will be used as the basis to define the service specifications (including the Conceptual Functional Service Specification, Platform Independent and Platform-specific specifications).

· Identifying and documenting functional and non-functional requirements in Use Cases (which are composed of various modeling artifacts) for tracking through architecture, development and testing

1.7.3 Architecture DSL/Stream

Responsible for:
· Developing the Conceptual Functional Service Specification (CFSS)

· Developing the Platform Independent Model (PIM) and Platform-specific (PSM) service specifications

· Architectural Non-functional requirements

NOTE: The service specifications will also contain the functional and non-functional requirements of the service in the terms of conformance statements. These conformance statements represent the testable requirements of the service. Conformance statements should be traceable back the original use cases and requirements.
1.7.4 Development DSL/Stream
Responsible for:
· Developing the SAD – Software Architecture Document

· Completing the PSM – Platform Specific Model (modified as required during the course of development activities)

· Developing the system/application or services
· Conducting unit and integration testing, including creation of associated test scripts
1.7.5 Deployment DSL/Stream

Responsible for:
· Collecting Deployment use cases and requirements for each site and assuring they are adequately reflected in the project’s analysis artifacts

· Describing the Deployment scenarios for each site

· Executing the Deployment at each site

· Managing the interaction with the NCI/CBIIT-designated Cancer Center (known as NCI Community Cancer Center Program (NCCCP) selected and funded by CBIIT to undertake formal adoption, or adaptation of caEHR artifacts (specifications or software):
· Contribute to Use case, requirement development through review

· Unique and specific requirements for their site 

· Deployment at their site

· Conduct Full User Acceptance, and end-to-end testing; this includes identifying testing scenarios, building the test scripts, executing scripts and reporting test results

1.7.6 QA DSL/Stream

Responsible for:
· Developing the QA Plans
· Conducting Component and System testing, including creation of associated test scripts

· Conducting Beta user acceptance testing
· Supporting user acceptance testing for each site
1.8 Assumptions
· Requirements baseline has been established for a given cycle (sprint/iteration/release).
· Architecture baseline has been established for a given cycle (sprint/iteration/release).
· For software to pass Test Readiness Review (TRR) milestone, the Developer team has completed unit and development integration testing, and met all of the baseline Requirements for that cycle. 
· User Acceptance testing will be coordinated by the Deployment team and will be conducted by End-users at deployment site with assistance from QA team 
· Test scripts are developed, reviewed and approved.

1.9   Constraints 
· QA team must work from a baseline set of artifacts.
· Test scripts must be approved by Test Lead prior test execution
1.10   Definitions

Adapters – End users who will use a part of the system and/or services

Adopters – End users who will use the system when it is deployed at a deployment site.

Baseline – a set of requirements or specifications that can serve as a comparison or control.

Component tests – Focused on web services, generally verify more than one class and, typically, rely on external dependencies such as a database.  The QA team performs Component Testing.
Defect – Any error that cause the software/application or hardware to malfunction. That is also included in the requirements and does not meet the requirements, specified workflow, process or function point.

Deployment testing – testing of the system for a particular site deployment.  This effectively covers acceptance testing. User Acceptance testing will be coordinated by the Deployment team and will be conducted by End-users at deployment site with assistance from QA team.
Enhancement: 

1) Any alteration or modification to the existing baseline with a new baseline for better workflow and process. 

2) An error or defect that causes the software/application or hardware to malfunction.

Where 1) and 2) is NOT included in the requirements can be categorized as an enhancement with changing the baseline.

Development Integration testing – is the testing process the development team follows to integrate an individual developers code into a final build.

QA Integration testing – is performed at a use case level to ensure webservices work together in preparation for release.  On the caEHR project QA Integration testing is part of System Testing.

Load testing – tests to ensure the scalability of the system by executing sufficiently high transaction volumes.  Load testing is often included with performance testing.

Performance testing – determines that the system will function within acceptable response time and transactions load requirements.
Regression testing – Performed by the Development and QA teams when changes are made to a set of software and a suites of tests are repeated to ensure the software changes have not broken another part of the overall system.  To a significant extent the CI environment automates regression testing..
Security Testing – includes verification of confidentiality, authentication, and authorization.  caEHR security testing will be performed in HIPAA Compliance testing and more generally during System Test non-functional requirements testing.

Test Case – (also called a test specification) is a procedure that exercises the application in specific way to verify a predictable expected result.

Test Plan – A guidance document that outlines how the testing activities will be managed and performed.

Unit tests – Fast running tests that typically test individual classes that don’t have heavy external dependencies like databases.  Unit tests are exclusively created and executed by the Development team. 
Validation Testing – the design and execution of test cases to determine that the system performs as specified when it is deployed and delivered to adopters.
Verification Testing – the process of assuring that the correct software or system is being built throughout the Development Phase.
2 QA Tasks

2.1 QA Plan Summary

In this section we provide overview of the tasks caEHR QA team will be performing.

1. Compliance Testing – assessment and gap analysis of caEHR’s level of compliance with the project specifications listed in section 3.

2. Verification Testing – assessment that the project artifacts meet the requirements of the internal and external consumers for the project.  The artifacts to be tested are listed in section 4:
· Requirements Testing

· Architecture Specification Testing

· Design Specification Testing

· Software Testing and Automation.

3. Validation Testing – design and execution of test cases to verify that the system performs as specified.
· Deployment Testing

· User Acceptance Testing (with support from QA).

2.2 QA Artifact Summary

In this subsection all QA related artifacts from the Project Artifact log are listed with indication of which section of testing the artifact is related to (Compliance, Verification, or Validation):

	Artifact Log #
	Artifact Name
	QA Plan Testing Section
	RFP Deliverable Reference
	Key inputs / Dependencies
	Expected Content

	76
	Master Test Plan
	All
	Test plan document
	Scope/Vision, SAD
	This document

	75
	Review of Smoke Tests
	Verification (Component)
	None
	Unit test cases and smoke tests
	Smoke test scripts

	77
	Component Test Plans
	Verification (Component)
	Test plan document
	Iteration plan, Sprint plan, Sprint req’s
	Test plan for the sprint level req’s

	78
	Component Test Cases
	Verification (Component)
	Test case document
	Component Test Plan
	Test cases for the sprint level requirements

	79
	Component Test Automation Scripts
	Verification (Component)
	None
	Component Test Cases
	Automation scripts

	80
	Component Test Report
	Verification (Component)
	Integration Report
	Component test execution & environment
	Defects, issues, execution log

	81
	System Test Plan
	Verification (System)
	Test plan document
	Scope/Vision, SAD, Release Plan
	Test plan for the entire system, its components and interactions

	82
	System Test Cases
	Verification (System)
	Test case document
	System Test Plan
	Overall system level test cases

	83
	System Test Automation Scripts
	Verification (System)
	None
	System Test Cases
	Automation scripts

	84
	System Test Report
	Verification (System)
	System test report
	System test execution, System test environment
	Defects, issues, execution log

	85
	Performance/Load/Stress Test Plan
	Verification (Performance)
	Test plan document
	Non-functional req’s, functional requirements
	Perf./load/stress benchmark targets

	86
	Performance/Load/Stress Test Cases
	Verification (Performance)
	Test case document
	System Test Plan
	Test cases for performance testing
Deferred: TO 10-ST1075

	87
	Performance/Load/Stress Test Automation Scripts
	Verification (Performance)
	None
	System Test Cases
	Automation scripts
Deferred: TO 10-ST1075

	88
	Performance/Load/Stress Test Report
	Verification (Performance)
	System test report
	System test execution, System test environment
	Defects, issues, execution log
Deferred: TO 10-ST1075

	89
	QA Test Summary Report
	Verification
	Summary Report
	Component, System & Performance tests
	Summary of release level QA and testing activities

	90
	Deployment Scenario x Test Plan
	Validation
	Test plan document
	Deployment Scenario x use cases
	Test plan to verify deployment scenario, environment req’s & deployment

	91
	Deployment Scenario x Test Cases
	Validation
	Test case document
	Deployment Scenario x Test Plan
	Test cases for the deployment scenario level requirements

	92
	Deployment Scenario x Test Report
	Validation
	Staging report
	Deployment Scenario x Test Cases
	Defects, issues, execution log

	93
	Deployment Scenario x UAT Plan
	Validation
	Test plan document
	Deployment Implementation Plan
	Test plan to verify deployment scenario, environment req’s & deployment

	94
	Deployment Scenario x UAT Cases
	Validation
	Test case document
	Deployment Scenario x UAT Plan
	Test cases for the deployment scenario level requirements

	95
	Deployment Scenario x UAT Report
	Validation
	UAT report
	Deployment Scenario x Test execution
	Defects, issues, execution log

	96
	Requirements Test Plan
	Verification
	Test plan document
	Functional & non-functional requirements
	

	97
	Requirements Test Report
	Verification
	System test report
	Requirements Test Plan
	

	98
	Architecture Test Plan
	Verification
	Test plan document
	SAD
	

	99
	Architecture Test Report
	Verification
	System test report
	Architecture Test Plan
	

	100
	Design Test Plan
	Verification
	Test plan document
	Design documents, XML models
	

	101
	Design Test Report
	Verification
	System test report
	Design Test Plan
	

	102
	SAIF Compliance Test Plan (CFFS, PIM, PSM)
	Compliance
	Test plan document
	CFSS, PIM, PSM
	

	103
	SAIF Compliance Test Report (CFFS, PIM, PSM, Implementation)
	Compliance
	System test report
	SAIF Compliance Test Plan
	

	104
	Requirements Traceability Report
	Compliance
	System test report
	
	

	105
	Validation Plan – 21 CRF Part 11
	Compliance
	Test plan document
	Non-functional requirements
	Relevant test plan, test cases.

	106
	21 CFR Part 11 Compliance Test Report
	Compliance
	System test report
	21 CRF Part 11Validation Plan 
	Compliance report
Deferred: TO 10-ST1075

	107
	HIPAA Compliance Test Plan
	Compliance
	Test plan document
	Non-functional requirements
	Relevant test plan, test cases.

	108
	HIPAA Compliance Test Report
	Compliance
	System test report
	HIPAA Compliance Test Plan
	Compliance report
Deferred: TO 10-ST1075

	109
	508 Compliance Test Plan
	Compliance
	Test plan document
	Non-functional requirements
	Relevant test plan, test cases



	110
	508 Compliance Test Report
	Compliance
	System test report
	508 Compliance Test Plan
	Compliance report
Deferred: TO 10-ST1075


3 Compliance Testing

caEHR has project-level requirements to comply with regulatory, organizational and technical requirements. The areas of compliance are outlined below. Each subsection below will be elaborated with a separate plan. 



These items were deferred out of scope by Task Order 10-ST1075

3.1 21 CFR Part 11 Compliance

The 21 CFR Part 11 Compliance Test Plan will describe QA’s process to assure that the system and webservices to be implemented for caEHR are compliant with the technical requirements of the legislation.

3.2 HIPAA Compliance

The HIPAA Compliance Test Plan will describe QA’s process to assure that the system and services to be implemented for caEHR are compliant with the privacy and security requirements of HIPAA (Health Insurance Portability and Accountability Act)
3.3 508 Compliance

The Section 508 Compliance Test Plan will describe QA’s process to assure that the system and services to be released for the Reference Implementations are compliant with the accessibility requirements of Section 508 of the Rehabilitation Act
3.4 SAIF IG Compliance

The SAIF IG Compliance Test Plan will describe QA’s process to assure that the system and services, including:

· Verifying that the project’s implementation guide documentation complies with the caEHR implementation of SAIF

· Ensuring that the service specifications can be tested

· Ensuring the placement of information is at appropriate layer of the stack

· Validating conformance assertions made by an instance of the software meet conformance statements.
4 Verification Testing

Verification Testing is the process of assuring that the correct software or system is being built throughout the elaboration and construction phases.  It involves assuring that the software engineering artifacts, which describe the system to be delivered, define the system thoroughly and correctly. These artifacts must meet the needs of the external customers who will use the systems and must also meet the needs the internal customers (other groups within the project team) that will use those artifacts to perform subsequent activities.  It also involves execution of component, system and performance test cases during each sprint and iteration to incrementally assure that the product performs correctly.

Security testing, which supports HIPAA compliance, is included in Verification Testing, specifically in the System Test activities.

A Verification Test Plan will outline the strategy, resources, schedule, environment, requirements traceability, results reporting and defect reporting for testing related to the artifacts listed in the following sections.
4.1 Requirements Testing

The Software Requirements Specification will be verified for completeness and correctness to assure that:

· The set of requirements that completely defines the functional and non-functional aspects of the system by tracing to approved vision/scope and available in an iterative/incremental fashion.

· Requirements are unambiguous
· Requirements are testable (measurable, coherent, consistent, complete, relevant)
· Each requirement is uniquely identified.

· A process exists for change management of requirements

· Requirements pertaining to the functions included in each iteration are baselined and traceable to use cases, specifications, code, and test cases.

· Requirements-related defects are trapped as early as possible

4.2 Architecture Service Specification Testing

The Architecture Specification will be verified for completeness and correctness to assure that the:

· Service Specification maps to requirements (functional or non-functional)

· Architecture supports non-functional requirements

· Behavioral specification is testable.

The CFSS, PIM and PSM will contain the functional and non-functional requirements of the service in the terms of conformance statements: 

· These conformance statements represent the testable requirements of the service.

· Conformance statements should be traceable back the original use cases and requirements.

· Each conformance statement will have specific tests created to test coverage.

4.3 Design Specification Testing

The Design Specification will be verified for completeness and correctness to assure that it:

· Maps to architecture service specification

· Maps to requirements specification (through the Service Specifications)

4.4 Software Testing & Automation

4.4.1 Component Test

Component Testing refers to the functional testing of each service independently to assure that it meets the requirements, adheres to the design specification and provides the correct expected results when exercised using set of test cases that test all of the requirements.
4.4.2 System Test

System test refers to the testing of services as they integrate with each other and/or other systems.  As services are developed, analysis activities will identify the integration between services and other systems that need to be tested. System Testing is system use case driven, focused on testing that the integration of the services effectively form a complete system. Security testing is included in system testing.
4.4.3 Automation

Test Automation will be used to the greatest extent possible.  The goal is to automate all test cases within an iteration so that the subsequent iteration will have a 100% automated regression test suite.  Test cases will be clearly documented so that they can be executed either manually or automatically.



This item was deferred out of scope by Task Order 10-ST1075

4.4.4 Performance and Load Testing

Performance requirements for each service and for the system will be defined as non-functional requirements.  A performance test tool will be used to generate sufficient user and transaction volumes to assure that the system meets or exceeds the requirements.
5 Validation Testing

Validation Testing is the design and execution of test cases to verify that the system performs as specified when it is deployed and delivered to adopters. Validation Test Plans will outline the strategy, resources, schedule, requirements traceability, results reporting and defect reporting for the levels of Validation Testing identified in the subsequent sections.

5.1 Test Case Priority Levels

caEHR QA will place an emphasis on automated testing, however, in the initial stages of development it is anticipated some manual testing will be required.  Within each project test “Sprint” manual testing will be prioritized based on the following test case priority levels:

Level 1
· Bare minimum happy path test. 

· Can also be termed as a smoke test. 

· This payload will contain all attributes/objects without which the operation would fail. 

· There will be one bare minimum happy path test defined for every operation

· The scenarios that fall under this level are:

· Valid Value test cases for all attributes/classes included in the minimum payload

· If a class (having a cardinality other than [1..1]) is not included in the minimum payload, then the Does Not Exist test case for that particular class only. DO NOT include test cases for the attributes within that class

· If a class is included in the minimum payload, then the Does Not Exist test cases for the attributes of that class which are not in the minimum payload.

Level 2 - This is broken down into 2 sections.

· Happy path test using the template payload. Template payload would be a payload with all attributes from the RMIM present in it. There will be one template payload per operation. This will test all the remaining Valid Value test cases not included in Level 1

· Scenario testing. Here the operations (using the template payload) will be executed in a certain sequence so as to emulate a use case

E.g. create > queryStatus > withdraw > queryStatus

Level 3
·  All the remaining testcases.

5.2 Deployment Testing

At this point during the initial ramp-up of the project, further discussions are required between the Quality Assurance and Deployment teams to define, at a high level, the interaction of the teams in producing deliverables and delivering the system.

5.2.1 Deployment Scenario Testing

For each deployment site, QA will assure that the software supports the deployment scenario.  This will involve the Analysis Stream consolidating the deployment site-specific requirements into analysis artifacts and the Environments Stream defining and provisioning a beta environment similar to the deployment site.  QA will verify the approved site-specific requirements against the beta environment.

5.2.2 Beta User Acceptance Testing

QA will develop site specific User Acceptance Test Cases and execute those in the site beta environment to ensure that UAT can be conducted successfully.

5.3 Deployment Site User Acceptance Testing

QA will coordinate with the Deployment Stream and each deployment site to support the User Acceptance Test.

6 Defect Management

See the caEHR Defect Management Process document for a detailed description of defect Management within the caEHR project.

6.1 Defect Reporting

The project shall have a “closed-loop” defect reporting system.  The system will allow for any member of the team to open a defect.  Defects will go through a project level review process where they will be assigned a Severity and Priority.  Typically, defects are “passed” by a member of the QA team after they have verified the corrective action.  The appropriate DSL can then close the defect.  There will be project guidelines on who, other than QA, can close a defect and for what reasons.

Defect Severity and Priority fields are both very important for categorizing defects and prioritizing if and when the defects will be corrected.  The defect Severity and Priority levels will be defined as outlined in the following tables below.  QA will assign a severity level to all defects (see Section 6.2).

Severity defines the nature of the defect and its affect on the system’s suitability for delivery.  Severity will not change.  Priority is defines a defects importance relative to other defects, overall project needs, code impact considerations or many other factors.  Priority of a defect can change throughout its life as code development is being managed.
The DSLs from each area will participate in defect review meetings to assign the priority of all currently active defects.  This meeting will be known as “Defect Triage Meetings”.  The QA DSL is responsible for setting up these meetings on a routine basis to address the current set of new and existing but unresolved defects.

6.2 Defect Severity and Priority Definition

The DSLs from each area will participate in defect review meetings to assign the priority of all currently active defects.  This meeting will be known as “Defect Triage Meetings”.  The QA DSL is responsible for setting up these meetings on a routine basis to address the current set of new and existing but unresolved defects.
A Release Criteria definition is provided to simplify the decision process in determining whether a defect prohibits the implementation of a release. (The terms for each Severity and Priority level will need to be harmonized between Quality Center and JIRA and therefore may change.)
6.2.1 Severity List

	Severity ID
	Severity Level
	Severity Description

	5
	Blocker
	Blocks development and/or testing work, production could not run.

	4
	Critical
	Specification does not trace to the appropriate artifact.

The module/product crashes or the defect causes non-recoverable conditions. System crashes, GP Faults, or database or file corruption, or potential data loss, program hangs requiring reboot are all examples of a Sev. 4 defect.

	3
	High
	Specification is not consistent with scope definition for a given phase (sprint, iteration, release).

Major system component unusable due to failure or incorrect functionality.  Sev. 3 defects cause serious problems such as a lack of functionality, or insufficient or unclear error messages that can have a major impact to the user, prevents other areas of the app from being tested, etc.  Sev. 3 defects can have a work around, but the work around is inconvenient or difficult.

	2
	Medium
	Specification has inconsistencies with other specifications.

Incorrect functionality of component or process.  There is a simple work around for the defect if it is Sev. 2.

	1
	Minor
	Documentation errors or signed off severity 2 defects.


6.2.2 Priority List

	Priority ID
	Priority Level
	Priority Description

	5
	Must Fix
	This defect prevents release of the product. The defect must be remedied to allow the product to be released.

	4
	Should Fix
	These are important problems that should be corrected as soon as possible.  It would be an embarrassment to the project if this defect shipped.

	3
	Fix When Have Time
	The problem should be fixed within the time available.  If the defect does not delay shipping date, then correct the defect.

	2
	Low Priority
	It is not important (at this time) that these defects be addressed.  Fix these defects after all other defects have been fixed.

	1
	Trivial
	Enhancements/ Good to have features incorporated- just are out of the current scope.


6.2.3 Release Criteria

The following release criteria must be met before a release can be implemented:

· Traceability shows that all requirements have been addressed, 

· All test cases have been executed at least once, 

· % of failed test cases is less than 10%,

· Defects for which the product of Severity and Priority (Severity X Priority) is greater than or equal to 20.  This definition is provided because the use of both Severity and Priority in categorizing defects may lead to debate on the relevance to release implementation.

7 Schedule

The overall schedule is part of the master plan maintained by PMO. Individual plans will also provide more details on schedule and deviations.

The overall schedule is the responsibility of the QA DSL. The schedule is maintained as part of the overall caEHR Project Plan in MS Project.

8 Metrics

8.1 Metrics Reported
The following QA metrics will be tracked and reported:

· Test Case design progress

· Test cases written by operation within webservice

· Non-functional requirements test cases by webservice

· Test Case execution progress

· Test case pass/fail

· Defects Opened/Closed and Defects Management progress tracking

· Based on the caEHR Defects Management Process record the status of defects as they move through the process: triage review, duplicate, open, fixed, re-tested/closed

· Requirements Traceability/Coverage

· Complete requirements traceability will provide the ability to track test cases written/executed and defects found to the original requirements.  This will allow an assessment of test case coverage over the entire system.

8.2 Tools Used for Metrics and Defect Tracking
· JIRA will be the central caEHR location for all defects.  JIRA Studio is the hosted software development suite used by caEHR to support the Agile development process.

· HP Quality Center (QC) will be used for test case management, which includes a defect tracking tool as well.  Defects will be entered by QA into the QC defect tracker, and a synchronizer called JIRA Bridge will be used to create corresponding JIRA issues that are synchronized both ways as updates are made.

· Monitoring Continuous Integration environment code quality: The caEHR Continuous Integration environment will use Sonar, an aggregate code analysis tool, to provide dashboard reporting on source code quality. Sonar reporting for the caEHR project can be found at http://ci.caehr.net:48080/sonar/
· Hudson, the Continuous Integration open-source build server, has a variety of plug-ins available (http://ci.caehr.net:48080/hudson/pluginManager/available ) which may assist reporting of pass/fail information.  In particular, the Radiator View Plug-in may automate reporting of CI metrics.
9 Training

Training for QA team members will be identified and provided as required.  The QA team is composed of resources with diverse testing expertise. A primary method of training will be have personnel with specific expertise provide informal training sessions to allow training to be as responsive as possible to the Agile project environment.

In addition to QA team members, other members of the project may require detailed understanding of QA tools and processes beyond what is available in the various QA plan documents.  The QA team will provide specific sessions for other project members when the training needs are identified.

10 QA Project Organization

This section would benefit from narrative as to what is being presented – interactions and responsibilities 
10.1   Team Structure

10.2   Compliance Team
Interactions:

· Analysts

· Architects

· Development

· Deployment 

Responsibilities:

· 21 CFR Part 11 compliance

· HIPAA Compliance

· Section 508 Compliance

· SAIF Compliance

· Requirements Verification

· Architecture Verification

· Design Verification

10.3   Verification – Functional Test Team
Interactions:

·  Analysts

· Architects

· Development

Responsibilities:

· Component testing: Primarily focused on one Service and its related UI

· System testing: Interaction and interoperability among services and UI

10.4   Validation – Deployment & UAT Team

Interaction:

· Deployment

· Site Personnel 

Responsibilities:

· Deployment Scenario Testing: 

· Beta UAT

· UAT

10.5   Test Automation and CI Team
Interactions:

·  Architect

· Development

· Other QA Teams

Responsibilities:

· Tool setup, administration, and integration

· Functional test automation

· Performance testing

Appendix A – caEHR Services to be Developed

The following Services are being developed or utilized in the caEHR project:

	Service
	Target Iteration/Sprint Completion

	Referrals
	TBD

	Outcomes Management
	TBD

	Allergy
	TBD

	Authorization
	TBD

	Clinical Statements
	TBD

	Consent
	TBD

	Consult Note
	TBD

	Decision Support
	TBD

	Discharge Summary
	TBD

	Drug
	TBD

	Fulfillment Management
	TBD

	History and Physical
	TBD

	Image Management
	TBD

	Image Study Management
	TBD

	Immunizations
	TBD

	Lab Management
	TBD

	Medication
	TBD

	Order Request Management
	TBD

	Pharmacy
	TBD

	Problem Service
	TBD

	Procedure History
	TBD

	Scheduling
	TBD

	Specimen Management
	TBD

	Treatment Plan Management
	TBD
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