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3.2 Oncology-Specific Requirements

	Category
	Category Description
	Criteria
	Response

	Treatment Plan
	Automated and/or interactive care planning support incorporating core data elements
	The system shall display provider demographics including referring physician and primary care provider.
	 

	 
	 
	 
	 

	 
	 
	The system shall display patient primary and secondary diagnoses, using ICD-9, ICD-10 or other more clinically relevant system.
	 

	 
	 
	 
	 

	 
	 
	The system shall provide the ability to determine, document, and/or revise primary and secondary tumor staging:
	 

	 
	 
	•AJCC for relevant diagnoses, tumor registry staging system for other diagnoses
	 

	 
	 
	• Disease status at each course of therapy
	 

	 
	 
	 
	 

	 
	 
	The system shall provide a field which will identify:
	 

	 
	 
	•Site/histology/pathology findings (menu-driven by disease)
	 

	 
	 
	•Intent/goals of therapy – adjuvant/curative vs. palliative
	 

	 
	 
	•Performance status
	 

	 
	 
	•List of co-morbid conditions expected to complicate chemotherapy
	 

	 
	 
	•Cancer surgical history
	 

	 
	 
	•Chemotherapy/biotherapy regimen planned
	 

	 
	 
	•Body surface area (BSA) and starting doses
	 

	 
	 
	•Duration of treatment and number of planned cycles
	 

	 
	 
	•Major toxicities associated with planned treatment
	 

	 
	 
	•Radiation therapy planned (or previously delivered)
	 

	 
	 
	•Pain assessment and supportive care needs (advanced cancer)
	 

	 
	 
	•Treatment on clinical trial
	 

	 
	 
	•Sites of disease monitored (advanced cancer)
	 

	 
	 
	 
	 

	Treatment Summary
	 
	The system shall provide a field which will identify:
	 

	 
	 
	•Patient demographics
	 

	 
	 
	•Chemotherapy/biotherapy delivered – intravenous and oral
	 

	 
	 
	• Number of cycles planned and administered
	 

	 
	 
	• Duration (date of first and last dose)
	 

	 
	 
	• Extent of dose reduction
	 

	 
	 
	•Reason treatment stopped
	 

	 
	 
	•Major toxicities experienced
	 

	 
	 
	•Hospitalization required for toxicity
	 

	 
	 
	•Disease status at completion of treatment
	 

	 
	 
	•Performance status at completion of treatment
	 

	 
	 
	•Coordination of follow up care
	 

	 
	 
	•Provider contacts
	 

	 
	 
	 
	 

	Clinical Documentation
	Oncology-Specific
	The system shall provide a clinician flow sheet that allows for the entry, modification, display and retrieval of relevant patient physiologic and clinical information including:
	 

	 
	 
	•All chemotherapy & non-chemotherapy medications
	 

	 
	 
	•Transfusions, tumor measurements, lab values including Pathology
	 

	 
	 
	•Physical findings including tumor measurements, imaging, relevant procedures
	 

	 
	 
	•Physician H&P, Nursing assessment, progress notes, consults, external documents
	 

	 
	 
	•Oncology-specific review of systems
	 

	 
	 
	•Documentation of investigational drugs
	 

	 
	 
	•Capture date of death
	 

	 
	 
	 
	 

	 
	 
	The system will have the ability to print a copy of the treatment plan and/or summary for the patient or other clinical provider.
	 

	 
	 
	 
	 

	 
	 
	The system will have the capability to provide other clinical documentation actions and functions including:
	 

	 
	 
	•Clinical guidelines
	 

	 
	 
	•Clinical pathways
	 

	 
	 
	•Documentation of clinical rationale and service lines provided
	 

	 
	 
	•End of life tools: Health care proxies, living wills, power of attorney
	 

	 
	 
	•Follow up/ Call Back management
	 

	 
	 
	•Template-based tools for Encounters and Visits (macros and expanded text)
	 

	 
	 
	•Patient handouts
	 

	 
	 
	•Audio/Video capture
	 

	 
	 
	•Episodes of care tracking
	 

	 
	 
	•Graphic, photos and sketch handling
	 

	 
	 
	•Handwriting recognition
	 

	 
	 
	•Multiple cancer diagnoses per patient
	 

	 
	 
	•Office notes and forms, customizable
	 

	 
	 
	•Voice recognition
	 

	 
	 
	 
	 

	Chemotherapy/Drug Management
	Tools and functionality to manage all aspects of Chemotherapy and Drug Management
	The system will have the ability to perform the following tasks and functions related to chemotherapy and/or drug management:
	 

	 
	 
	•Allergy checking
	 

	 
	 
	•Alternative medications - Identify/Recommend
	 

	 
	 
	•Chemotherapy balance sheet analyses
	 

	 
	 
	•Chemotherapy coding and reimbursement management
	 

	 
	 
	•Chemotherapy dosage calculator
	 

	 
	 
	•Chemotherapy inventory management
	 

	 
	 
	•Chemotherapy lifetime dose
	 

	 
	 
	•Chemotherapy order sets
	 

	 
	 
	•Chemotherapy regimens management
	 

	 
	 
	•Contraindication checking
	 

	 
	 
	•Decision support: drug interactions, allergies, and dx
	 

	 
	 
	•Drug-Drug interaction checking
	 

	 
	 
	•Electronic pharmacy system interface
	 

	 
	 
	•E-prescription and refill maintenance
	 

	 
	 
	•Flow Charts
	 

	 
	 
	•J codes compliance
	 

	 
	 
	•Medication lists, current and historical
	 

	 
	 
	•Pain management tools
	 

	 
	 
	•Payer formulary management
	 

	 
	 
	 
	 

	Metrics and Quality
	Outcomes Measurement
	The system will be able to produce one or more reports, both pre-determined and user defined, which allow executive and clinical leadership to evaluate quality and outcomes.  The reports should cover, but not be limited to the following factors:
	 

	 
	 
	•Cost-effectiveness analyses
	 

	 
	 
	•Patterns of care
	 

	 
	 
	•Practice population analysis
	 

	 
	 
	•Quality of life measurement
	 

	 
	 
	•Disease surveillance
	 

	 
	 
	•Timeliness of care measurement
	 

	 
	 
	•Scrubbed clinical and demographic data capabilities
	 

	 
	 
	•Financial analysis and reporting including utilization
	 

	 
	 
	 
	 

	Clinical Decision Support
	Decision Support
	The system will be able to provide, either internal to the application or external links to appropriate resources, additional clinical data, research and applications to support effective clinical decision-making, including:
	 

	 
	 
	•Differential diagnostic software integration
	 

	 
	 
	•Disease/symptom-based templates and automated pick lists
	 

	 
	 
	•Guideline, disease management and algorithm integration
	 

	 
	 
	•Health services research
	 

	 
	 
	•Internet library and searching services
	 

	 
	 
	•Medical calculators
	 

	 
	 
	•Nomograms
	 

	 
	 
	•Online textbooks and compendia integration
	 

	 
	 
	 
	 

	Clinical Trials and Research Support
	 
	The system shall provide tools for integration of, access to and/or support for research and clinical trials tools including:
	 

	 
	 
	•Clinical trials and basic science research tools (CaBIG)
	 

	 
	 
	•Controlled clinical vocabulary: SNOMED-CT, UMLS, CaBIG(NCI)
	 

	 
	 
	 
	 


3.3 Technology Requirements

	Category
	Category Description
	Criteria
	Response

	Enforcement of Confidentiality
	Enforce the applicable jurisdiction's patient privacy rules as they apply to various parts of an EHR-S through the implementation of security mechanisms.
	The system shall provide the ability to audit the date/time and user of each instance when a patient chart is printed by the system.
	 

	 
	 
	 
	 

	 
	 
	The system shall provide a means to document a patient's dispute with information currently in their chart.
	 

	 
	 
	 
	 

	 
	 
	The system shall provide the ability to identify all users who have accessed an individual's chart over a given time period, including date and time of access.
	 

	 
	 
	 
	 

	 
	 
	The system shall provide the ability to identify certain information as confidential and only make that accessible by appropriately authorized users. 
	 

	 
	 
	 
	 

	 
	 
	The system shall provide the ability to prevent specified user(s) from accessing a designated patient's chart.
	 

	 
	 
	 
	 

	 
	 
	When access to a chart is restricted, the system shall provide a means for appropriately authorized users to break the glass for emergency situations.
	 

	 
	 
	 
	 

	 
	 
	When access to a chart is restricted and the "break the glass" has occurred, the system shall provide the ability to audit this override.
	 

	 
	 
	 
	 

	Data Retention, Availability, & Destruction
	Retain, ensure availability, and destroy health record information according to organizational standards.
	The system shall provide the ability to retain data until otherwise purged, deleted, archived or otherwise deliberately removed. 
	 

	 
	 
	 
	 

	 
	 
	The system shall provide a method for archiving health record information.
	 

	 
	 
	 
	 

	 
	 
	The system shall provide the ability to retrieve information that has been archived.
	 

	 
	 
	 
	 

	 
	 
	The system shall provide the ability to log outgoing information exchange in an auditable form.
	 

	 
	 
	 
	 

	Extraction of Health Record Information
	Manage data extraction in accordance with analysis and reporting requirements.
	The system shall provide the ability to export (extract) pre-defined set(s) of data out of the system.
	 

	 
	 
	 
	 

	 
	 
	The system shall provide the ability to import data into the system.
	 

	 
	 
	 
	 

	 
	 
	The system shall provide the ability to specify the intended destination of the extracted information.
	 

	 
	 
	 
	 

	Concurrent Use 
	EHR system supports multiple concurrent physicians through application, OS and database.
	The system shall provide the ability for multiple users to interact concurrently with the EHR application.
	 

	 
	 
	 
	 

	 
	 
	The system shall provide the ability for concurrent users to simultaneously view the same record.
	 

	 
	 
	 
	 

	 
	 
	The system shall provide the ability for concurrent users to view the same clinical documentation or template.
	 

	 
	 
	 
	 

	 
	 
	The system shall provide protection to maintain the integrity of clinical data during concurrent access.
	 

	 
	 
	 
	 

	Clinical Documentation
	XDS Components
	The system shall provide the ability to support IHE ITI (Integrating the Healthcare Enterprise, IT Infrastructure) Framework: Document Source - Provide and Register Document Set.
	 

	 
	 
	 
	 

	Document Exchange
	XDS Components
	The system shall provide the ability to support IHE ITI (Integrating the Healthcare Enterprise, IT Infrastructure) Framework: Document Consumer - Query Registry Transaction, Retrieve Document Transaction.
	 

	 
	 
	 
	 

	 
	 
	The system shall provide the ability to support optional transactions for the Document Source Actor from the IHE ITI (Integrating the Healthcare Enterprise, IT Infrastructure) Framework.
	 

	 
	 
	 
	 

	 
	 
	The system shall provide the ability to support XDS.b Connectivity: Cross-Enterprise Document Sharing - Access an IHE XDS registry for clinical documents.
	 

	 
	 
	 
	 

	 
	 
	The system shall provide the ability to access, display, store, and send documents in a PDF format using Cross-enterprise scanned document Sharing.
	 

	 
	 
	 
	 

	Access Control 
	Authorship and Documentation 
	The system shall preserve incomplete note version at user log-out events or at elapsed time intervals configurable by the system administrator.
	 

	 
	 
	 
	 

	 
	 
	The system shall support the identification of original source author and date/time of documentation that is originated in prior encounters and brought into a current encounter using system functions. When system tools (examples are templates or defaults) are used to create an encounter note, the use of this mechanism should be retained in an edit trail for each portion of a note for which it was used.
	 

	 
	 
	 
	 

	 
	 
	The system shall have the ability to transmit clinical information to other information systems using standards that retain the available level of coding and structure, such as the HL7 Clinical Data Architecture.
	 

	 
	 
	 
	 

	 
	 
	The system shall audit the receipt of documents and capture and retain the author and source of the document.
	 

	 
	 
	 
	 

	Access Control 
	New Audit Function 
	The system's audit log should remain operational whenever the system is operational for any user functions when in operation except for unavoidable technical circumstances (e.g. software problems, technical failure, full storage capacity, etc.) Deletions or alteration of the contents of the audit log will not be allowed by users. System must support a user-friendly output version of the audit log for transmission, printing, or export, which shows all details of events.
	 

	 
	 
	 
	 

	Access Control 
	Access 
	The system shall provide the identify of the user and provide the ability to access, view and print patient data from previous admissions and/or office encounters by document type, identify of person and reason for access.
	 

	Consistent Time 
	Ensure that all of the entities that are communicating within the network have synchronized system clocks.
	The system shall be able to ensure that all of the entities that are communicating within a network have synchronized system clocks which is adhering to the standards identified and recommended by the Health Information Technology Standards Panel (HITSP)
	 

	 
	 
	 
	 

	Data Integrity Auditability
	Data Integrity 
	The system shall require documentation of the audit support functionality in the vendor provided user guides and other support documentation, including how to identify and retrospectively reconstruct all data elements in the audit log including date, time.
	 

	 
	 
	 
	 

	 
	 
	The system shall have the capacity to allow authorized entities read-only access to the EHR according to agreed upon uses and only as part of an identified audit subject to appropriate authentication, authorization, and access control functionality. Such access controls shall also support the applicable release of information protocols, local audit policies, minimum necessary criteria, and other contractual arrangements and laws, and require "auditor” be a supported class of user.
	 

	 
	 
	 
	 

	 
	 
	The system shall provide the ability to destroy, deactivate, or archive EHR data/records in a systematic way in accordance to industry standard (according to the EHR system owner’s policies and after legally prescribed retention periods).
	 

	 
	 
	 
	 

	 
	 
	The system shall have the capacity to allow authorized entities 'read-only' access to the EHR according to agreed upon uses and only as part of an identified audit subject to appropriate authentication, authorization, and access control functionality.
	 

	 
	 
	 
	 

	 
	 
	System will provide the capability to produce a business version of a clinical document which indicates a date/time/user stamp for each entry.    The methods used in the creation of the entry including but not limited to:
	 

	 
	 
	* Direct entry via integrated hardware keyboard or mouse
	 

	 
	 
	*Speech recognition
	 

	 
	 
	*Automated, machine-entered default information
	 

	 
	 
	*Precreated documentation via form or template
	 

	 
	 
	* Copy/import of an object including date/time user stamp of original author
	 

	 
	 
	*Copy forward previous note contents, including date/time user stamp of original author
	 

	 
	 
	* Dictation/transcription
	 

	 
	 
	*Import from an external system.
	 

	 
	 
	 
	 

	 
	 
	The system shall retain date/time/user stamp of original data entry person when data entered “on behalf” of another author.
	 

	 
	 
	 
	 

	 
	 
	The system shall retain date/time/user stamp for an assistant that is entering data that will subsequently be signed by a provider, retain the date/time/use stamp of the data entry person as well as the provider.
	 

	 
	 
	 
	 

	 
	 
	The system shall require retention of the original and amended note after “signature event” (including automatic “closing” of record).
	 

	 
	 
	 
	 

	Data Integrity Auditability
	Traceability
	The system shall provide a traceable and auditable path for the clinical documentation associated and substantiating billing/claim information.
	 

	Data Integrity Auditability
	National Provider Indicator 
	The system shall support the use of the National Provider Identifier or NPI in the EHR audit log to identify the individual provider or, in situations when an NPI is not available for an individual, a single unique internal provider identifier is assigned.
	 

	 
	 
	 
	 

	EHRs Traceability
	EHRs Traceability
	The system shall allow an authorized administrator to set the inclusion or exclusion of audited events based on organizational policy and operating requirements/limits,
	 

	 
	 
	 
	 

	EHRs Traceability
	Data Integrity-Documentation Traceability (Output)
	The system shall demonstrate the ability to generate and embed a transaction ID tracking number to patient chart outputs or exports, unique for each instance when a patient chart output/document is printed, electronically communicated, or otherwise exported.
	 

	 
	 
	 
	 

	Entity Identity Assertion
	Ensure that an entity is the person or application that claims the identity provided
	The system shall be able to support the assurance that an entity is the person or application that attests to the identity provided and be compliant with the standards identified and recommended by the Health Information Technology Standards Panel (HITSP)
	 

	 
	 
	 
	 

	Legal Business Record
	HITSP - standard nomenclature
	The system shall provide the ability to spell out UNITS, use Thousands and Millions as part of expressing large doses and allow the use of commas in doses expressed in thousands in dosage fields in medication orders and medication lists.
	 

	 
	 
	 
	 

	Manage Clinical Documentation
	Retention and archiving
	The system shall provide an administrative function allowing an administrator to set rules for data retention, automated archiving and data retrieval within minimum required by law.
	 

	 
	 
	 
	 

	Manage Sharing of Documents
	Standards-based specification for managing the sharing of documents
	The system shall be able to support the standards Technology Standards Panel (HITSP) on its HITSPTP13 Ver 1.0.1 document
	 

	 
	 
	 
	 

	Patient Identity
	Identity proofing
	The system shall provide the ability to access demographic information needed for clinician ordering, verification and medication administration. When SSN is documented within the EHR the first 5 digits should be blind and only the last 4 digits available to use for patient identification.
	 

	 
	 
	 
	 

	Secure Communication
	Secure Communication 
	The Secured Communication Channel Transaction provides the mechanisms to ensure the authenticity, integrity, and confidentiality of Transactions, and the mutual trust between communicating parties. Its objectives include providing:
	 

	 
	 
	Mutual node authentication to assure each node of the others’ identity
	 

	 
	 
	Transmission integrity to guard against improper information modification or destruction while in transit
	 

	 
	 
	Transmission confidentiality to ensure that information in transit is not disclosed to unauthorized individuals, entities, or processes
	 

	 
	 
	 
	 

	 
	 
	This Secured Communications Channel Transaction supports both application and machine credentials, and user machines (user nodes).
	 

	 
	 
	 
	 

	Security 
	Patient and Roles 
	The system shall record within each audit record the following information when it is available: (1) date and time of the event; (2) the component of the system (e.g. software component, hardware component) where the event occurred; (3) type of event (including: data description and patient identifier when relevant); (4) subject identity (e.g. user identity); and (5) the outcome (success or failure) of the event.
	 

	 
	 
	 
	 

	Security Warning notice
	 
	The system, prior to a user login, shall display a (configurable) notice warning (e.g. "The system should only be accessed by authorized users"). 
	 

	 
	 
	 
	 

	Access Control
	Security Access Control
	The system shall enforce the most restrictive set of rights/privileges or accesses needed by users/groups (e.g. System Administration, Clerical, Nurse, Doctor, etc.), or processes acting on behalf of users, for the performance of specified tasks.
	 

	 
	 
	 
	 

	 
	 
	The system shall provide the ability for authorized administrators to assign restrictions or privileges to users/groups.
	 

	 
	 
	 
	 

	 
	 
	The system must be able to associate permissions with a user using one or more of the following access controls: 1) user-based (access rights assigned to each user); 2) role-based (users are grouped and access rights assigned to these groups); or 3) context-based (role-based with additional access rights assigned or restricted based on the context of the transaction such as time-of-day, workstation-location, emergency-mode, etc.)
	 

	 
	 
	 
	 

	 
	 
	The system shall support removal of a user’s privileges without deleting the user from the system. The purpose of the criteria is to provide the ability to remove a user’s privileges, but maintain a history of the user in the system.
	 

	 
	 
	 
	 

	 
	 
	If role-based access control (RBAC) is supported, the system shall be able to provide role based access control that is in compliance with the HL7 Permissions Catalog.
	 

	 
	 
	 
	 

	 
	 
	If role-based access control (RBAC) is supported, the system must be capable of operating within an RBAC infrastructure conforming to ANSI INCITS 359-2004, American National Standard for Information Technology – Role Based Access Control.
	 

	 
	 
	 
	 

	Audit Security
	Audit
	The system shall allow an authorized administrator to enable or disable auditing for events or groups of related events to properly collect evidence of compliance with implementation-specific policies. 
	 

	 
	 
	 
	 

	 
	 
	The system shall be able to detect security-relevant events that it mediates and generate audit records for them. At a minimum the events shall include: start/stop, user login/logout, session timeout, account lockout, patient record created/viewed/updated/deleted, scheduling, query, order, node-authentication failure, signature created/validated, PHI export (e.g. print), PHI import, and security administration events.
	 

	 
	 
	 
	 

	 
	 
	The system shall record within each audit record the following information when it is available: (1) date and time of the event; (2) the component of the system (e.g. software component, hardware component) where the event occurred; (3) type of event (including: data description and patient identifier when relevant); (4) subject identity (e.g. user identity); and (5) the outcome (success or failure) of the event.
	 

	 
	 
	 
	 

	 
	 
	The system shall provide authorized administrators with the capability to read all audit information from the audit records in one of the following two ways: 1) The system shall provide the audit records in a manner suitable for the user to interpret the information. The system shall provide the capability to generate reports based on ranges of system date and time that audit records were collected. 2) The system shall be able to export logs into text format in such a manner as to allow correlation based on time (e.g. UTC synchronization).
	 

	 
	 
	 
	 

	 
	 
	The system shall be able to support time synchronization using NTP/SNTP, and use this synchronized time in all security records of time.
	 

	 
	 
	 
	 

	 
	 
	The system shall have the ability to format for export recorded time stamps using UTC based on ISO 8601. Example: "1994-11-05T08:15:30-05:00" corresponds to November 5, 1994, 8:15:30 am, US Eastern Standard Time.
	 

	 
	 
	 
	 

	 
	 
	The system shall prohibit all users read access to the audit records, except those users that have been granted explicit read-access. The system shall protect the stored audit records from unauthorized deletion. The system shall prevent modifications to the audit records.
	 

	 
	 
	 
	 

	Authentication Security 
	Authentication
	The system shall authenticate the user before any access to Protected Resources (e.g. PHI) is allowed, including when not connected to a network e.g. mobile devices.
	 

	 
	 
	 
	 

	 
	 
	When passwords are used, the system shall support password strength rules that allow for minimum number of characters, and inclusion of alpha-numeric complexity.
	 

	 
	 
	 
	 

	 
	 
	The system upon detection of inactivity of an interactive session shall prevent further viewing and access to the system by that session by terminating the session, or by initiating a session lock that remains in effect until the user reestablishes access using appropriate identification and authentication procedures. The inactivity timeout shall be configurable.
	 

	 
	 
	 
	 

	 
	 
	The system shall enforce a limit of (configurable) consecutive invalid access attempts by a user. The system shall protect against further, possibly malicious, user authentication attempts using an appropriate mechanism (e.g. locks the account/node until released by an administrator, locks the account/node for a configurable time period, or delays the next login prompt according to a configurable delay algorithm).
	 

	 
	 
	 
	 

	 
	 
	When passwords are used, the system shall provide an administrative function that resets passwords.
	 

	 
	 
	 
	 

	 
	 
	When passwords are used, user accounts that have been reset by an administrator shall require the user to change the password at next successful logon.
	 

	 
	 
	 
	 

	 
	 
	The system shall provide only limited feedback information to the user during the authentication.
	 

	 
	 
	 
	 

	 
	 
	The system shall support case-insensitive usernames that contain typeable alpha-numeric characters in support of ISO-646/ECMA-6 (aka US ASCII).
	 

	 
	 
	 
	 

	 
	 
	When passwords are used, the system shall allow an authenticated user to change their password consistent with password strength rules (SC 03.02).
	 

	 
	 
	 
	 

	 
	 
	When passwords are used, the system shall support case-sensitive passwords that contain type able alphanumeric characters in support of ISO-646/ECMA-6 (aka US ASCII).
	 

	 
	 
	 
	 

	 
	 
	When passwords are used, the system shall use either standards-based encryption, e.g., 3DES, AES, or standards-based hashing, e.g., SHA1 to store or transport passwords.
	 

	 
	 
	 
	 

	 
	 
	When passwords are used, the system shall prevent the reuse of passwords previously used within a specific (configurable) timeframe (i.e., within the last X days, etc. - e.g. "last 180 days"), or shall prevent the reuse of a certain (configurable) number of the most recently used passwords (e.g. "last 5 passwords").
	 

	 
	 
	 
	 

	 
	 
	The system shall support two-factor authentication in alignment with NIST 800-63 Level 3 Authentication.
	 

	 
	 
	 
	 

	Documentation Reliability
	Documentation
	The system shall include documentation that describes the patch (hot-fix) handling process the vendor will use for EHR, operating system and underlying tools (e.g. a specific web site for notification of new patches, an approved patch list, special instructions for installation, and post-installation test).
	 

	 
	 
	 
	 

	 
	 
	The system shall include documentation that explains system error or performance messages to users and administrators, with the actions required.
	 

	 
	 
	 
	 

	 
	 
	The system shall include documentation of product capacities (e.g. number of users, number of transactions per second, number of records, network load, etc.) and the baseline representative configurations assumed for these capacities (e.g. number or type of processors, server/workstation configuration and network capacity, etc).
	 

	 
	 
	 
	 

	 
	 
	The system shall include documented procedures for product installation, start-up and/or connection.
	 

	 
	 
	 
	 

	 
	 
	The system shall include documentation of the minimal privileges necessary for each service and protocol necessary to provide EHR functionality and/or serviceability.
	 

	 
	 
	 
	 

	 
	 
	The system shall include documentation available to the customer stating whether or not there are known issues or conflicts with security services in at least the following service areas: antivirus, intrusion detection, malware eradication, host-based firewall and the resolution of that conflict (e.g. most systems should note that full virus scanning should be done outside of peak usage times and should exclude the databases.).
	 

	 
	 
	 
	 

	 
	 
	The system shall include documentation that itemizes the services (e.g. PHP, web services) and network protocols/ports (e.g. HL-7, HTTP, FTP) that are necessary for proper operation and servicing of the system, including justification of the need for that service and protocol. This information may be used by the healthcare facility to properly configure their network defenses (firewalls and routers).
	 

	 
	 
	 
	 

	 
	 
	The system shall include documentation that describes the steps needed to confirm that the system installation was properly completed and that the system is operational.
	 

	 
	 
	 
	 

	Documentation Security
	Documentation
	The system shall include documentation available to the customer that provides guidelines for configuration and use of the EHR security controls necessary to support secure and reliable operation of the system, including but not limited to: creation, modification, and deactivation of user accounts, management of roles, reset of passwords, configuration of password constraints, and audit logs.
	 

	 
	 
	 
	 

	Technical Services Reliability
	Technical Services
	The software used to install and update the system, independent of the mode or method of conveyance, shall be certified free of malevolent software (“malware”). Vendor may self-certify compliance with this standard through procedures that make use of commercial malware scanning software.\
	 

	 
	 
	 
	 

	 
	 
	The system shall be configurable to prevent corruption or loss of data already accepted into the system in the event of a system failure (e.g. integrating with a UPS, etc.).
	 

	 
	 
	 
	 

	Technical Services Security
	Technical Services
	The system shall support protection of confidentiality of all Protected Health Information (PHI) delivered over the Internet or other known open networks via encryption using triple-DES (3DES) or the Advanced Encryption Standard (AES) and an open protocol such as TLS, SSL, IPSec, XML encryptions, or S/MIME or their successors.
	 

	 
	 
	 
	 

	 
	 
	When passwords are used, the system shall not display passwords while being entered.
	 

	 
	 
	 
	 

	 
	 
	For systems that provide access to PHI through a web browser interface (i.e. HTML over HTTP) shall include the capability to encrypt the data communicated over the network via SSL (HTML over HTTPS).
	 

	 
	 
	 
	 

	 
	 
	The system shall support protection of integrity of all Protected Health Information (PHI) delivered over the Internet or other known open networks via SHA1 hashing and an open protocol such as TLS, SSL, IPSec, XML digital signature, or S/MIME or their successors.
	 

	 
	 
	 
	 

	 
	 
	The system shall support ensuring the authenticity of remote nodes (mutual node authentication) when communicating Protected Health Information (PHI) over the Internet or other known open networks using an open protocol (e.g. TLS, SSL, IPSec, XML sig, S/MIME).
	 

	 
	 
	 
	 

	 
	 
	The system, prior to a user login, shall display a (configurable) notice warning (e.g. "The system should only be accessed by authorized users").
	 

	 
	 
	 
	 

	Inter-Domain Security
	Inter Domain
	The system shall be able to communicate identity information across domains and web services using standards based user authentication and access control.
	 

	 
	 
	 
	 

	 
	 
	When the system uses HITSP TP13 (IHE XDS) as a Document Consumer, the system shall be able to use the TP13 “Document Integrity” option. This may be a configurable parameter or may be enabled at all times.
	 

	 
	 
	 
	 

	Backup/Recovery Reliability
	Backup and Recovery
	The system shall be able to generate a backup copy of the application data, security credentials, and log/audit files.
	 

	 
	 
	 
	 

	 
	 
	The system restore functionality shall result in a fully operational and secure state. This state shall include the restoration of the application data, security credentials, and log/audit files to their previous state.
	 

	 
	 
	 
	 

	 
	 
	If the system claims to be available 24x7 then the system shall have ability to run a backup concurrently with the operation of the application.
	 


3.4 caBIG® Requirements
	Category
	Category Description
	Criteria
	Response

	Programming and Messaging Interfaces
	Computer programs and the people who write them are able to access resources from other programs through programming and messaging interfaces. Each of these interfaces responds to a particular syntax for its communications. Agreement upon standards for these interfaces is necessary to overcome barriers to syntactic interoperability.
	Programmatic access to query/retrieve data from an external resource is possible.
	 

	 
	 
	 
	 

	Vocabularies / Terminologies
& Ontology’s
	Biomedical information includes a substantial body of specialized concepts or meanings that are represented by terms. Agreement upon the basic concepts, terms, and definitions that are inherent in all biomedical information is essential for achieving semantic interoperability. Terminology development systems that use description logic are helpful tools for managing these concepts.
	Local vocabularies or publicly accessible controlled vocabularies are used
	 

	
	
	
	

	 
	 
	Vocabularies must include term names that meet caBIG VCDE workspace guidelines.
	 

	 
	 
	 
	 

	Common Data Elements
	Data that is collected on a given study or trial must be defined and described such that remote users of that data can understand what it means. These metadata descriptions are referred to as data elements, and are based on controlled terminologies. When many groups use the same Common Data Elements (CDEs), then larger-scale studies can be conceived, since consistency and comparability across sites, studies, and time becomes possible. CDEs are therefore critical constructs for semantic interoperability.
	Data element descriptions are maintained with sufficient definitional depth to enable a subject matter expert to unambiguously interpret the contents of the resource without contacting the original investigator.
	 

	
	
	
	

	 
	 
	Data elements are built using controlled terminology.
	 

	
	
	
	

	 
	 
	Metadata is stored and publicized in an electronic format that is separate from the resource that is being described.
	 

	 
	 
	 
	 

	Information Models
	Individual types of data are rarely collected or presented in isolation. Rather, they are assembled into a contextual environment that includes closely and more distantly associated data and information. These associations and relationships can be represented in the form of an information model. These models convey both a human and a machine readable representation of the contextual environment of data in an information resource, and are important for achieving the highest degree of semantic interoperability.
	Diagrammatic representation of the information model is available in electronic format.
	 

	 
	 
	 
	 


