ESSRT - Use Case Analysis Form
	Requesting Domain
	caLIMS v2
	Contact Name
	Jenny Kelley

	Use Case Name
	Attribute Level Security

	Use Case Description
	caLIMS v2 has the requirement for attribute level security on attributes of entities Person, Organization, and their Structural/Functional roles.   Only certain properties of an Entity Instance can be accessed.

	Example Scenario
	Lab A and Lab B each have an instance of caLIMS v2.  

Person record for “John Doe” in Lab A is created by Lab A Manager and “status” is set to active; person record for “Jane Smith” is created by Lab B Manager and ‘status’ is set to ‘active’; both are managed through the NCI-CBIIT Person and Organization (PO) instance. 

Even though Lab B Manager has access to COPPA, he should not be able to change John Doe’s “status” to ‘inactive’, change roles, or see personal contact information like ‘home phone’ number.

Likewise, Lab A Manager should not be able to modify information for Jane Smith.

	Analyst 
	Brian McIndoe
	Date
	10/18/2010

	Service(s) Impacted
	COPPA – Person, Organization and Correlation Service

	Assessment
	Use case is considered to be a need for caLIMS v2 consumption of COPPA. Without this ability, COPPA will not be a viable solution for caLIMS v2.

	Potential for use by other Domains
	This is the first time this feature has been requested, however, this could have potential use in other areas where a subset of attributes of a Person or Organization is considered either private, or read only. 

	Concerns
	Additional configuration required to specify access to an attribute needs to be straightforward and not burden other users of COPPA who are not making use of it.

	Recommendation
	Implement
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