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LLT Installation Guide for NCICB Common Deployment 

1. LLT Release Contents

The LLT is released as a compressed web application in the form of a WAR (Web Archive) File. Along with the WAR, the release includes sample configuration files that help developers configure the LLT.
The LLT Release contents can be found in the LLT.zip file found on the NCICB download site (http://ncicb.nci.nih.gov/download/index.jsp). The LLT Release contents include the files in Table 1.

	File
	Description

	llt.war 
	The LLT Web Application

	CLMSchemaMySQL.sql
	This SQL script is used to create an instance of the CLM database schema.

	AuthSchemaMySQL.sql 

 
	This Structured Query Language (SQL) script is used to create an instance of the Authorization database schema which will be used for the purpose of authorization.  This script populates the database with CSM Standard Privileges that can be used to authorize users.  The same script can be used to create instances of authorization schema for a variety of applications.

	DataPrimingMySQL.sql 


	This SQL script is used for priming data in the LLT’s authorization schema.

	mysql-ds.xml 


	This file contains information for creating a datasource. One entry is required for each database connection.  Place this file in the JBoss deploy directory.


Table 1 LLT release contents

2. Deployment Steps
Step 1: Create and Prime MySQL Database
LOOK IN THE DATABASE DEPLOYEMENT GUIDE
Step 2: Configure Datasource
1.  Modify the mysql-ds.xml file which contains information for creating a datasource. One entry is required for each database connection.  Edit this file to replace:  

· The --database_user_name-- with the user id. . --database_user_password--with the password of the user account.
· The --database_url-- with the URL needed to access the Authorization Schema residing on the database server - jdbc:mysql://<<stage_database_server_name>>:3306/<<database_name>>
Shown in Figure  is an example mysql-ds.xml file.
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Figure 1 Example mysql-ds.xml file

2.  Place the mysql-ds.xml file in the JBoss deploy directory - {jboss-home}/server/default/deploy/   

Step 3: Configure the JBoss JAAS Login Parameters

In order to configure the LLT to verify against the LDAP, create an entry in the login-config.xml of JBoss as shown in Figure . This entry configures a login-module against the LLT application context. The location of this file is {jboss-home}/server/default/conf/login-config.xml.
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Figure 2 Example login-config.xml entry

As shown in Figure :

· The application-policy is the name of the application for defining the authentication policy – in this case, CLM. 

· The login-module is the LoginModule class which is used to perform the authentication task; in this case, it is -gov.nih.nci.security.authentication.loginmodules.LDAPLoginModule. 

· The flag provided is “required”. 

· The module-options list the parameters which are passed to the LoginModule to perform the authentication task. In this case, they are pointing to the NCICB LDAP Server:

<module-option name="ldapHost">ldaps://ncids4a.nci.nih.gov:636</module-option>

<module-option name="ldapSearchableBase">ou=nci,o=nih</module-option>

<module-option name="ldapUserIdLabel">cn</module-option>
Step 4: Deploy the LLT WAR

1. Copy the llt.war in the deployment directory of JBoss which can be found at {jboss-home}/server/default/deploy/
Step 5: Configuring the CLM Application Security
1. Log into CSM UPT as super admin. You would see a home page with menu for Application or User
2. Now select Application and then select to create a new Application. Enter the following data for the Application and create the application
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3. Now click on Associated Admins button. On Next screen, select Assign Admins button. Search for the desired User which is going to be the admin of the CLM application and select it. Then click on assign admin button. The user should be transferred to the assigned admin combo box. Now click on update association button to finalize assigning of admin.
4. Now log out as super admin. And log into UPT for CLM Application using the admin’s credential.

5. Now select Protection Element from the top menu and then click on the link to create a new Protection Element with the following data
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6. Now create a new Protection Group with “Application csmupt” as the protection group name.

7. Assign the protection element created in step 5 to the protection group created in step 6 by selecting the Associated PEs button

8. Now create a new Role with the name “Read Role” and associate the READ privilege to it using the Associated Privileges button
9. Now Select the user (if the user doesn’t exist, then add the user) to which you want to grant access to view the logs of the csmupt application. On the user details screen select the Assign PG and Roles button. Now select the “Application csmupt” Protection Group and the “Read Role” and assign them to the user.

Step 6: Start JBoss

1.  Once the deployment is completed, start JBoss. Check the logs to confirm there are no errors while the LLT application is deployed on the server.

2.  Once the JBoss server has completed deployment, open a browser to access the LLT. The URL will be http://<<jboss-server>>/llt, where the <<jboss-server>> is the IP or the DNS name of JBoss Server.

3.  The LLT Login Page displays. Login to the LLT Application. Use the Application Name for which you want to view the logs for. Example: ‘csm’, ‘caxchange’ etc. Please note, to be able to login to LLT, an application ‘CLM’ will have to be created via UPT and users assigned as admins.
4.  Once logged in, the LLT Application Query Page is shown.
5.  Now change the start date of the query logs to some previous date and press query. You should see all the logs generated from the csmupt application.
Note: In case of any errors, follow a debugging and trouble shooting procedure to diagnose and solve the issues.






















































































































































<?xml version="1.0" encoding="UTF-8"?>





<datasources>





  <local-tx-datasource>


    <jndi-name>CLMDS</jndi-name>


    <connection-url>jdbc:mysql://cbiodev104.nci.nih.gov:3306/clm</connection-url>


    <driver-class>org.gjt.mm.mysql.Driver</driver-class>


    <user-name>name</user-name>


    <password>password</password>


  </local-tx-datasource>  


  <local-tx-datasource>


    <jndi-name>CLMCSMDS</jndi-name>


    <connection-url>jdbc:mysql://cbiodev104.nci.nih.gov:3306/clm</connection-url>


    <driver-class>org.gjt.mm.mysql.Driver</driver-class>


    <user-name>name</user-name>


    <password>password</password>


  </local-tx-datasource>  





</datasources>





<application-policy name = "CLM">


  <authentication>


    <login-module code = "gov.nih.nci.security.authentication.loginmodules.LDAPLoginModule" flag = "required" >


<module-option name="ldapHost">ldaps://ncids4a.nci.nih.gov:636</module-option>


      <module-option name="ldapSearchableBase">ou=nci,o=nih</module-option>


      <module-option name="ldapUserIdLabel">cn</module-option>


    </login-module>


  </authentication>


</application-policy>











	


Protection Element Name = “APPLICATION_NAME:csmupt”


Protection Element Object Id = “APPLICATION_NAME:csmupt”





<application-policy name = "CLM">


  <authentication>


    <login-module code = "gov.nih.nci.security.authentication.loginmodules.LDAPLoginModule" flag = "required" >


<module-option name="ldapHost">ldaps://ncids4a.nci.nih.gov:636</module-option>


      <module-option name="ldapSearchableBase">ou=nci,o=nih</module-option>


      <module-option name="ldapUserIdLabel">cn</module-option>


    </login-module>


  </authentication>


</application-policy>





	


Application Name = CLM


Application Description = Common Logging Module


Database URL = jdbc:mysql://cbiovapp5006.nci.nih.gov:3620/clm32


Database Username = <<Username of the CLM Database>>


Database Password = <<Password of the CLM Database>>


Database Confirm Password = <<Password of the CLM Database>>


Database Driver = org.gjt.mm.mysql.Driver


Database Dialect = org.hibernate.dialect.MySQLDialect


<application-policy name = "CLM">


  <authentication>


    <login-module code = "gov.nih.nci.security.authentication.loginmodules.LDAPLoginModule" flag = "required" >


<module-option name="ldapHost">ldaps://ncids4a.nci.nih.gov:636</module-option>


      <module-option name="ldapSearchableBase">ou=nci,o=nih</module-option>


      <module-option name="ldapUserIdLabel">cn</module-option>


    </login-module>


  </authentication>


</application-policy>
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