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Deployment Instructions Form

	Deployment specific instructions to accompany every deployment request.

	Application and Submitter Information

	Author Name & Phone #
	Vijay Parmar
3014512214
	Date
	10/11/2007

	Application / Product Name
	CLM LLT 
	Version Number
	4.0

	Government Sponsor Name & Phone #
	NCICB
	QA Sponsor Name & Phone #
	Aynur Abdurazik

	 General Information (all information beyond this point is optional unless noted “Required”, leave the field blank if it does not apply to the product)

	Background
	CVS: /security/docs/CSM v4.0/Development/Guides

	Hardware 
	Operating System: (select one)

     Solaris

     Linux


Minimum Required dedicated RAM:                          
This allows the Systems Group to maximize hardware use while achieving application performance goals.

	JBoss
	(select one)

     JBoss 4.0.2 / Tomcat -5.5.9 / JDK 1.5.0_04 

    JBoss 4.0.4 / Tomcat -5.5.17 / JDK 1.5.0_06

  X   JBoss 4.0.5 / Tomcat -5.5.20 / JDK 1.5.0_10 (Future Stack)

     Other:  (please specify)

	CaGRID
	(select one)

     caGRID 1.0 Security Enable (Globus 4.0.3/Tomcat-5.0.28)

     caGRID 1.0 (Globus 4.0.3/Tomcat-5.0.28)

     Other:  (please specify)

	Database
	(select one)

     Oracle 9.2.0.6 (on Solaris)

     Oracle 10.x (on Linux)

     MySQL 4.1.19



   X  MySQL 5.0.27   (Future)

     PostgreSQL 8.1.3



     PostgreSQL 8.2.1 (Future)

     Other:  (please specify)

	External Dependencies
	N/A

	FTP
	N/A

	Deployment Units

	Archive files
	Llt.war

	JBoss Property File Updates
	Configure Datasource
1.  Modify the mysql-ds.xml file which contains information for creating a datasource. One entry is required for each database connection.  Edit this file to replace:  

· The --database_user_name-- with the user id. . --database_user_password--with the password of the user account.

· The --database_url-- with the URL needed to access the Authorization Schema residing on the database server - jdbc:mysql://<<stage_database_server_name>>:3306/<<database_name>>
Shown in Figure  is an example mysql-ds.xml file.


[image: image1]
Figure 1 Example mysql-ds.xml file

2.  Place the mysql-ds.xml file in the JBoss deploy directory - {jboss-home}/server/default/deploy/   

Configure the JBoss JAAS Login Parameters

In order to configure the LLT to verify against the LDAP, create an entry in the login-config.xml of JBoss as shown in Figure . This entry configures a login-module against the LLT application context. The location of this file is {jboss-home}/server/default/conf/login-config.xml.


[image: image2]
Figure 2 Example login-config.xml entry

As shown in Figure :

The application-policy is the name of the application for defining the authentication policy – in this case, CLM. 

The login-module is the LoginModule class which is used to perform the authentication task; in this case, it is -gov.nih.nci.security.authentication.loginmodules.LDAPLoginModule. 

The flag provided is “required”. 

The module-options list the parameters which are passed to the LoginModule to perform the authentication task. In this case, they are pointing to the NCICB LDAP Server:

<module-option name="ldapHost">ldaps://ncids4a.nci.nih.gov:636</module-option>

<module-option name="ldapSearchableBase">ou=nci,o=nih</module-option>

<module-option name="ldapUserIdLabel">cn</module-option>


	Other Configuration Files 
	No changes required for default deployment on JBoss and MySQL database. Please refer the JBoss Property file changes above.

	Configuration Directives

	Container Configuration
	Default

	Logging
	

	External Datasource
	Configure Datasource
1.  Modify the mysql-ds.xml file which contains information for creating a datasource. One entry is required for each database connection.  Edit this file to replace:  

· The --database_user_name-- with the user id. . --database_user_password--with the password of the user account.

· The --database_url-- with the URL needed to access the Authorization Schema residing on the database server - jdbc:mysql://<<stage_database_server_name>>:3306/<<database_name>>
Shown in Figure  is an example mysql-ds.xml file.
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Figure 1 Example mysql-ds.xml file

2.  Place the mysql-ds.xml file in the JBoss deploy directory - {jboss-home}/server/default/deploy/   



	Authentication Module (e.g. JAAS)
	Configure the JBoss JAAS Login Parameters

In order to configure the LLT to verify against the LDAP, create an entry in the login-config.xml of JBoss as shown in Figure . This entry configures a login-module against the LLT application context. The location of this file is {jboss-home}/server/default/conf/login-config.xml.
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Figure 2 Example login-config.xml entry

As shown in Figure :

The application-policy is the name of the application for defining the authentication policy – in this case, CLM. 

The login-module is the LoginModule class which is used to perform the authentication task; in this case, it is -gov.nih.nci.security.authentication.loginmodules.LDAPLoginModule. 

The flag provided is “required”. 

The module-options list the parameters which are passed to the LoginModule to perform the authentication task. In this case, they are pointing to the NCICB LDAP Server:

<module-option name="ldapHost">ldaps://ncids4a.nci.nih.gov:636</module-option>

<module-option name="ldapSearchableBase">ou=nci,o=nih</module-option>

<module-option name="ldapUserIdLabel">cn</module-option>


	Java Message Service (JMS)
	N/A


	Properties-services
	N/A

	Setup & Configure Externalized Properties
	No additional properties files needed. Only JBoss property files mentioned above.

	CSM Configuration 

	CSM Configuration
	Once the Database Deployment Request is implemented to have a CLM LLT database instance on stage. The user should be able to login and use the CLM LLT. 

	LLT Configuration
	The CSM configurations above and JBoss Property files above are the only configuration required to get LLT working.



	Standalone modules or scripts

	Automated Scripts
	On Command prompt : /securityRefer the Build Request document

	Manual Scripts
	

	Dependencies and Children

	Database Dependency
	Is there a database component for this deployment?

  X   Yes

     No

Refer the Database and Application Deployment Guide for details

	APIs and Services
	CBIIT Services required for this application: (select all that apply).

  X   CSM v4.0 (specify version)

     RMI (explain)

     caCORE API (specify version)

     EVS Services (explain)

     Analysis Services (explain)

     caGRID Framework (explain)

     Other (please specify)

	Child services
	N/A

	System Interaction Details

	Cache
	N/A

	Hibernate ( ORM )
	N/A

	File System
	N/A

	Mail Forwarding
	N/A

	Grid Services

	Grid Details
	N/A

	Detailed Instructions

	EAR, WAR, JAR, TAR and ZIP Deployment
	Copy the llt.war in the deployment directory of JBoss which can be found at {jboss-home}/server/default/deploy/


	RMI
	N/A

	Database Interaction
	The CSM configuration section along with Jboss Property file section in this document enables the interaction with the software and database.

The CLM LLT application software relies on the database for it to function properly. 

	File Copy
	llt.war

· Once the build request is implemented. From the dist folder copy the llt.war in the deployment directory of JBoss which can be found at {jboss-home}/server/default/deploy/
Clm.jar

· Once the build request is implemented. From the dist folder copy the clm.jar in the lib directory of JBoss which can be found at {jboss-home}/server/default/lib/


	Web Server Configuration

	DNS Entries
	N/A

	Apache
	N/A

	SSL
	N/A

	Single Sign On
	N/A

	Test Cases

	Pre Deployment Tests
	N/A. 

	Post Deployment Tests

Required
	· Log on to LLT web application  http://<<Stage UR>>:<<PORT>>/llt 

· Login using the credentials for the User as part of the CSM configuration section. 

· Search for logs.







<application-policy name = "CLM">


  <authentication>


    <login-module code = "gov.nih.nci.security.authentication.loginmodules.LDAPLoginModule" flag = "required" >


<module-option name="ldapHost">ldaps://ncids4a.nci.nih.gov:636</module-option>


      <module-option name="ldapSearchableBase">ou=nci,o=nih</module-option>


      <module-option name="ldapUserIdLabel">cn</module-option>


    </login-module>


  </authentication>


</application-policy> 





<?xml version="1.0" encoding="UTF-8"?>





<datasources>





  <local-tx-datasource>


    <jndi-name>CLMDS</jndi-name>


    <connection-url>jdbc:mysql://cbiodev104.nci.nih.gov:3306/clm</connection-url>


    <driver-class>org.gjt.mm.mysql.Driver</driver-class>


    <user-name>name</user-name>


    <password>password</password>


  </local-tx-datasource>  


  <local-tx-datasource>


    <jndi-name>CLMCSMDS</jndi-name>


    <connection-url>jdbc:mysql://cbiodev104.nci.nih.gov:3306/clm</connection-url>


    <driver-class>org.gjt.mm.mysql.Driver</driver-class>


    <user-name>name</user-name>


    <password>password</password>


  </local-tx-datasource>  





</datasources>





<application-policy name = "CLM">


  <authentication>


    <login-module code = "gov.nih.nci.security.authentication.loginmodules.LDAPLoginModule" flag = "required" >


<module-option name="ldapHost">ldaps://ncids4a.nci.nih.gov:636</module-option>


      <module-option name="ldapSearchableBase">ou=nci,o=nih</module-option>


      <module-option name="ldapUserIdLabel">cn</module-option>


    </login-module>


  </authentication>


</application-policy> 








<?xml version="1.0" encoding="UTF-8"?>





<datasources>





  <local-tx-datasource>


    <jndi-name>CLMDS</jndi-name>


    <connection-url>jdbc:mysql://cbiodev104.nci.nih.gov:3306/clm</connection-url>


    <driver-class>org.gjt.mm.mysql.Driver</driver-class>


    <user-name>name</user-name>


    <password>password</password>


  </local-tx-datasource>  


  <local-tx-datasource>


    <jndi-name>CLMCSMDS</jndi-name>


    <connection-url>jdbc:mysql://cbiodev104.nci.nih.gov:3306/clm</connection-url>


    <driver-class>org.gjt.mm.mysql.Driver</driver-class>


    <user-name>name</user-name>


    <password>password</password>


  </local-tx-datasource>  





</datasources>
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