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 Scope/Vision for 4.1 Release

1. Introduction

The purpose of this document is to collect, analyze, and define high-level needs and features of the NCICB Common Security Module (CSM) Release v4.1.  It focuses on the functionalities proposed by the CSM stakeholders and target users in order to make it a better product.  

2. Positioning

2.1 Problem Statement

The 4.1 release of the CSM is proposed to be a follow up release to the December 2007 4.0 release.  This release will address integration issues with the CSM and the caGRID products with the primary focus on Instance Level Security enhancements and enhanced integration between the CSM and the caGRID and caCORE SDK products.

3. Stakeholder and User Descriptions

3.1 Stakeholder Summary

	Name
	Description
	Responsibilities

	Avinash Shanbhag
	Director, Core Infrastructure Engineering
	Oversees NCICB caCORE Software Engineering

	Denise Warzel
	Associate Director
Core Infrastructure, caCORE Product Line Manager

	Oversees NCICB caCORE Product Line 

	Bristol Meyers Squibb(BMS) Anzen Project
	Project contributors who contribute code and suggestions during interviews
	

	cGEMS Project
	Power users who provided feedback during user interviews
	

	Rembrandt Project
	Power users who provided feedback during user interviews
	

	iSPY Project
	Power users who provided feedback during user interviews
	

	caDSR Project
	Power users who provided feedback during user interviews
	

	caGRID Project
	Power users who provided feedback during user interviews
	

	SPORES, caMOD
	Power users who provided feedback during user interviews
	

	BRN/caArray
	Power users who provided feedback during user interviews
	

	caCORE SDK
	Integrated with CSM to for security enablement
	

	CSM Users
	Users who provided feature requests and suggestions via GFORGE
	

	caTissue
	Development partners and power users.
	


3.2 Technical Environment

· Client Interface

· Internet Explorer 6.0 and above

· Mozilla v2.0.0.0 and above

· Application Server

· Apache Tomcat 5.5.9

· Jboss 4.0.5

· Database Server

· MySQL 5.0
· Oracle 9i

· Operating system

· Windows 2000, XP

· Unix (Sun Solaris)

· Portable ANSI-SQL compliant relational schemas

· Java 1.5 

3.2.1 Current Solution

The current 4.0 release of the CSM was released in December of 2007.  The 4.0 version can be downloaded at the CSM download site.  The CSM 4.0 version will be supported by the CSM development team during the version 4.1 development lifecycle.  
3.2.2 Proposed Solutions

Section 4 describes the requirements that will be incorporated within the scope of the 4.1 release.  The 4.1 development project will be performed utilizing portions of the Unified Process with a focus on iterative development and releasing dot or beta versions of the software prior to the final release to meet high priority customer needs.
During the duration of the 4.1 development lifecycle the requirements of future construction iterations will be evaluated near the end of the current iteration under development.  The CSM project manager along with the NCICB Product Manager will review already proposed requirements listed in Section five (5) of this document along with the requirements listed in the “Bugs”, “Feature Requests”, and “External Change Request” Trackers made to the CSM project via the CSM Gforge Web Site (http://gforge.nci.nih.gov/tracker/?group_id=12), the NCICB Core product listservs, or face to face meetings with projects planning to use or already using the CSM.  If an iteration’s requirements change as a result of the review mentioned above, the following is expected to occur:

1) This scope document will be updated to reflect the correct scope for the iteration being modified.

2) The “Release Development Items” tracker in Gforge will be updated to reflect the correct scope for the iteration being modified.

3) The task plan must be adjusted to reflect the resources and time needed to perform the work for the updated requirements.
4. Release Functional Requirements

The following section describes in detail all the functional requirements, which are proposed for the coming release:

4.1 CSM Release 4.1 Iteration 1[Approved]
4.1.1 Instance Level Security 
4.1.1.1 [GF#9286] Instance Level Security for Group Level 
The Instance level security in the current CSM v4.0 version only supports User level security. The requirement is to also support Instance level security at the group level that allows groups to be considered when performing instance level security. The Administrators can provision groups using UPT and assign users to individual group(s). Many applications associate roles with groups and hence desire Instance level security at group level out of the box. CSM 4.1 release will provide it out of the box and simplify and reduce the efforts involved for respective applications. 
Another goal of this requirement is to ensure caGrid compatability for instance level security.  Instance level security within CSM should work with groups defined in the Grid Grouper application.

4.1.1.2 [GF#9290] Support Hibernate Annotations 
The current CSM 4.0 version implements Instance Level Security at User level by using Hibernate Configuration (HBM) files to determine objects and their associations. The requirement is to support Hibernate Annotations which allows annotated object model without the HBM files to be utilized by CSM’s implementation of Instance level security. More information regarding Hibernate annotations is available at the following location: http://www.hibernate.org/397.html.
4.1.1.3 [GF#12231] MySQL subselect performance && Filters 

This requirement is to improve performance on MySQL for queries with Subselect and Filters. MySQL was poor performance for sub selects hence existing queries can be modified to increase performance on MySQL by either removing sub selects or reduce their performance impacts as much as possible. The queries formed with CSM’s Hibernate filters will be modified to provide increased performance with MySQL.
4.2 CSM Release 4.1 Iteration 2[Tentative]
4.2.1 CSM API and UPT 
4.2.1.1 [GF#8234] Wrap authentication failure messages with general message
Currently, the CSM API returning authentication failure messages as provided by the authentication provider. This provides a security hole that leaves apps vulnerable to brute-force compromises.  NCI apps that will need to be available outside of the firewall are required to pass a WatchFire AppScan which fails on this issue. The issue is resolved only if general errors messages are returned at authentication failure. To implement this change the CSM API source code needs to be modified to catch all authentication provider returned exceptions and in turn pass general error messages in the  login exceptions. 
4.2.1.2 [GF#9288] Not-null=true column un-populatable in MySQL 5.0.45 
The requirement is to allow populating not-null=true columns in Join tables. The CSM Schema has certain tables whose objects have getter and setter methods for non-nullable attributes. Certain join tables don’t have such getter setter methods for respective objects. Hence the  CSM schema will be modified to make such join table columns to be nullable. 
4.2.1.3 [GF#10872] LDAPHelper.ldapAuthenticateUser always returns true with blank passwords   
The method in LDAPHelper that ultimately decides whether the provided username/password combination is correct always returns true if the provided password is the empty string.  This is incorrect behavior and a bug. To fix this, the LDAPHelper.ldapAuthenticateUser  method will be modified to detect blank passwords and return false or throw  authentication exceptions if needed.
5. Release Non-Functional Requirements
5.1 General Support Activities 
· The CSM team will reserve 25% of 1 FTE to provide support, integration help and training to the user community. 

6. Potential Requirements
The following section describes items that have been identified as requirements for the CSM that may be addressed in the CSM 4.0 release.  
For readability, the potential requirements will be provided in the “feature request” and “Suggestions” trackers on the CSM Gforge web site.

[image: image2.jpg]


[image: image3.png]


[image: image4.png]( Ekagra

High impact - High Value - Businss Resuts



[image: image5.png]


_1135871162.bin

